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Intrusion events provide the detection evidence needed to understand which signatures fired, the affected source and destination addresses, event
severity, protocol information, and other indicators associated with the suspected compromise. Host connections provide the corresponding network
context, allowing the analyst to determine which systems communicated, when the sessions occurred, and which ports, applications, or protocols were
involved. Together, these details connect security detections with the traffic flows that produced them and support reconstruction of the incident. Client
applications by user and user connections are useful when the investigation is primarily identity-focused, but they do not provide the same direct
combination of exploit evidence and host-level network activity. The number of attacked machines is an aggregate measurement and lacks the granular
information necessary to investigate the suspicious communications and determine their cause.
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To integrate a third-party security intelligence feed with Cisco Secure Firewall Management Center (FMC) using Threat Intelligence Director (TID), the
following actions are necessary:
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Upgrade to version 6.6:The FMC must be running at least version 6.6 to support Threat Intelligence Director.

Version 6.2.3 does not support the necessary features for this integration.

Add the URL of the TAXII server:Threat Intelligence Director uses TAXII (Trusted Automated eXchange of Indicator Information) to pull threat intelligence
data from third-party sources. The URL of the TAXII server must be added to the TID configuration in FMC.

Steps:

Upgrade FMC to version 6.6 or later.

In FMC, navigate tolntegration > Threat Intelligence Director.

Add a new TAXII server by entering the URL of the TAXII server.

These actions enable the integration of third-party threat intelligence feeds, enhancing the security capabilities of the FMC.

References:Cisco Secure Firewall Management Center Administrator Guide, Chapter on Threat Intelligence Director.
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Reference:https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with- firepower-threat-defense-f.htmi
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When an FTD device that is managed by FDM is registered to FMC, the existing configuration is automatically converted and imported into FMC. The FMC
then pushes the configuration back to the device.

This process preserves most of the FDM configuration, except for some features that are not supported by FMC, such as VPN wizards and certificates.
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-
vb4/interface_overview_for_firepower_threat_defense.html
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Reference:https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config- guide-
v63/inline_sets_and_passive interfaces_for_firepower_threat _defense.html
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he following applications have been identified as associated with attacks. You should identify applications in this li
1at have low business relevance and evaluate whether it would be helpful to control them on your network.

Apps Associated with | Count Apps Associated with | Count
High Impact Events Low Impact Events

DNS 16 Chrome 283
Internet Explorer 14 InternetyExplorer 110
Web browser 8 DEESRPC client 74

FTP dient 6 | Web browser Firefox 47
NetBIOS-ssn (SMB) dlient | 6_ Firefox 36
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If users report that Cisco Duo 2FA fails when attempting to connect to the VPN on a Cisco Secure Firewall Threat Defense (FTD) device, and the VPN
troubleshooting log in FMC shows an error indicating that the Cisco Duo AAA server has been marked as failed, the root cause is likely missing Duo trust
certificates on the FTD device. Trust certificates are essential for establishing a secure and trusted connection between the FTD and the Duo
authentication service.

Steps:

Obtain the necessary Duo trust certificates.

Install the certificates on the FTD device.

Verify the configuration to ensure that the FTD device can properly communicate with the Duo AAA server.
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This resolves the authentication failure by ensuring that the FTD device can trust the Duo server.
References:Cisco Secure Firewall Management Center Administrator Guide, Chapter on Certificate Management.
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If an engineer receives a 403: Forbidden error when attempting to download a packet capture file from Cisco Secure Firewall Management Center (FMC),
the issue is likely due to HTTPS not being enabled in the device platform policy. To resolve this issue, the engineer must enable HTTPS in the platform
policy.

Steps:

In FMC, navigate toPolicies > Device Management > Platform Settings.

Edit the relevant platform policy.

Enable HTTPS for the device.

Deploy the changes to the FTD device.

This ensures that the FMC and FTD device can securely transfer the packet capture file over HTTPS, resolving the 403 error.

References:Cisco Secure Firewall Management Center Administrator Guide, Chapter on Platform Settings and HTTPS Configuration.
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https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64
/transparent_or_routed_firewall_mode_for_firepower_threat_defense.html
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Reference: https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214933-amp-for-endpoints- deployment-methodology.html

BE: 27

v k—- EEE(E, Cisco Secure Firewall Management Center [Z& £k ST LV Cisco Secure Firewall Threat Defence 4 > X % > X ~® VPN 2%
FA(Z Active Directory 22 REL LS ELTWET, COBEEFEMRT HI12(X, £9 Secure Firewall Management Center TED VAT LEREFRTET S
DENBHY FIH?

A TNARX )E—F 7YX VPN

ARATL UILL

LR — BREE

CEREE. TN R

EffE:B(AA Y FEHKT D)

To configure Active Directory authentication for VPN authentication on a Cisco Secure Firewall Threat Defense (FTD) instance registered with Cisco
Secure Firewall Management Center (FMC), the administrator needs to configure Realms in the System settings of the FMC. Realms in FMC are used to
define the directory servers (e.g., Active Directory) and how they are used for user authentication.

O 0w

Steps to configure this in FMC:

Navigate toSystem > Integration > Realms and Directory.

Add a new realm and configure the necessary details such as the directory server type (e.g., Active Directory), server address, and bind credentials.
Test the connection to ensure it works correctly.

This setup allows the FMC to authenticate VPN users against the Active Directory, thereby enabling secure access control for VPN connections.
References:Cisco Secure Firewall Management Center Administrator Guide, Chapter on Realms Configuration.
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When configuring a custom widget on a dashboard within Cisco Secure Firewall Management Center (FMC), it is mandatory to provide a title for the
system to display the information correctly. The title helps in identifying and organizing the widget on the dashboard.

Steps:

Navigate to the dashboard section in FMC.

Add a new custom widget.

Configure the widget settings and provide a title.

Save and apply the widget to the dashboard.

Providing a title ensures that the widget is correctly displayed and easily identifiable on the dashboard.

References:Cisco Secure Firewall Management Center User Guide, Chapter on Dashboard and Custom Widgets.
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa910/configuration/firewall/asa-910-firewall-config

/access-sfr.html
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Inline tap monitor-only mode (ASA inline)-In an inline tap monitor-only deployment, a copy of the traffic is sent to the ASA FirePOWER module, but it is not
returned to the ASA. Inline tap mode lets you see what the ASA FirePOWER module would have done to traffic, and lets you evaluate the content of the
traffic, without impacting the network. However, in this mode, the ASA does apply its policies to the traffic, so traffic can be dropped due to access rules,
TCP normalization, and so forth.
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config- guide- v60/Using_Dashboards.html
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Reference: https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/210524-configure- firepower-6-1-pxgrid-remediati.html
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" In routed firewall mode, broadcast and multicast traffic is blocked even if you allow it in an access rule... " " The bridge group does not pass CDP packets
packets... " https://www.cisco.com/c/en/us/td/docs/security/asa

/asa913/configuration/general/asa-913-general-config/intro-fw.html

Passing Traffic Not Allowed in Routed Mode

In routed mode, some types of traffic cannot pass through the ASA even if you allow it in an access rule. The bridge group, however, can allow almost any
traffic through using either an access rule (for IP traffic) or an EtherType rule (for non-IP traffic):

IP traffic-In routed firewall mode, broadcast and " multicast traffic is blocked even if you allow it in an access rule, " including unsupported dynamic routing
protocols and DHCP (unless you configure DHCP relay). Within a bridge group, you can allow this traffic with an access rule (using an extended ACL).
Non-IP traffic-AppleTalk, IPX, BPDUs, and MPLS, for example, can be configured to go through using an EtherType rule.

Note

" The bridge group does not pass CDP packets packets, or any packets that do not have a valid EtherType greater than or equal to 0x600. An exception is
made for BPDUs and IS-IS, which are supported. "
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config- guide-
v62/firepower_threat_defense_high_availability.html
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An inline set consists of paired Secure Firewall Threat Defense interfaces placed directly in the network traffic path. The interfaces operate like a bump in
the wire: one interface receives the traffic, the inspection engine evaluates it, and the paired interface retransmits it unless an access-control, intrusion, file,
or other security policy explicitly drops it. This arrangement enables the IPS to prevent attacks because the device can stop malicious packets before
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forwarding them. A passive interface also receives traffic unconditionally, but it receives copied traffic from a SPAN or mirror port and retransmits none of it.
Routed and transparent modes describe broader firewall packet-forwarding behavior rather than this IPS-only interface characteristic.

Therefore, an inline deployment satisfies the requirement to inspect, retransmit, and selectively drop traffic.

Cisco inline-set documentation
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Explanation:

Name # HTTP-HTTPS-QoS

Apply QoS On # Interfaces in Destination Interface Objects

Download/Upload Limit # 5 Mb/s

Source Interface Networks # 192.168.1.0/24

Destination Interface Networks # 192.168.2.0/24

Destination Ports # HTTP-HTTPS

The HR workstation resides on the inside 192.168.1.0/24 network, making that subnet the source-interface network. Internet-bound traffic exits through the
192.168.2.0/24 network, which must be configured as the destination-interface network. Because rate limiting must occur as traffic leaves toward the
internet, QoS is applied to interfaces in the destination interface objects. The HTTP-HTTPS object identifies the destination ports for web traffic, while
HTTP-HTTPS-QoS provides a descriptive rule name. Both download and upload limits are configured as 5 Mb/s. Cisco Secure Firewall applies a QoS limit



independently on each selected interface and determines upload and download direction based on the connection initiator. The Apply QoS On selection
must correspond to a populated source or destination interface condition. Cisco Secure Firewall QoS configuration
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The Analysis > Hosts > Vulnerabilities page in Cisco FMC displays information about the hosts on the network and their associated vulnerabilities. The
administrator can filter the hosts by impact level, which indicates how likely an attack is to succeed against a host. An impact level of 2 means that the host
was attacked and is potentially vulnerable, but no exploit was confirmed. The administrator can click on a host to view more details, such as its IP address,
operating system, applications, protocols, and intrusionevents. The administrator can also view the details of each vulnerability, such as its CVE ID,
description, severity, and recommended actions3

B 44

Cisco FMC GUI% 4+ L =Cisco NGFWD B AB (<, O—ALDMZDBAICEFN LR S—IL—ILIZERTT D,
A. FrliplEE

B. R L—IL—ILAEENTLVEL

C.ipanyZ%iEET 5

D. 1—H—DAHMIP7 FLREERETEST 74 I)L FODMZRY) & —,

IEfZ: (EffZzRLET)

BfE: 45

Cisco Secure Firewall Management Center IN® Rapid Threat Containment DIEEET 2 —ILE L THEEL TLWADIEENTI M ?
A BB Ry kT —9 Sl

B. Cisco Secure Endpoint

C. Cisco Identity Services Engine

D. *vy FI—VRE Y —EX

Ef: (EfEERTLET)


https://www.jpnshiken.com/q/69075-6482075/
https://www.jpnshiken.com/q/69075-6482076/
https://www.jpnshiken.com/q/69075-6482077/
https://www.jpnshiken.com/q/69075-6482078/

Cisco ISE Adaptive Network Control is the remediation module used for Rapid Threat Containment. Secure Firewall Management Center detects malicious
activity or a correlation-policy violation and invokes an ANC remediation through the pxGrid integration. Cisco ISE then applies the specified ANC policy to
the affected endpoint and can issue a RADIUS Change of Authorization to the relevant network-access device. The resulting action can quarantine the
endpoint, restrict its authorization, or clear a previously applied ANC policy. Cisco ISE provides the policy and enforcement infrastructure, but the specific
remediation module presented in Secure Firewall Management Center is Cisco ISE Adaptive Network Control. Cisco Secure Endpoint supplies endpoint
detection and response telemetry but is not the RTC remediation module described. Network Protection Services is not the applicable Secure Firewall
remediation component. Cisco Secure Firewall remediation modules
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To perform rapid threat containment with Cisco FMC, the necessary component is Cisco Identity Services Engine (ISE). ISE integrates with FMC to provide
dynamic network access control and enforcement, allowing for quick isolation of compromised endpoints based on security events detected by FMC.
Steps:

* Integrate FMC with ISE by configuring the necessary settings in both platforms.

* Define security policies in FMC that trigger rapid threat containment actions via ISE.

* When a threat is detected, FMC can instruct ISE to isolate the affected endpoint, limiting its access to the network.

This integration enables automated and efficient threat containment, reducing the response time and mitigating the impact of security incidents.
References:Cisco Secure Firewall Management Center Integration Guide, Chapter on ISE Integration for Rapid Threat Containment.
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/misc/fmc-ftd-mgmt-nw/fmc-ftd-mgmt- nw.html#id_106101
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Explanation:
The correct sequence of actions for configuring a multi-instance environment for high availability on a Cisco Firepower 4100 appliance is as follows:
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Add a resource profile for container instances. A resource profile defines the CPU, RAM, and disk space allocation for each container instance.You can
create multiple resource profiles with different resource settings and assign them to different container instances1.

Add a MAC pool prefix and view the MAC address for the container instance interfaces. A MAC pool prefix is a 24-bit prefix that is used to generate MAC
addresses for the container instance interfaces. You can specify a custom MAC pool prefix or use the default one.You can also view the MAC addresses
that are assigned to each container instance interface1.

Configure interfaces. You need to configure the physical interfaces, EtherChannels, and VLAN subinterfaces that will be used by the container
instances.You can also configure shared interfaces that can be used by multiple container instances on the same security module/engine1.

Add a Standalone Firepower Threat Defense for Cisco Secure Firewall Management Center. You need to add a logical device that runs a standalone
Firepower ThreatDefense (FTD) application instance and register it with the Cisco Secure Firewall Management Center (FMC).This logical device will act
as the management interface for the container instances1.

Add a high-availability pair. You need to add another logical device that runs a standalone FTD application instance and register it with the FMC as well.
Then, you need to configure high availability (HA) between the two standalone FTD logical devices.This will enable HA for the container instances that are
associated with them1.
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https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212702-configure-and-verify-nat-on-ftd.html
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Switch> enable
Switch# configure terminal
Switch(config)# monitor sesSidn-1isource interface Gi0/3

s

Switch(config)# monitertséssion 1 destination interface Gi0/3
Switch(config)# end

Switch> enable

Switch# configure terminal

Switch(config)# monitor, source interface Gi0/1
Switch(config)# monitor destination interface Gio/3
Switch(config) 4 end

Switch> enable

Switch# configure terminal

Switch(config)# monitor «Source dinterface Gig/1
Switch(config)#® moniteor destination interface Gig/1
Switch({copFig)siend

Switch> enable

Switch# configure terminal _

Switch(config)# monitor sesSidncl®source interface Gi0/1
Switch(config)# monitor“séssion 1 destination interface Gi0/3
Switch(corfig)y# 'énd

D. e -

EfE:D(QAAV FEHKT D)
In a local SPAN configuration, the source is the switch interface whose traffic must be copied, while the destination is the interface connected to the
passive monitoring device. Therefore, switch interface Gi0/1 must be configured as the SPAN source, and switch interface Gi0/3, which connects to the
Cisco Secure IPS sensor, must be the destination. Both commands must also reference the same SPAN session number. Option D satisfies all these
requirements. Options B and C omit the mandatory session number, while Option A incorrectly assigns Gi0/3 as both the source and destination. A SPAN
destination cannot simultaneously be a source in the same session. The passive IPS receives the mirrored packets for inspection but does not retransmit
or directly block them. Cisco SPAN configuration documentation
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To determine if a host is infected with malware, the network administrator can look at the Indications of Compromise (I0OC) feature in Cisco FMC. The IOC
feature analyzes network and endpoint data collected by Firepower sensors and AMP for Endpoints connectors, and identifies hosts that exhibit signs of
compromise or infection. The 10C feature uses predefined rules based on Cisco Talos intelligence and other sources to detect IOCs on hosts. One of these
rules is CnC Connected, which indicates that a host has communicated with a command-and-control (CnC) server that is known to be associated with
malware activity2.

To view the I0C information for a host, the network administrator can navigate to Analysis > Hosts > Indications of Compromise in Cisco FMC, and select a
host from the table. The I0C Details page will show the I0C events for that host, including the CnC Connected event, along with other information such as
severity, timestamp, source, destination, protocol, and rule name. The network administrator can also view more details about each IOC event by clicking
on it2.

The other options are incorrect because:

Analysis > Files > Malware Events shows information about files that have been detected as malware by Firepower sensors or AMP for Endpoints
connectors. This does not show information about hosts that are infected with malware or have communicated with CnC servers3.

Analysis > Hosts > Host Attributes shows information about hosts that have been discovered by Firepower sensors, such as IP address, MAC address,
operating system, applications, users, vulnerabilities, and so on. This does not show information about IOCs or CnC connections on hosts4.

Analysis > Files > Network File Trajectory shows information about files that have traversed your network and have been detected by Firepower sensors or
AMP for Endpoints connectors. This allows you to track where a file came from, where it went, and what happened to it along the way. This does not show
information about hosts that are infected with malware or have communicated with CnC servers5.
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The show bgp neighbors NEIGHBOR-IP advertised-routes command displays the prefixes that the Secure Firewall Threat Defense device is advertising to
a specific BGP neighbor. It must be executed against the managed threat defense device through the Advanced Troubleshooting interface. The ordinary
show route command displays routes installed in the local routing table, not the specific prefixes advertised to a neighbor.
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Route injection is a configuration capability and does not provide the required verification output. Cisco's command reference confirms that the advertised-
routes keyword displays all routes advertised to the specified BGP peer, including the network, next hop, metric, weight, and AS path. Therefore, option A
directly verifies the routes being shared with the upstream router. Cisco Secure Firewall Threat Defense Command Reference
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To block traffic to known cryptomining networks using Cisco Secure Firewall Threat Defense (FTD) managed by Cisco Secure Firewall Management
Center (FMC), the network administrator needs to configure Security Intelligence in an Access Control Policy. Security Intelligence allows administrators to
block traffic based on threat intelligence feeds, which include known malicious IP addresses, domains, and URLSs.

Steps:

Navigate toPolicies > Access Control > Access Control Policyin FMC.

Edit or create an Access Control Policy.

Go to theSecurity Intelligencetab.

Enable the relevant threat intelligence feeds that include cryptomining networks.

Apply the policy to the FTD device.

This configuration ensures that traffic to known cryptomining networks is blocked, enhancing the network ' s security posture against cryptomining threats.
References:Cisco Secure Firewall Management Center Configuration Guide, Chapter on Security Intelligence.
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Reference:https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config- guide-
vb4/transparent_or_routed_firewall_mode_for firepower_threat _defense.htmi

gﬁ:ﬁ: 63

Cisco FMCAD 7 /31 R QHEIBR EFEMICEAT HRBEBD 55 ELVEDIFEENTIN?(2DERL TLZELY,)

CBEREFIINATE K UVPNARY O—2BEBAT 34 T a vhARESNATWSESD A—F—FEBRETRIZRY D—2BEBATIREEIHY FEA,
.Cisco FMC IZT/\A R ZBEMT BHIZ, TS RITIR—C v —2BEEBNTIHELAHY T,

.CiscoFMCWeb 4 23— A ATIX T/N\A RAZHIBRLTHENT 34T aVIFFIHETEEEA,

. Cisco FMCOWebAf 4 —27 2 —R([F A—HF—[CT7 IV RFIEKR) >—Z2BEARATDHESICRBLET,

CEBRBEICNATE K UVPNRY O—%#B#EAT 54 T a VIERIATERWV S A—Y—FERETRICR) O —2BEATILELNHY FT,
IEfR: (EfEZzRTLET)

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config- guide- v60/Device_Management_Basics.html
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firesight/541/user-guide/FireSIGHT-System-UserGuide-v5401/AC-Rules-Tuning-
Overview.htmI#76698
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Integrated routing and bridging (IRB) is a feature that allows you to route between different bridge groups on a Cisco FTD device. A bridge group is a
logical interface that acts as a container for one or more physical or logical interfaces that belong to the same layer 2 broadcast domain. You can assign an
IP address to a bridge group interface (BVI) and enable routing protocols on it, just like a regular routed interface. However, when you run a dynamic
routing protocol on a Cisco FTD device in IRB mode, you can only use nonbridge interfaces as routing peers. You cannot use bridge group interfaces or
bridge group member interfaces as routing peers2. This is because the routing protocol packets are sent and received on the nonbridge interfaces, and the
bridge group interfaces are used only for forwarding data traffic3.

Eﬁ:ﬁ: 67

BEEX A —H—MNISOFTHRAMENTWLAWebY—N\N—[Z7 IV EATELRNEWNWS LR—FEZTWMYET, 727 EXFHEAKR) o—Id&ia, 1<
DMDFHLWRY S—DEMEURLTZ A LA ) VI TEHINEL ABOEF 1) T BHZIEBHICTIZ LA BED NS TN a—TFTa 0T E&
TOERADERETIICIE METEILELHYETM?

A bS5 T74 9 DPCAPESAHoO—RLTI7AYY %IKRIEL flexconfigh TPz FE2FEARALT BET—NN—~DBEHR NS T4 v I DHEHAT S
IW—ILEERLET,

B.HHLWZ U EXHIEAR) —IIL—ILZER L T WebH—/N\—DFQDNADKR— +80H L UW443%HFrILET,

C.Cisco FMCHEfEA RNV FTTRAY I SN S T4 v I EHELTIAYIZRIEL RUL—ZFZZEBL TWebY—/N—~"D+Z 74 v I ZHALE
ER

D./ Xy X v TFvY—ILEFERALTIOAYVIEHREL FS 749 IDT7I a3 VEA—HFRALTIL—ILEERLET,

IEfR: (EfEZzRTLET)

Eﬁ:ﬁ: 68

SR AEYR— FT2200BEAZ2 A FEENTIHN? 2DFBIRLTLLEZELY,)

A. FH

B.)L—T4>7

C.UV5R2—1t

D. Vv —LRATILFA VAR VR

E.XTUYI IS0 RFDERB7ISAT7UR

Eff: AB(OA U FEHEKRT D)

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/610/configuration/guide/fpmc-config-guide-
v61/firepower_threat_defense_high_availability.html
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Transparent mode allows the FTD device to act as a "bump in the wire" that does not affect the IP addressing of the network. The end user workstations
will not need any changes to their configuration, as they will still receive an IP address from the same DHCP server. However, the FTD device must allow
DHCP traffic in the access control policies, otherwise it will block the DHCP requests and replies1
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The Interface Traffic widget belongs to the Operations category because it displays operational information about appliance interfaces, specifically received
and transmitted traffic rates. After selecting Add Widgets, the engineer can select All Categories and open Operations to locate Interface Traffic, then click
Add next to the widget. Analysis & Reporting contains widgets based on collected security events and analytical data.

Miscellaneous contains widgets that display neither event nor operational data, such as the RSS Feed widget.

"New" is not a valid predefined widget category. Cisco classifies Operations widgets as those that display system status and overall health information. The
Interface Traffic widget is not included on predefined dashboards by default, so it must be added manually using this procedure. Cisco Secure Firewall
dashboard documentation
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Configure the primary unit for high availability. step 1
Configure fallover criteria for health monitoring. step 2
Configure the two units for high avaliability. step 3

|
Configure the secondary unit for high availability. step 4

1EfZ:
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l Configure the two units for high availability. \ Configure the two units for high Svallatiiitg
S S N
I Configure the secondary unit for high avallability. ‘ Configure fallover criteria for health monitoring.
e e = = S
Explanation:

Step 1(Configure the primary unit for high availability),
Step 2(Configure the secondary unit for high availability),
Step 3(Configure the two units for high availability),

Step 4(Configure failover criteria for health monitoring)
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When packet capture is used on a Cisco Secure Firewall Threat Defense (FTD) device and the packet flow is waiting on the malware query, the Snort
verdict appears as " retry. " This indicates that the device is still processing the malware analysis and has not yet determined the final action for the packet.
The " retry " verdict signifies that the packet is in a holding state while awaiting the result of the malware inspection, which helps in maintaining the security
posture until a definitive decision is made.

References:Cisco Secure Firewall Management Center Administrator Guide, Chapter on Packet Capture and Malware Inspection.
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https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64

/system_configuration.html#|D-2241-00000551

"You cannot send backups to one remote system and reports to another, but you can choose to send either to a remote system and store the other on the
Firepower Management Center."
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa- firepower-module-user-guide-v541/Intrusion-
Global-Threshold.html
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A custom application detector is a user-defined script that can detect web applications, clients, and application protocols based on patterns in network
traffic. Custom application detectors are written in LUA, which is a lightweight and embeddable scripting language. LUA scripts can use predefined
functions and variables provided by the Firepower System to access packet data and metadata, and to specify the detection criteria and the application
information1.

To import a custom application detector file that was provided by a third party, you need to follow these steps1:

* In the FMC web interface, navigate to Objects > Object Management > Application Detectors.

* Click Import.

* Browse to the location of the LUA script file and select it.

* Click Upload.

* Review the detector details and click Save.

The other options are incorrect because:

* Perl script is not a supported format for custom application detectors. Perl is a general-purpose programming language that is not embedded in the
Firepower System.
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* NBAR protocol is not a file type, but a feature of Cisco 10S routers that can classify and monitor network traffic based on application types. NBAR
protocols are predefined and cannot be imported as custom application detectors.

* Python program is not a supported format for custom application detectors. Python is a general-purpose programming language that is not embedded in
the Firepower System.
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To enable SSH access to a Cisco Secure Firewall Threat Defense (FTD) device from the inside interface for remote administration, the engineer needs to
configure a Platform Settings policy in Cisco Secure Firewall Management Center (FMC). The Platform Settings policy allows the configuration of various
system-related settings, including enabling SSH, specifying the allowed interfaces, and defining the SSH access parameters.

Steps:

In FMC, navigate toPolicies > Access Control > Platform Settings.

Create a new Platform Settings policy or edit an existing one.

In the policy settings, go to theSSHsection.

Enable SSH and specify theinsideinterface as the allowed interface for SSH access.

Define the SSH parameters such as allowed IP addresses, user credentials, and other security settings.

Save and deploy the policy to the FTD device.

This configuration ensures that SSH access is enabled on the specified interface, allowing secure remote administration.

References:Cisco Secure Firewall Management Center Administrator Guide, Chapter on Platform Settings.
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A. Switch(config)# monitor source interface Gi0/1

Switch(config)# monitor destination interface GiO/3

B. Switch(config)# monitor session 1 source interface Gi0/3

Switch(config)# monitor session 1 destination interface Gi0/3

C. Switch(config)# monitor session 1 source interface Gi0/1

Switch(config)# monitor session 1 destination interface Gi0/3

D. Switch(config)# monitor source interface GiO/1

Switch(config)# monitor destination interface GiO/3

IEfZ: (EEZRTLEY)

A local SPAN configuration requires a numbered monitoring session with a source interface and a different destination interface. Gi0O/1 is the switch
interface whose traffic must be copied, while Gi0O/3 is connected to the passive Cisco Secure IPS sensor and must therefore be the SPAN destination.
Option C correctly associates both commands with session 1 and maps the monitored traffic from Gi0O/1 to Gi0/3. Option B incorrectly makes GiO/3 both the
source and destination, which cannot provide the required monitoring path.

Options A and D omit the mandatory session 1 portion of the Catalyst SPAN syntax. Because the IPS operates passively, it receives copies of packets on
its monitoring interface without becoming an inline forwarding device and without being able to disrupt the production traffic.
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config- guide-
v65/ips_device_deployments_and_configuration.html
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Reference: https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/ BRKSEC-2020.pdf
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A file policy defines the actions that the Cisco Firepower Threat Defense (FTD) device should take when it encounters different types of files. The file policy
is applied as part of an access control policy. If an access control policy does not include a file policy, the FTD device will not take any action on the files it
encounters, resulting in a disposition of " unknown " for all file types except exe.
Reference:https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/219759-configure-bypass- policies-on-the-cisco-firepow.html
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In inline IPS mode, to ensure that traffic passes through uninterrupted when VDB (Vulnerability Database) updates are being applied, the " Short Fall Open
" setting must be configured. This setting allows traffic to continue to flow through the firewall even if there are issues with the inspection process, such as
during updates or if the inspection engine fails.

Steps:

In FMC, navigate to the inline set configuration.

Enable the " Short Fall Open " option.

Deploy the configuration to the FTD device.

This ensures that network traffic is not disrupted during updates or other issues with the inspection process.

References:Cisco Secure Firewall Threat Defense Configuration Guide, Chapter on Inline IPS Mode Configuration.
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Traditionally, a firewall is a routed hop and acts as a default gateway for hosts that connect to one of its screened subnets. A transparent firewall, on the
other hand, is a Layer 2 firewall that acts like a "bump in the wire," or a "stealth firewall," and is not seen as a router hop to connected devices. However,
like any other firewall, access control between interfaces is controlled, and all of the usual firewall checks are in place.

Layer 2 connectivity is achieved by using a "bridge group" where you group together the inside and outside interfaces for a network, and the ASA uses
bridging techniques to pass traffic between the interfaces. Each bridge group includes a Bridge Virtual Interface (BVI) to which you assign an IP address on
the network. You can have multiple bridge groups for multiple networks. In transparent mode, these bridge groups cannot communicate with each
other.https://www.cisco.com/c/en/us/td/docs/security/asa/asa97/configuration/general

/asa-97-general-config/intro-fw.html
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If a task to generate troubleshooting files in Cisco Secure Firewall Management Center (FMC) is completed successfully but removed before the files are
downloaded, the following steps can be taken to determine the filename and obtain the generated troubleshooting files without regenerating them:

Go to expert mode on Secure FMC:

Access expert mode on the FMC via SSH or the console.

List the contents of the directory/var/commonto locate the generated troubleshooting files. Use the commandls /var/common.

Use the System Monitoring Audit logs:

In FMC, navigate toSystem > Monitoring > Audit.

Find the line containing the " Generate Troubleshooting Files " string to determine the correct filename.

These actions help identify and retrieve the generated troubleshooting files without the need to regenerate them, saving time and resources.
References:Cisco Secure Firewall Management Center Administrator Guide, Chapter on Troubleshooting and File Management.
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A. show running-config

B. show tech-support chassis

C. system support diagnostic-cli

D. sudo sf_troubleshoot.pl
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Reference: https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
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A. in cluster interface mode

B. in a cluster span EtherChannel

C. in active/passive mode

D. in active/active mode

Ff:C(OAAV FEREKT D)

Eﬁ:ﬁ: 105


https://www.jpnshiken.com/q/69075-6482133/
https://www.jpnshiken.com/q/69075-6482134/
https://www.jpnshiken.com/q/69075-6482135/
https://www.jpnshiken.com/q/69075-6482136/
https://www.jpnshiken.com/q/69075-6482137/

IVOZTIE, FRAA U TCiscoFMCH w Y ah— FERET IBELNHYET , F YV aR—FNBE A VIZRRTENDEIITTBICEK, EDT Y
DAVERTTAILENHYETM?

A FDR TEEMLET,

B.AlOD1Pxzy FEEBMLET,

C.AvyaiR—FDaAE—ZERLET,

D. R S—DMARTEERAELET,

Eff: (EMZERTLEY)

B fE: 106

AMPAR 7 7 A ILETIL 2T T7 & LTH#F LT-Z &%Cisco Threat ResponseN @I L=BA EDTHI L avERETITEILENDYETHN?
A TUOZALNYR—FDEHIZRFT YT ay bEDRIITEELET,

B. Cisco Threat Response Y/ T 7 #BEMICTOV I T H5DEHFELET,

C. IERRENBOEBAN T U VICERET B,

D.EEMHDI7A4)1LETOYHIYRAMIEMLET,

IEfR: (EfEZERTLET)

AH3#172300-710JHEREE (XIPNTest.comifit S v 300-710J5ER(CEHE T 5 2 & ICRICII B F T ! JPNTest.comlE S &x#7300-710J5 5B 1= L
F 9, JPNTest.com 300-710JHERRIRBE XL SEFSnFE LT, S22 T300-7T10BBED TR IV VEFICANE T , RFBRD TVt
A _ https://www.jpntest.com/shiken/300-710J-mondaishu 846f,. 3 0%7r « A A > k #5814 ZI5|0— F: JPNshiken

B’ 107

v b —5H TP =7I(% Cisco Secure Firewall Management Centerda >y — LDV BEHA RN FZ2ERITIZLEAHY I, TP =FIE, Cisco
Secure Firewall Malware Defense % Secure Firewall Management CenterlZ#i& LET . TV 7 ERIZED L S HIBEE T O RERH Y FTITH?

A. Cisco Secure Endpointiza 4 4 > L _[F\]]%# %2 ') v & L TSecure Firewall Malware Defense & Secure FMC D ##5: % &2 L . Secure Firewall Malware
Defense? 5 FiEft#Secure FMCIZEEBMLET,

B. Secure FMC T Secure Firewall Malware Defense ¥ 5 F#Efi %180 L . Secure Endpoint IR 4 4 > L T _[EF7"I] %% ') v % L T Secure Firewall
Malware Defense & Secure FMC D#EfE &R LET,

C. Secure Endpoint 2O %' 4 > L _[EF8]] %% ') v & L T Secure Firewall Malware Defense & Secure FMC Mt # &2 L . Secure FMC [Z Secure
Firewall Malware Defense 7 5™ K&t %840 L . Secure Endpoint A< Secure Firewall Malware Defense 7 57 F&:&IRLET,

D. Secure FMC T Secure Firewall Malware Defense 2 57 F#E# Z B0 L . Secure Endpoint FH® Secure Firewall Malware Defense 9 5 7 K %:&iR

L . Secure Endpoint [CE 4 4 > LT [EF8l] % ') v % L T Secure Firewall Malware Defense & Secure FMC D2 &E L E T,

Eff:D(QAA U FEEEKT D)

B : 108

Cisco Firepower R T LATT7 IR A FO—ILRY O—DBEBET D DIEED2DDAHETTM? 2DFIRLTLFEELY,)
A BZEOEENBASNDE, FI T4 v IBREN—FNICHET SN SAEEMENHY £7,

B. VAT LIIBAREE®ETLIR, 771 ILVBEEZETLET,

C.EtXxayTA4AVTIVCIVART—RIZEDNT S T4wH %270V HITEET,


https://www.jpnshiken.com/q/69075-6482138/
https://www.jpnshiken.com/q/69075-6482139/
https://www.jpntest.com/shiken/300-710J-mondaishu
https://www.jpnshiken.com/q/69075-6482140/

D. 77 4RI —I& BETHEHEY FE2ERALTRABLEEITLET,

E.2XRTLIE BBTEE I 74V I DFHREREZETLTC BHETEINIA—FLE-HIEHEZRELFT,
IEfE: (EfEZRRLET)

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config- guide-
v60/Access_Control_Using_Intrusion_and_File Policies.html
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The default action setting in a Cisco FTD Access Control Policy determines how the system handles and logs traffic that is not handled by any other access
control configuration. The default action can block or trust all traffic without further inspection, or inspect traffic for intrusions and discovery data3.

The Trust All Traffic option allows all traffic from an undefined application to pass without Snort inspection.

This option also disables Security Intelligence filtering, file and malware inspection, and URL filtering for all traffic handled by the default action. This option
is useful when you want to minimize the performance impact of access control on your network3.

The other options are incorrect because:

The Inherit from Base Policy option inherits the default action setting from the base policy. The base policy is the predefined access control policy that you
use as a starting point for creating your own policies. Depending on which base policy you choose, the inherited default action setting can be different3.
The Network Discovery Only option inspects all traffic for discovery data only. This option enables Security Intelligence filtering for all traffic handled by the
default action, but disables file and malware inspection, URL filtering, and intrusion inspection. This option is useful when you want to collect information
about your network before you configure access control rules3.

The Intrusion Prevention option inspects all traffic for intrusions and discovery data. This option enables Security Intelligence filtering, file and malware
inspection, URL filtering, and intrusion inspection for all traffic handled by the default action. This option provides the most comprehensive protection for
your network, but also has the most performance impact3.
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B. OSPF

C. static routing
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660
/fptd- fdm-routing.html
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/clustering/ftd-cluster- solution.
html#concept_g32_yml_y2b
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To

configure URL filtering such that users receive a warning when they access a specific website (e.g.,

http://www.badadultsite.com) and have the option to continue to the site, the engineer needs to perform the following actions:

Configure an access control rule:

Create

a URL object forhttp://www.badadultsite.com.

Set the action for this URL object to " Interactive Block, " which prompts the user with a warning and allows them to proceed if they choose to.
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Set the Interactive Block Response Page:

Navigate to the HTTP Responses tab in the access control policy editor.

Set the Interactive Block Response Page to " System-provided " to ensure that users see the default warning page provided by Cisco Secure Firewall
Management Center.

These actions ensure that only the specified website triggers an interactive block, while other websites are not blocked.

References:Cisco Secure Firewall Management Center Administrator Guide, Chapter on Access Control and URL Filtering.
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Cisco Defense Orchestrator (CDO) is the tool that assists engineers in performing an audit of network projects to determine which objects are duplicated
across various firewall models, including Cisco Secure Firewall Threat Defense, Cisco Secure Firewall ASA, and Meraki MX Series. CDO provides a
unified management interface for managing multiple security devices and can identify duplicate objects across these devices.

Steps:

Access Cisco Defense Orchestrator.

Connect and synchronize all relevant firewall devices (FTD, ASA, Meraki MX).

Use the audit and reporting features in CDO to identify and manage duplicate objects.

This helps ensure consistency and efficient management across the organization ' s firewall deployments.

References:Cisco Defense Orchestrator Documentation, Chapter on Device Management and Object Auditing.
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Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2F TD-with-FP-Migration-
Tool/b_Migration_Guide_ ASA2FTD_chapter_01011.html
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A. NetFlow v9
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IEfE: (EfEZRRLET)

When capturing traffic on a Cisco FTD device to troubleshoot a connectivity problem, a file type that can be exported for reviewing using a tool built for this
type of analysis is PCAP. PCAP stands for Packet Capture and it is a file format used to store network packet data captured from anetwork interface8.
PCARP files contain the raw data of network packets, including the headers and payloads of each packet8.

PCARP files are widely used in network analysis and troubleshooting tasks. They enable network administrators, analysts, and researchers to inspect and
analyze network traffic for various purposes, such as diagnosing network issues, detecting malicious activity, measuring network performance, and
understanding network protocols8. PCAP files can be read by applications that understand that format, such as Wireshark, tcpdump, CA NetMaster, or
Microsoft Network Monitor8.

The other options are incorrect because:
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NetFlow v9 is not a file type, but a protocol for collecting and exporting information about network flows. A network flow is a sequence of packets that share
common attributes such as source and destination IP addresses, ports, and protocols9. NetFlow v9 records contain summary information about network
flows, such as start and end times, byte counts, packet counts, and so on9. NetFlow v9 records do not contain the raw data of network packets.

NetFlow v5 is not a file type, but an earlier version of the NetFlow protocol for collecting and exporting information about network flows. NetFlow v5 records
contain similar information as NetFlow v9 records, but with fewer fields and less flexibility10. NetFlow v5 records do not contain the raw data of network
packets.

IPFIX is not a file type, but a protocol for collecting and exporting information about network flows. IPFIX stands for IP Flow Information Export and it is
based on NetFlow v9, but with some extensions and improvements11. IPFIX records contain similar information as NetFlow v9 records, but with more
fields and more flexibility11. IPFIX records do not contain the raw data of network packets.
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Reason: the command " capture-traffic " is used for SNORT Engine Captures. To capture a LINA Engine Capture, you use the " capture " command. Since
the Lina Engine represents the actual physical interface of the device, " capture " is the only reasonable choice
Reference:https://www.cisco.com/c/en/us/support/docs

Isecurity/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html#anc10 The command is firepower# capture DMZ interface dmz trace detail
match ip host 192.168.76.14 host 192.168.76.100 firepower# capture INSIDE interface inside trace detail match ip host 192.168.76.14 host 192.168.75.14
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If inside clients have intermittent connectivity issues and the Cisco Secure FTD is responding to all ARP requests on the inside network, it indicates that
there may be an incorrect proxy ARP configuration in the NAT policy. Proxy ARP can cause the FTD to respond to ARP requests on behalf of other
devices, leading to connectivity issues.

Steps to resolve:

Review the NAT policy on the FTD to identify any incorrect proxy ARP configurations.

Disable the proxy ARP setting for the relevant NAT rules that are causing the issue.

This ensures that the FTD only responds to ARP requests as needed, preventing it from interfering with normal ARP traffic on the inside network.
References:Cisco Secure Firewall Management Center Configuration Guide, Chapter on NAT and ARP Configuration.
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Reference: https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212699- configure-ftd-high-availability-on-firep.html
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Cisco Threat Response (CTR) is a security solution that helps simplify incident investigation and threat hunting. One of its components that significantly
simplifies the investigation process is the browser plug-in.
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The browser plug-in integrates with CTR to provide contextual information directly within the browser, allowing security analysts to quickly view threat
details, pivot to related information, and take appropriate actions without switching between multiple tools.

Features of the browser plug-in:

* Provides real-time threat intelligence and context from various Cisco security products.

* Allows security analysts to investigate incidents directly from web-based consoles.

* Enhances efficiency by streamlining the workflow and reducing the time needed to gather and correlate information.

References:Cisco Threat Response Documentation, Browser Plug-in Section.

BR: 133
EIEEIL 454 > IPS BRIT Cisco Secure Firewall Threat Defence T/8 ANDA V83— Tt A A EBRELET  BEEBIIROT I3 VvEEFTLE
ER

*TINAREAVE—Tz—REHALFET

*AUR—TDI—RE—FEAVTAVICEET D

A UB—L—REEMTS

EREZTTIHEOICEBENRICET T ILENHLIERAFIRITIENTTA?

AAMUA—T A RTRINZ VY1) — PortFast ZB#IZLET,

B. 1254ty bE#ERT D

C.AVA—DI—REFEBE—FICERELET,

D.AYVA—T A REIL—T429 E—FIZERELET,

IEf#: (EfEERTLET)

After setting the interface mode to inline and enabling the interfaces on a Cisco Secure Firewall Threat Defense (FTD) device in an inline IPS deployment,
the next step is to configure an inline set. An inline set groups two interfaces that work together to inspect traffic passing between them.

Steps to configure an inline set:

In FMC, navigate toDevices > Device Management.

Select the FTD device and configure the interfaces.

Create a new inline set, adding the relevant interfaces that have been set to inline mode.

Deploy the configuration to the FTD device.

Configuring an inline set ensures that the traffic between the specified interfaces is inspected and processed according to the IPS policies, completing the
implementation of the inline IPS deployment.

References:Cisco Secure Firewall Management Center Configuration Guide, Chapter on Inline Sets.
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config- guide-v66/command_line_reference.pdf
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To create a malware and file policy on a Cisco Secure Firewall Threat Defense (FTD) device that ensures PDF, DOCX, and XLSX files are not sent to
Cisco Secure Malware Analytics, the security engineer must configure local malware analysis. Local malware analysis allows the FTD to inspect and
analyze files locally without sending them to the cloud-based Cisco Secure Malware Analytics.

Steps to configure local malware analysis:

In FMC, navigate toPolicies > Access Control > Malware & FilePolicies.

Create a new malware and file policy or edit an existing one.

Define rules to inspect specific file types, ensuring that PDF, DOCX, and XLSX files are handled locally.

Set the action for these file types to " Local Analysis. "

Apply the policy to the relevant access control policy.

This configuration ensures that the specified file types are analyzed locally, meeting the requirement to avoid sending them to Cisco Secure Malware
Analytics.

References:Cisco Secure Firewall Management Center Configuration Guide, Chapter on Malware and File Policies
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Reference:
https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-v60
/Network_Discovery_Policies.html
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Reference: https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212330-firepower- management-center-display-acc.html
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config- guide-v60/Application_Layer_Preprocessors.html
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa- firepower-module-user-guide-v541/Intrusion-
Global-Threshold.pdf
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Secure Firewall Management Center must trust the certificate presented by the Cisco ISE pxGrid server.

Therefore, the certificate authority certificate that signed the pxGrid node's server certificate must be exported from ISE and imported into Management
Center as a trusted CA object. If primary and secondary pxGrid nodes are deployed, Cisco requires their certificates to be signed by the same trusted
certificate authority.

Depending on the integration design, the engineer might also need the monitoring-node CA certificate and a pxGrid client certificate with its private key for
Management Center. However, the question specifically asks which certificate establishes trust with the pxGrid server node. SAML and domain-controller
certificates are unrelated, and a certificate cannot simultaneously be self-signed and signed by a third-party CA. Cisco ISE and Secure Firewall certificate
integration
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The Untrusted reputation level represents URLs associated with malicious, undesirable, or demonstrably unsafe behavior and is therefore the appropriate
selection for the access control rule. Questionable applies to URLs that exhibit suspicious characteristics but lack sufficient evidence to be classified as
definitively malicious. Neutral identifies sites without a strong positive or negative reputation, while Favorable indicates generally acceptable sites with a
positive reputation history. Secure Firewall Management Center combines URL categories with reputation values to provide more precise web-control
decisions. Selecting Untrusted enables the rule to match the highest-risk URLs covered by the requirement without unnecessarily treating merely unknown
or neutral sites as confirmed threats. Cisco documents URL reputation as the risk component used with URL categories in category-and-reputation-based
filtering. Cisco Secure Firewall URL filtering
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The content keyword is used to specify a string or pattern to search for in the payload or stream of a packet.

The string must be enclosed in quotation marks and can use modifiers such as nocase, depth, offset, and so on.

The string can also use hexadecimal notation by using a pipe symbol (]) before and after the hexadecimal characters. For example, content: " |45 5* 26 27
4 0A| " will match any payload or stream that contains the hexadecimal bytes 45 5 26 27 4 OA followed by any number of bytes2
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config-guide-v62/reusable objects.html
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config- guide-
v60/Reusable_Objects.html#concept 8BFES8BOA83D742D9B647A74F7AD50053
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Reference: https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote- SourceFire-00.html
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Integrated Routing and Bridging allows a Secure Firewall device operating in routed mode to contain bridge groups while also supporting routed interfaces.
Multiple physical or logical interfaces can become members of one bridge group, placing them in the same Layer 2 broadcast domain, VLAN, and IP
subnet. A Bridge Virtual Interface represents that bridge group at Layer 3 and functions as its gateway, permitting communication between the bridged
network and routed interfaces or other bridge groups, subject to security policy. This can remove the need for an additional external Layer 2 switch when
suitable firewall interfaces are available. IRB does not itself provide high availability, security-context separation, or Cisco Talos threat- intelligence
updates. Those capabilities are implemented through separate features. Therefore, allowing multiple interfaces to participate in the same VLAN is the
stated IRB benefit. Cisco IRB documentation
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To deploy a Cisco FTD device that meets the requirements of the question, the engineer must use transparent mode with a management interface.
Transparent mode is a firewall configuration in which the FTD device acts as a "bump in the wire" or a "stealth firewall" and is not seen as a router hop to
connected devices. In transparent mode, the FTD device can examine traffic without requiring network changes that will disrupt end users, such as
changing IP addresses or routingconfigurations1. A management interface is a dedicated interface that is used for managing the FTD device and
separating management traffic from data traffic. A management interface can be configured to allow SSH access for remote administration, which is more
secure than Telnet2.

The other options are incorrect because:

* Routed mode is a firewall configuration in which the FTD device acts as a router and performs address translation and routing for connected networks.
Routed mode requires network changes that may disrupt end users, such as changing IP addresses or routing configurations1. A diagnostic interface is a
special interface that is used for troubleshooting and capturing traffic on the FTD device. A diagnostic interface does not separate management traffic from
data traffic or allow SSH access for remote administration.

* Transparent mode with a data interface does not meet the requirement of separating management traffic from data traffic. A data interface is a regular
interface that is used for passing and inspecting traffic on the FTD device. A data interface does not allow SSH access for remote administration2.

* Routed mode with a bridge virtual interface (BVI) does not meet the requirement of examining traffic without requiring network changes that will disrupt
end users. A BVl is a logical interface that acts as a container for one or more physical or logical interfaces that belong to the same layer 2 broadcast
domain. A BVI allows the FTD device to route between different bridge groups on the same security module/engine. However, routed mode still requires
network changes that may disrupt end users, such as changing IP addresses or routing configurations.
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config- guide-v62/quality_of service_qos.pdf
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The casebook and pivot menu are widgets available in Cisco Threat Response. Casebook - It is used to record, organize, and share sets of observables of
interest primarily during an investigation and threat analysis. You can use a casebook to get the current verdicts or dispositions on the observables.
https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/esa_user_guide 13-5-1

/b_ESA_Admin_Guide_ces_13-5-1/b_ ESA_Admin_Guide_13-0_chapter_0110001.pdf
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When you configure the Cisco Firepower devices to bypass the access control policies for VPN traffic, the devices will not inspect the VPN traffic and thus
will not waste resources on it. This is the best option to ensure that the VPN traffic is not wasting resources on the Cisco Firepower devices.
Reference:https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/219759-configure-bypass- policies-on-the-cisco-firepow.html
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To change the mode of a Cisco Secure Firewall Threat Defense (FTD) device in the Cisco Secure Firewall Management Center (FMC) inventory, the
engineer must follow these steps:

Register the Secure FTD with Secure FMC.

Change the firewall mode.

Deregister the Secure FTD device from Secure FMC.

To perform these actions, accessing the Secure FTD CLI from the console port is necessary. This allows the engineer to execute the required commands
to change the firewall mode and manage the registration status of the FTD device.

Steps:

Connect to the Secure FTD device via the console port.

Access the CLI and execute the command to change the firewall mode (configure firewall-mode).

Deregister the device from FMC if needed.

Register or re-register the device with FMC as required.

References:Cisco Secure Firewall Threat Defense Configuration Guide, Chapter on Device Management and CLI Access.
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Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/fpmc-config-guide-
v60_chapter_01100011.htmI#ID-2101-0000000e

HER: 180

L FLWCiScOFID 7 IS4 7R ERY FIT—VICRELTVWET IO =FIE BALIPYIRY FRAD 2 DOy bT—9 25 A2 FED
TOCREEBRT HEHBEE>TVWET , CDFRIVEERT 5=OIBELFIEEIENTTM?

A DYy DREAVA—T A RIZIP7RLRZEIYETET,

B. Uy Y JL—TDRFERELET,

C.EJAVIIELIZEAMNDT S JIL—TEEMLET,

D. L— 7% <C=IZBPDU /5y FEHARILET,

Ffg: (EfgxRRLET)

B 181

IVDZTH Ry RI—VZRET H-DIZCiscoIPS B LTHY EBRATHRIICKRYS—ZTAMLEZVWEEZATWEYT, b3 T74v 2 78—
—EDFETHIH . ZENNTY FOIE—ZERTIVENHYET, CNOoDEHRZRF T -OITEET LIVHELNHD IPS E— FIEENTTH?

A /Xy d

B. k5 AR7LYV B

C.L—TvyFk

D.AYSA4Y 3y

EfE:D(QAAV FEHEKT D)

A%h897%:300-710J I REEE (FJPNTest.comizfit 41, 300-710JERER ICEHE T S 2 L ITRITIL B ET ! JIPNTest.comlE S m=E300-710J5AEREIREE 1R L
F 9, JPNTest.com 300-710JHERRIREE XL SEFSNFE LT, 22 T300-7T10BBED TR IV VEFICANE T, BRFBRDT7 It
A _ https://www.jpntest.com/shiken/300-710J-mondaishu 846f, 3 0%7r « A A > k #5814 ZI512— F: JPNshiken

Bf: 182

FIDLINAZ D UG ED2DD Iy bFx v TFvEHR—FLTOLWETM? 2DERLTLESLY,)

A LAY—T7xy kTJ—2ID

B. V—XIP

C.77U4s—>axvID

D. BT 7 A 704 —ILDA R—+

E.7O ko

IEfR: (EfEZERTLET)

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config- guide-
v60/Reference_a_wrapper_Chapter_topic_here.html
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To ensure that router R2 removes the directly connected route for 192.168.1.0/24 from its routing table when the cable between router R1 and the Secure
FTD device is disconnected, the network engineer must implement the " Propagate Link State " option on the Secure FTD device. This option allows the
FTD to propagate the link state changes to adjacent devices, ensuring that the disconnection is recognized and the routing table is updated accordingly.
Steps:

Access the FTD device configuration via FMC.

Navigate to the interface settings for the relevant interfaces.

Enable the " Propagate Link State " option for the interfaces connected to R1 and R2.
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Deploy the changes to the FTD device.
This configuration ensures that the link state changes are communicated to router R2, prompting it to remove the disconnected route from its routing table.
References:Cisco Secure Firewall Threat Defense Configuration Guide, Chapter on Interface Settings and Link State Propagation.
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To configure IPS mode on a Cisco Secure Firewall Threat Defense (FTD) device to inspect traffic and act as an IDS, the network engineer must configure
an intrusion policy on the FTD device. The passive-interface and SPAN on the switch have already been configured, which means the traffic is being
mirrored to the FTD.

The next step is to set up an intrusion policy that defines the rules and actions for detecting and responding to malicious traffic.

Steps:

In FMC, navigate toPolicies > Intrusion.

Create a new intrusion policy or edit an existing one.

Define the rules and actions for detecting threats.

Apply the intrusion policy to the relevant interfaces or access control policies.

This configuration enables the FTD to inspect the mirrored traffic and take appropriate actions based on the defined intrusion policy.
References:Cisco Secure Firewall Management Center Administrator Guide, Chapter on Intrusion Policies.
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Transparent mode is a firewall configuration in which the firewall acts as a "bump in the wire" or a "stealth firewall" and is not seen as a router hop to
connected devices. In transparent mode, the firewall can forward traffic at both layer 2 and layer 3 for the same subnet, as it does not perform any address
translation or routing. The firewall inspects the traffic and applies security policies based on the source and destination IP addresses, ports, and protocols.
Transparent mode is useful when you want to deploy a firewall without changing the existing network topology or addressing scheme1.
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Change Reconciliation records snapshots whenever users save system-configuration changes and combines those snapshots into a detailed report
covering the previous 24 hours. Under System > Configuration > Change Reconciliation, the administrator enables the feature, selects the daily execution
time, and specifies management's recipient email addresses. The administrator can also include policy-configuration changes and enable the full change
history instead of receiving only a consolidated view. An email relay host must be configured so that Management Center can deliver the report. Sending
audit logs to an HTTP or syslog server streams audit events to an external collector; it does not generate the required daily email summary. STIG
Compliance applies security-hardening settings and is unrelated to scheduled change reporting. Cisco Change Reconciliation documentation

B i: 199
BTREMESRELTILSL,

show ip route

¥imum Faralle

TP =7FI&, Cisco Catalyst R v F TFIIL— b ZEETE L T, 192.168.10.0/24 IZEZET HELAHY FET,

9 R bRy F1£192.168.20.1TY , IL— MIEEERM2EZFEHAIT ILELNHYFET , QAT RABERERHLLEITHM?

A. ip route 192.168.10.0 255.255.255.0 192.168.20.1 1

B. ip route 192.168.20.0 255.255.255.0 192.168.10.1 1

C. ip route 192.168.10.0 255.255.255.0 192.168.20.1 2

D. ip route 192.168.20.0 255.255.255.0 192.168.10.1 2

FfE:C(aAAV LEEKRT D)

A static-route command follows the structure ip route destination-network subnet-mask next-hop administrative-distance. The required destination is
192.168.10.0/24, which corresponds to subnet mask

255.255.255.0. The next-hop address must be 192.168.20.1, and the routing-table exhibit confirms that the

192.168.20.0/24 network is directly connected through VLAN 10. The final value must be 2 because the question explicitly requires an administrative
distance of 2. Option A uses the correct destination and next hop but sets the distance to 1. Options B and D incorrectly reverse the destination and next-
hop networks.

Consequently, only option C contains all four required elements and installs the route through the connected

192.168.20.0/24 network with the specified preference.
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In Cisco Secure Firewall Management Center (FMC), when two users attempt to modify a VPN policy simultaneously, the system implements a locking
mechanism to prevent conflicts. The first user who selects edit on the policy locks the configuration, preventing other users from making changes until the
lock is released.

Steps:

When the first user selects edit on the VPN policy, FMC locks the policy for editing.

The lock ensures that only the first user can make changes.

Once the first user saves or cancels their changes, the lock is released.

Other users can then edit the policy.

This locking mechanism ensures that configuration conflicts are avoided and only one set of changes is applied at a time.

References:Cisco Secure Firewall Management Center Configuration Guide, Chapter on Policy Management and User Permissions.
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https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config-guide-v62
[firepower_management_center_high_availability.html
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https://www.cisco.com/c/en/us/td/docs/security/firepower/623/fdm/fptd-fdm-config-guide-623/fptd-fdm-intrusion.html
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