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A. Configuration > Security > AAA > AAA Advanced > AP Policy

B. Configuration > Wireless > AP Global Config

C. Configuration > Tags & Profiles > AP Join > default-ap-profile

D. Configuration > Security > AAA > Authentication > AAA Method List
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The Cisco OfficeExtend Access Point (OEAP) feature is enabled on a Cisco Catalyst 9800 Series
Wireless Controller through the Flex Profile. The Flex Profile allows for the configuration of
various settings specific to FlexConnect deployments, including OEAP settings, which enable
remote workers to connect to the corporate network securely.

References :=

* CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430
Official Cert Guide

* Cisco documentation on Catalyst 9800 Series Wireless Controllers
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When designing a high availability wireless network, the focus should be on cell overlap.
Adequate cell overlap ensures that if one access point fails, another can provide coverage without
service interruption, thus maintaining network resilience and availability. References: CCNP
Enterprise Wireless Design ENWLSD

300-425 and Implementation ENWLSI 300-430 Official Cert Guide
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When setting up a new Network Access Device (NAD) on Cisco ISE, it is essential to configure
the device's IP address and the RADIUS shared secret. The device IP address is used to identify
the NAD within the network, and the RADIUS shared secret is a password used between the ISE
and the NAD to ensure secure communication.
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A. COS of 6 to DSCP 46

B. COS of 3 to DSCP 26

C. COS of 7 to DSCP 48

D. COS of 5 to DSCP 46
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In Quality of Service (QoS) for networking, Class of Service (COS) and Differentiated Services
Code Point (DSCP) are used for traffic classification and prioritization. Voice traffic is generally
given high priority due to its sensitivity to delay and requires proper tagging to maintain quality
over the network.

The correct mapping for voice traffic, according to best practices, is a COS value of 5 mapped to
a DSCP value of 46. This is because DSCP 46 corresponds to Expedited Forwarding (EF), which
is typically used for voice traffic prioritization in I[P networks.

The exhibit shows the output from a command on a network device that displays the current
mappings between COS values and DSCP values. The mapping that needs modification for
correct voice traffic tagging can be identified by looking at the standard practice for voice QoS,
which uses a COS value of 5 mapped to a DSCP value of 46.

References := ( CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide )
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The issue with the Cisco CMX dashboard not showing any data can be resolved by integrating
the Wireless LAN Controllers (WLCs) with the CMX system. The CMX solution relies on data from
the WLCs to track and detect users' presence in the office area. Without the WLCs being added
to CMX, the system cannot collect the necessary analytics and location data for its operations.
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To rename access points and add them to the correct AP groups on a wireless controller, the
minimum custom attributes required using Cisco ISE TACACS is role1=WIRELESS. This role
provides the necessary permissions for read/write access to wireless-related configurations.
References := (CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide)
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For a large company requiring support for 32 VLANSs for different departments, the most efficient
solution is to configure one single SSID and use Cisco ISE for dynamic VLAN assignment based
on user roles. Cisco ISE can classify users into different groups and assign them to the
appropriate VLANSs. This approach reduces the complexity of managing multiple SSIDs and
simplifies the user experience while maintaining a high level of security and network
segmentation. References: CCNP Enterprise Wireless Design ENWLSD 300-425 and
Implementation ENWLSI 300-430 Official Cert Guide
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On a WLAN that uses IEEE 802.1X for wireless network authentication, enabling local EAP
allows clients to authenticate using locally stored credentials on the Cisco Wireless LAN
Controller (WLC), which is useful in scenarios where the external RADIUS server is unavailable.
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The LDAP server option is used to authenticate clients against a central repository, such as an
LDAP directory. References: CCNP Enterprise Wireless Design ENWLSD 300-425 and
Implementation ENWLSI 300-430 Official Cert Guide
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To control administrative access to the WLC using Active Directory without concern for RBAC
post- authentication, the engineer would configure a RADIUS server (option D) and a TACACS
server (option E).

These servers can integrate with Active Directory to authenticate users, and once authenticated,
the admin user's access level can be determined without the need for additional role-based
access control configurations within the WLC. References: CCNP Enterprise Wireless Design
ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert Guide, focusing on the
integration of WLC with RADIUS and TACACS servers for administrative access control.
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The Simple Certificate Enroliment Protocol (SCEP) is used to securely issue certificates to
network devices in a scalable manner. When provisioning certificates on a Cisco Catalyst 9800
Series Wireless Controller using a third-party CA server, SCEP is the protocol that facilitates this
process. It allows the controller to request and install certificates automatically, which is essential
for establishing secure communications within the network. References := (CCNP Enterprise
Wireless Design ENWLSD 300-425 and Implementation ENWLSI

300-430 Official Cert Guide)
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Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-
guide/trustpoints/b- configuring-trustpoints-on-cisco-catalyst-9800- series-controllers/c-workflow-
to-configure-a-trustpoint-for-a- third-party-certificate-on-catalyst-9800.html
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Enabling unicast AP multicast mode can correct the issue of increased controller CPU overhead
and overall network utilization after multicast is enabled. This mode allows the controller to send
multicast traffic to the APs as unicast, which is more efficient for the wireless medium and
reduces the load on the controller's CPU.

References := ( CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide )
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FlexConnect is a wireless solution for branch office and remote office deployments. It allows APs
to switch client data traffic locally and perform client authentication locally when they are
disconnected from the WLC.

For WLAN A to work in FlexConnect mode and WLAN B to work in local mode, the APs need to
be part of a FlexConnect group with proper WLAN-VLAN mappings. This ensures that the correct
VLAN is used for each WLAN, which is essential when the APs are operating in FlexConnect
mode. References: CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide.
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To ensure that the guest network uses only lower rates instead of 802.11n data rates, the WMM
(Wi-Fi Multimedia) policy of the WLAN should be set to disabled . This will prevent the use of
802.11n data rates, which require WMM to be enabled. References: CCNP Enterprise Wireless
Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert Guide

B 19

INGETEDI—4 T4 VU EMIE, $iXE $hp-GA4B6C828354AB) DERAE 7 OE— 3 v ETH
ZHRELELE ETHR ERIILFI X MEBRAT BALOHIAFETHLRETHILENH Y
FY, COBBEZRIEEICT HDEIATTMN?

A. WMF

B. DCA

C.TPC

D. WMM

TR (EfRzERLET)


https://www.jpnshiken.com/q/65249-6004181/
https://www.jpnshiken.com/q/65249-6004182/
https://www.jpnshiken.com/q/65249-6004183/

B S: 20
BIMESBL TS,

Seqg Action Source [P/ Mask
Ferrit
Serrrd VELSEN Y AR

=55.2585.255.255

Permut

Destination [P/ HMask

B P il o

MONITOR WiANs CONTROLLER WIRFLESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Access BonfrolilLists > Edit

Genaral

I-'-'G':'.!!"-i Lot N AT Nroy reaaeg Rediract

Source Port
e
Ary
Arvy
APy
DHCP Chant
DHCP Sarver
-1 5
ARy
A
ATy

Ay

Dest Fort

BYODY SAT7 VDT EREHIBRYT 5=HDACLMNEE SN TWET ACLIZT/NNA R&EY
ARR=FNIZVEALY T EIRBENHBYET,

ACL [£ DHCP H—n—pAN0O—hIL 2y hT—0 LD ED 2 DDTINAA~NDT I 2R %
AT AENHYEFITMN? (2 DFBIRLTLEELY,)

A. RADIUS server

B. DNS server

C. Cisco ISE

D. SNMP server

E. WLC

EfE:AC (AU REHEHEKT D)

An ACL configured for BYOD clients to redirect to a guest portal must allow access to the
RADIUS server and Cisco ISE. The RADIUS server is crucial for authentication services, a core
component of network access control for BYOD. Cisco ISE integrates with the network
infrastructure to provide comprehensive security, including guest access management, thus its
accessibility is essential for the redirection process to function correctly. References := ( CCNP
Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert
Guide )
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B. Packet Capture
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To establish connectivity between a Wireless LAN Controller (WLC) and Cisco's Connected
Mobile Experiences (CMX) through Network Mobility Services Protocol (NMSP), it is essential to
enable NMSP on the WLC, which facilitates communication with location-based services like
CMX. Additionally, for secure communication, it is necessary to add the MAC address of the
Cisco CMX server to the WLC along with its SSC (Self-Signed Certificate) key, ensuring that both
devices can authenticate each other and establish a trusted connection. References: CCNP
Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert
Guide
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The MANAGEMENT role should be configured for administrative access to the wireless
infrastructure using Cisco ISE. This role allows the configuration of WLC syslog settings, among
other management tasks, ensuring proper logging and monitoring of the wireless network.
References := ( CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide )
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To meet the requirement of allowing employees to easily onboard their personal devices and
visitors to connect without reception desk intervention, configuring a self-registration guest portal
on Cisco ISE is the appropriate solution. This feature enables guests to create their own accounts
and gain network access, streamlining the process for both employees' personal devices and
visitors. References: CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide
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[cmxadmin@cmx ] # cmxctl config controllers flocrs wlc-
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[cmxadmin@cmx]# cmxctl config controllers add

[cmxadmin@cmx ] # cmxctl config controllers import

[cmxadmin@cmx]# cmxctl config controllers activeap
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The exhibit provided appears to be a floor map overlay with Cisco CleanAir Zone of Impact for
interferers, which shows different areas affected by interference on a wireless network. The area
labeled 'A' indicates the greatest impact on the wireless network due to its larger size compared
with other zones, suggesting more significant interference or a stronger source of interference
within this zone. References := ( CCNP Enterprise Wireless Design ENWLSD 300-425 and
Implementation ENWLSI 300-430 Official Cert Guide ) Reference:
https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/112139-
cleanair-uwn-guide-00.html
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When a Cisco Wireless LAN Controller (WLC) is added to Cisco ISE as a network device for
authentication purposes, it is crucial to verify the shared secret configured within the network
device settings. The shared secret is used to secure communication between the WLC and ISE,
ensuring that the authentication messages are encrypted and authenticated. If the shared secret
does not match on both the WLC and ISE, the authentication will fail. References: CCNP
Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert
Guide
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To ensure reliable streaming of multicast video over a wireless link, it's essential to optimize the
multicast settings on the controller. Option B, implementing video-stream for the multicast video
on the controller, is a feature that optimizes the delivery of multicast streams by converting them
into unicast streams for specific clients, thus improving reliability. Option C, allowing multicast-
direct to work correctly, involves enabling multicast-direct globally, which allows multicast packets
to be sent directly to clients without the need for them to subscribe to a specific multicast group,
enhancing efficiency and reliability. References: CCNP Enterprise Wireless Design ENWLSD
300-425 and Implementation ENWLSI 300-430 Official Cert Guide
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Cisco Context Aware Services provide real-time tracking of mobile assets and users by gathering
contextual information from networked devices. This service is not limited to wireless devices; it
can track both wired and wireless devices within the network. The technology utilizes elements
like Received Signal Strength Indicator (RSSI) and Time Difference of Arrival (TDoA) for location
tracking and telemetry. References:

CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430
Official Cert Guide, and Cisco Context Aware Software FAQ.

Reference: https://www.cisco.com/c/en/us/support/docs/wireless/context-aware-software/110836-
cas-faq.html
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In Cisco Prime Infrastructure, the maximum number of APs that can be used to contain an
identified rogue access point in the WLC is four (4). This containment process involves using
nearby APs to disrupt the rogue AP's signals, thereby preventing it from effectively
communicating with client devices. References: CCNP Enterprise Wireless Design ENWLSD


https://www.jpnshiken.com/q/65249-6004192/
https://www.jpnshiken.com/q/65249-6004193/
https://www.jpnshiken.com/q/65249-6004194/

300-425 and Implementation ENWLSI 300-430 Official Cert Guide, which includes information on
rogue AP detection and containment strategies within the WLC and Cisco Prime Infrastructure.
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For a network with 3000 APs and 7000 IPS licenses, scaling to a high-end server is appropriate.
This will provide the necessary resources and capabilities to support the large number of APs and
the extensive licensing requirements for the Intrusion Prevention System.
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MDNS has specific restrictions regarding its configuration. Option C is correct because mDNS is
not supported on FlexConnect APs with a locally switched WLAN, which limits its deployment in
certain network designs. Option D is also correct; the controller software must be newer than
version 7.0.6 to support mDNS features, which means that older controller software versions do
not have the necessary capabilities to handle mDNS. References: CCNP Enterprise Wireless
Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert Guide
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For a startup company without LDAP, using the internal database of the RADIUS server is a
viable solution to authenticate wireless users. This approach allows the company to maintain a
directory of users within the RADIUS server itself, providing similar security and user experience
as LDAP would. Users can be authenticated against this internal database, ensuring secure
access to the wireless network. References:

CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430
Official Cert Guide

Eﬁ:ﬁ: 34

IVCZTFIE BE—DYV—RANLE—D AL VATEIGRP &£ BGP ##ALT *ry kT7—2
Lt TCEHETAESEBRIZCVANVLADIILFXI VYA M EERILTOWET , EDR2A1 TDIILF
FYRAMUL—TFT AT ERETHILENHY FITH?

A. 70 RaNICERELBEVDILFFY AL TUOR E—F

B. V—REEDTILFXv Rk

C.V/ILFFxv R+ VY—REHTO LOL

D. 7O FaLIZIEKFELBWLWIIILFF Y X b R/IS—X E—F

EfR: (EffZzRTLET)

For a network using EIGRP and BGP within a single domain from a single source, Protocol
Independent Multicast Sparse Mode (PIM-SM) is the most suitable multicast routing to be
implemented. PIM-SM is efficient for networks with a large number of networks and few receivers,
which seems to be the case for an all-company video meeting.

References := ( CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide )
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For a deployment that supports Cisco Connected Mobile Experiences (CMX), licenses for at least
3000 Access Points (APs), and wlPS licenses for 6000 sensors, a High-End vMSE is required.
This version of MSE is designed to handle large-scale deployments with high license and sensor
requirements, ensuring that the system can manage the data and analytics for such a substantial
wireless environment. References := ( CCNP Enterprise Wireless Design ENWLSD 300-425 and
Implementation ENWLSI 300-430 Official Cert Guide )
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Fastlane is a feature developed by Apple and Cisco that provides a higher-quality user
experience for critical business applications. To implement Fastlane, the WLAN must use the
Platinum QoS profile, which is designed to prioritize business-critical traffic and applications.
Since the IT department has updated the iPads to a specific version, it is important to ensure that
the QoS settings align with the requirements of Fastlane to maintain application performance and
security.

References := (CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide)
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The issue described indicates that authentication requests from the wireless network to the
RADIUS server are being dropped. This problem is often due to a mismatch in shared-secret
keys between the wireless controller and the RADIUS server. The shared secret is a password-
like value that must be configured on both sides to ensure secure communication. By configuring
both sides with matching shared-secret keys, it ensures that authentication messages are
properly encrypted and decrypted by each party, allowing for successful user connection.
References: (CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI
300-430 Official Cert Guide)
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The Platinum QoS marking is typically used for the highest-priority traffic, such as voice and
video. Given the requirement for a high average bitrate for the video application, Platinum would
be the appropriate QoS marking to ensure the necessary bandwidth and priority on the WLAN.
References := (CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide)
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To offer indoor directions to patient rooms using the existing wireless infrastructure, the hospital
would need to install Cisco MSE (B) and Cisco CMX Visitor Connect . Cisco Mobility Services
Engine (MSE) provides advanced location services, including tracking for Wi-Fi clients, which is
essential for indoor navigation.

Cisco CMX Visitor Connect, part of the Cisco Connected Mobile Experiences (CMX) solutions,
allows for the customization of visitor experiences, such as indoor navigation. References: CCNP
Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert
Guide.
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For an enterprise wireless network with distributed offices globally and APs configured in
FlexConnect mode, enabling FlexConnect local authentication is essential to support 802.11r and
CCKM. This configuration allows for fast roaming and maintains a secure connection by locally
authenticating the clients without having to go back to the central site, thus providing a seamless
and efficient roaming experience for the users.
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Cisco Connected Mobile Experiences (CMX) Location Analytics requires accurate tracking of
devices within the wireless network's coverage area. To utilize CMX Location Analytics
effectively, it is essential to enable tracking parameters in Cisco Mobility Services Engine (MSE).
This allows MSE to collect data on device locations and movements within the environment,
which can then be analyzed by CMX for insights into customer behavior, asset tracking, or other
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analytical purposes. References := ( CCNP Enterprise Wireless Design ENWLSD 300-425 and
Implementation ENWLSI 300-430 Official Cert Guide )
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For RADIUS to restrict administrative control effectively, the engineer needs to define a Network
Access Server (NAS) entry that corresponds to the WLC's management IP address and the AP
subnet. The correct entry would be the NAS IP of the virtual interface (typically used for RADIUS
communications) and the specific network range of the AP subnet, which is 192.168.2.0 with a
subnet mask of

255.255.255.0. References: CCNP Enterprise Wireless Design ENWLSD 300-425 and
Implementation ENWLSI 300-430 Official Cert Guide.
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The correct URL to be used in the configuration as the external redirection URL for guests to view
the company's Facebook page before accessing the network is http://<MSE>:8083/fbwifi/forward
(B). This URL is associated with the Cisco MSE's Facebook Wi-Fi feature, which facilitates the
redirection process. References: CCNP Enterprise Wireless Design ENWLSD 300-425 and
Implementation ENWLSI

300-430 Official Cert Guide.
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Protocol Independent Multicast (PIM) sparse mode and dense mode are two different multicast
routing mechanisms. Sparse mode uses distribution trees and is designed for networks where
multicast groups are sparsely distributed across the network, minimizing unnecessary traffic. In
contrast, dense mode floods the network with multicast traffic and then prunes back the branches
where there are no interested receivers, which can lead to inefficient use of bandwidth.
References := CCNP Enterprise Wireless Design ENWLSD

300-425 and Implementation ENWLSI 300-430 Official Cert Guide
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In a dual SSID design for BYOD, one SSID is used for provisioning devices, and the other is for
network access. It's important not to enforce an ACL to switch SSIDs after provisioning because
this could disrupt the user experience. Instead, the process should be seamless, with the device
automatically connecting to the access SSID after provisioning is complete. References := (CCNP
Enterprise Wireless Design ENWLSD 300-

425 and Implementation ENWLSI 300-430 Official Cert Guide)
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When using FlexConnect Smart AP Image Upgrade without a configured FlexConnect Master AP,
the WLC will transfer the image to one indoor AP and one outdoor AP separately. Each AP model
needs a different firmware image due to hardware differences. Therefore, there will be two image
transfers from the WLC: one for the 2702i APs and another for the 1532i APs.

References :=

* CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430
Official Cert Guide

* Cisco documentation on FlexConnect Smart AP Image Upgrade
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Client profiling involves using various properties to identify and classify wireless clients. The
HTTP user agent can provide information about the client's device type and browser, DHCP can
reveal details about the client's network configuration and requests, and the MAC OUI
(Organizationally Unique ldentifier) can be used to determine the manufacturer of the device.
These properties are crucial for profiling because they offer insights into the device's capabilities
and identity. References: CCNP Enterprise Wireless Design ENWLSD

300-425 and Implementation ENWLSI 300-430 Official Cert Guide
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To prevent honeypot attacks most efficiently, the wireless network engineer should set the auto
containment level to 4 and select the Using Our SSID containment option (D). This configuration
allows the system to automatically contain rogue APs that are spoofing the organization's SSID,
which is a common tactic in honeypot attacks. References: CCNP Enterprise Wireless Design
ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert Guide.
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To track guest traffic flow using the WLAN infrastructure, the 'detect and locate' feature of Cisco
CMX must be configured and used. This feature allows the engineer to monitor the location and
movement of guests within the WLAN coverage area.

CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430
Official Cert Guide


https://www.jpnshiken.com/q/65249-6004215/
https://www.jpnshiken.com/q/65249-6004216/
https://www.jpnshiken.com/q/65249-6004217/

B 54

Cisco MSE & Cisco Prime Infrastructure v FJ—2EBY 7 bz 7RIOBEICERAINS 2
2OTB FINFERTEIN? 2DEATLEELY,)

A. HTTPS

B. Telnet

C. ARk

D. SSH

E. NMSP

Eff: AE(IAV MEHEKT D)

The two protocols used to communicate between the Cisco Mobility Services Engine (MSE) and
the Cisco Prime Infrastructure network management software are HTTPS and NMSP (Network
Mobility Services Protocol). HTTPS is used for secure web-based communications, while NMSP
is a Cisco proprietary protocol used specifically for efficient, real-time communication between
MSE and network management software like Cisco Prime Infrastructure. References := (CCNP
Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert
Guide)
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To address concerns about detecting spurious threats from channels not used by the wireless
infrastructure, deploying APs in monitor mode (B) and local mode with WIPS submode (D) would
be beneficial. Monitor mode allows APs to listen to the wireless spectrum and identify potential
threats, while WIPS (Wireless Intrusion Prevention System) submode enhances the ability to
detect and mitigate wireless threats. References: CCNP Enterprise Wireless Design ENWLSD
300-425 and Implementation ENWLSI 300-

430 Official Cert Guide
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On the Global Configuration page of a Wireless LAN Controller (WLC), for an Access Point (AP)
to use IEEE 802.1X for authenticating to the wired infrastructure, it is necessary to configure a
RADIUS shared secret. This secret will be used by the AP as part of its credentials when
communicating with a RADIUS server during the authentication process. References: (CCNP
Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert
Guide)
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A. config flexconnect office-extend nat-ip-only &3

B. config network ap-discovery nap-ip-only enable

C. config flexconnect office-extend nat-ip-only enable

D. config network ap-discovery nat-ip-only disable

Ef#: (EfEZRTLET)

When configuring Cisco OfficeExtend Access Points (OEAPs), enabling NAT IP only for office-
extend is necessary if the APs are behind a NAT device and need to communicate with the
Wireless LAN Controller (WLC) using the internal IP management address. The command config
flexconnect office-extend nat-ip-only enable allows the APs to discover and associate with the
WLC when the management interface is configured with a NAT address.
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To provide guests access using social media authentication, the engineer must configure the
"Social Connect" service. This service allows guests to use their Facebook credentials, among
other social media platforms, to authenticate and gain network access. It simplifies the guest
access process by leveraging existing social media accounts for authentication. References :=
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*radiusTransportThread: May 20 13:04:02.658: AuthorizationResponse: 0x148%ad70
*radiusTransportThread: May 20 13:04:02.658: structureSize........cc::-4 577
*radiusTransportThread: May 20 13:04:02.658: resultCode....ccsvcsssss 0
*radiusTransportThread: May 20 13:04:02.658: protocolUsed.....ceevssecenns 0x00000001
*radiusTransportThread: May 20 13:04:02.658: proxyState......... 00:0b:0a:0c:0d:0e-02:06
*radiusTransportThread: May 20 13:04:02.658: Packet contains 9 AVPs:
*radiusTransportThread: May 20 13:04:02.658: AVP([01l] User-pName..... Userl (11 bytes)
*radiusTransportThread: May 20 13:04:02.658: AVP[02]

BRI i mrmm o o T T o s ReauthSession:c0a80a06000000035%3£519001(38 byfes)
*radiusTransportThread: May 20 13:04:02.658: AVP[03]

ClaSg. .oscsisacssssisbosnssssa CACS:c0a80a0600000003573£5190: ISE01/258088040/17 “(50 bytes)
*radiusTransportThread: May 20 13:04:02.658: AVP[04] EAP-

PIBEBROE . o o cnia e s asmmeamnasesssseessssss 0x038a0004 (59375620) (4 byras)
*radiusTransportThread: May 20 13:04:02.658: AVP[05] Message-
AMthenticator..cccsscsssnassananas DATA (16 bytes)

*radiusTransportThread: May 20 13:04:02.658: AVP[0€6] Cisco / Url-

REiFREE. o s e b athia s e DATA (133 bytes)

*radiusTransportThread: May 20 13:04:02.658: AVP[07] Cisco / Url-Redirect-

AL sl e e e BLACKHOLE (9 bytes)

*radausTransportThread: May 20 13:04:02.658: AVP[08) Microsoft / MPPE-Send-

BEY e aanseessnees DATA (32 bytes)

*radiusTransportThread: May 20 13:04:02.658: AVP[09) Microsoft / MPPE-Recv-
KOY:cssanansanssasad DATA (32 bytes)

*Dotlx NW _MsgTask_2: May 20 13:04:02.658:
station 00:0b:0a:0c:04d:0e
*Dotlx_NW_MsgTask_2: May 20 13:04:02.658:
S4:bl:0a:c2:3a:4a
source: 4, valid bits: 0x0
goslevel: -1, dscp: Oxffffffff,

*Dotlx_NW_MsgTask_2: May 20 13:04:02.658:
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1,
vlanIfName: "', vlanId:0, aclName:

dotlpTag:
00:0b:0a:0c:0d:0e Override values (cont..)
rTimeBurstC:

00:0b:0a:0c:0d:0e Applying new AAA override for

00:0b:0a:0c:0d:0e Override wvalues for station

Oxffffffff, sessionTimeout: -1

-1

', ipvéAclName: , avcProfileName:
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When a client is authenticated but cannot pass traffic in the RUN state, it indicates that an ACL
may be blocking the traffic post-authentication. Disabling or modifying this ACL to allow traffic can
resolve the connectivity issue, ensuring that the client's traffic flows correctly after authentication

with Cisco ISE.
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In Cisco ISE version 2.1 for BYOD with a Single SSID setup, 802.1x must be configured to
provide the necessary layer of security and to facilitate the device registration process. 802.1x
authentication allows for the use of EAP (Extensible Authentication Protocol) to authenticate
users before they can access the network.

This ensures that only authorized devices can join the BYOD network, providing a secure method
for device onboarding and access control. References: CCNP Enterprise Wireless Design
ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert Guide
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In a distributed wireless deployment model, the traffic can either be switched locally or sent back
to the controller. For the corporate WLAN "Corp-401266017", it is essential that the traffic goes
through the controllers in the data center to access the file servers securely. Therefore, local
switching should be disabled for this WLAN. Conversely, for the guest WLAN "Guest-19283746",
the requirement is to use the local Internet line. Enabling local switching for this WLAN allows the
traffic to bypass the controller and use the local internet, reducing latency and potentially
providing a better user experience for guests. References:

CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430
Official Cert Guide, specifically the sections discussing WLAN traffic forwarding and local
switching options.
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ip access-list extended WA-sec-34.235.248.212
10 permit tcp any host 34.235.248.212 eq www
20 permit tcp any host 34.235.248.212 eq 443

30 permit tcp any any eq domain

40 permit udp any any eq domain

50 permit udp any any eq bootpc

60 permit udp any any eq bootps

70 deny ip any any

exit |

ip access-list extended WA-v4-int-34.235.248.212
10 permit fcp any any eq www

20-permittcp any host 192.0.2.1 eq 443
exit
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ip access-list extended WA-sec-34.235.248.212
10 permit tcp any host 34.235.248.212 eq www
20 permit tcp any host 34,235.248.212 eq 443
30 permit tcp host 34.235.248.212 eq www any
40 permit tcp host 34.235.248.212 eq 443 any
50 deny ip any any

exit

ip access-list extended WA-v4-int-34.235.248.212
10 deny tcp any host 34.235.248.212 eq www
20 deny tcp any host 34.235.248.212 eq 443

30 permit tcp any host 192.0.2.1 eq 443

exit
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To adjust the precedence and override the QoS profile on the WLAN for WebEXx, an Application
Visibility and Control (AVC) profile needs to be created for WebEx. AVC profiles allow for the
identification and prioritization of specific applications over the wireless network, ensuring that
critical applications like WebEXx receive the necessary bandwidth and QoS treatment.
References := CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide
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IGMP snooping is a feature that allows a network switch to listen to the Internet Group

Management Protocol (IGMP) network traffic. This feature enables the switch to identify the

multicast streams to which hosts are interested and to forward multicast traffic intelligently. By

enabling IGMP snooping on the Wireless LAN Controller (WLC), it ensures that multicast streams

are only forwarded to the access points (APs) where clients are subscribed to them. Setting the

AP multicast mode to a specific multicast address, such as

238.255.255.255, allows the WLC to send multicast traffic to APs using this address, which helps

in efficient distribution of the multicast stream.
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When configuring an autonomous Access Point (AP) for 802.1x authentication using an external
authentication server like RADIUS, it's essential that AP knows where to send authentication
requests and has a secure method of communicating with it. The RADIUS server's IP address

moOoO W

must be configured on AP so it knows where to forward user credentials for verification.
Additionally, a shared secret must be set up between AP and RADIUS server as part of their
secure communication protocol; without this shared secret, they cannot trust each other's
communications. References: CCNP Enterprise Wireless Design ENWLSD 300-425 and
Implementation ENWLSI 300-430 Official Cert Guide
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*An API key is passed in the X-API-Key header with the value xyz789.

*The payload must be in JSON format, specified inthe Content-Type header.

*The callback URL must include a query parameler event_type to indicate the type of notification.

*A custom header X-Source with the value CiscoDNAC to identify the notification source.
Webhook % &% Ed HPythonX ¥ ) T TR S EBIZIE, 23— FADRY I XICEDI—FR=
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"method": "POST",

"headers":
"Content-Type™: application/json",,
"X-API-Key™: "xyzT785",

"X=-Source": "CiscoDNAC™

"method": "PUT",
"headers":
"Content-Type™: "json",
"X-API-Key": "CiscoDNALY,
"X-Source": "xyz78§Y

"method™: "POSK™

"headers"™: |
"Contgn*Type": "json”,
"XQRF-Key": "xyz789",
"X-Splrce": "CiscoDNAC"™

(L]

"method™: "PUT"™,

"headegs":
"Céntent+Type": "application/json",
"X-API-Key": "xyz789",
-Eoufcead "CiscoDNAC™
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In a multicast implementation using multiple multicast groups and PIM routers, the address that
provides automatic discovery of the best RP (Rendezvous Point) for each multicast group is
224.0.1.39. This address is used by the Auto-RP feature, which allows for dynamic RP discovery
and simplifies the management of multicast groups across the network. References: CCNP
Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert
Guide
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To resolve the issue of changing the Cisco Hyperlocation detection threshold, the engineer
should shut down all radios on the controller, change the Cisco Hyperlocation detection range,
and then enable the radios again.

This process ensures that the new threshold settings are applied correctly across the network.
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The angle of arrival (AoA) method for client tracking determines the location of a wireless device
using triangulation. This technique involves measuring the angle at which the signal arrives at
different receivers (access points) and using this information to pinpoint the device's location
within the network. References:

CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430
Official Cert Guide Reference:
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/WiFiLBS-DG/wifich2.html
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The absence of rogue AP options in the navigation menu under Maps in Cisco Prime
Infrastructure (PI) version 3.0 indicates that there is an issue with integrating location services,
which are provided by Mobility Services Engine (MSE). Without adding MSE to PI, location-based
services such as tracking rogue access points cannot be utilized or displayed within Pl's interface.
References: CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI
300-430 Official Cert Guide
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The Voice VLAN feature on switches allows the network to distinguish between voice traffic and
data traffic from wireless clients connected to IP phones. This is crucial for applying the
appropriate QoS to ensure that voice traffic is prioritized over client data traffic. References:
CCNP Enterprise Wireless Design ENWLSD

300-425 and Implementation ENWLSI 300-430 Official Cert Guide.
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*config terminal
wireless profile policy [policy name]
local switching

end

). config terminal
wireless flexconnect policy [policy name]

local switching
end

config terminal
wireless fiexconnect policy [policy name]

no central switching
end

' config terminal

wireless profile policy [policy name]
no central switching

end
AFTLarA
B.+#73vB
C.H#7i3vcC
D.#73>D
EfE:C(AAVFEHKT D)
The correct command set for configuring a Cisco Catalyst 9800 Series Wireless Controller so that
the client traffic enters the network at the AP switch port is Option C:
config terminal
wireless profile policy [policy name]
no central switching
end
This configuration disables central switching, which means that client traffic will be locally
switched at the access point level rather than being sent through the controller. This is useful in
scenarios where local switching is preferred due to reasons such as reducing latency or
conserving bandwidth on WAN links.
References := ( CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide )
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For CMX high availability deployment, enabling the virtual IP address of the primary server is
critical. This virtual IP facilitates seamless failover to the secondary server without requiring DNS
updates or manual intervention, ensuring uninterrupted service during primary server outages.
References := ( CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide )
https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-6/cmx_config/b_cg _cmx106
/managing_cisco_cmx_system_settings.html#task 35253AFE18234DDA8C6E04C297D725F5:~:
text=Primary%20and%20Secondary.-,Enabling%20High%20Availability%20for%20Cisco
%20CMX%

20Using%20the%20Web%20Ul,-Procedure
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(Cisco Controller) >show nmsp notification interval
NMSP Notification Interval Summary

RSSI Interval:

ClIBNt i consinnncsanasnsonnsnnsngas QFsanesasnans 20 S8C
REID:sscocoscscsvssnsnsonges @ NeVsesosossssnsses 20 SCC
ROQUE AP.cccnscsconsrqguadd EMecossscasssssanances 20 SCC
Rogue Client.ciceo e galePeonsaonsnsnainnssassnnss 40 SCC

Spectrim_Intervals
NI TArer RVICE . sicrsaansssanannsatesnisnsrsss RO SBE

(Cisco Controller) >

EEEF 3> bA—5Hh5Cisco CMXANDRERFHREHFORENEN LICROIETFELE. AR
ET7VERARA D POMBRBREHEZSHN CLICMETHICIE, ENDIAT U FERET IRELH
YEFTM?

A. SR EMEREKMEE RSSI ALE 5

B. config nmsp #0fE & rssi F1E 5

C.config TR 4 1) T 3 v@KIfEME RSSI RIE 5

D. config cmx 1@ %0f8lfm RSSI & 1E 5

Ef:B(aAAVFERKT D)

The correct command to configure the controller to update Cisco CMX every 5 seconds for rogue
devices is

"config nmsp notification interval rssi rogues 5". NMSP (Network Mobility Services Protocol) is
used by Cisco wireless controllers to manage and communicate with connected services such as
Cisco CMX. The command structure "config nmsp notification interval" followed by the specific
type of device or metric, in this case, 'rssi rogues'’, and the desired interval time '5' seconds, sets
the frequency of NMSP notifications for RSSI updates related to rogue devices.

References := ( CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide )
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The Voice VLAN feature on switches allows the network to distinguish between voice traffic and
data traffic from wireless clients connected to IP phones. This is crucial for applying the
appropriate QoS to ensure that voice traffic is prioritized over client data traffic. References:
CCNP Enterprise Wireless Design ENWLSD

300-425 and Implementation ENWLSI 300-430 Official Cert Guide.
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To connect a Workgroup Bridge (WGB) to a wireless network and authenticate its certificate
against a RADIUS server like ISE, the following steps are necessary:

* A. Configure the certificate, WLAN, and radio interface on WGB: This is essential because the
WGB needs to have the correct certificate to present to the RADIUS server for authentication.
Additionally, the WLAN and radio interface must be configured to ensure proper communication
with the wireless network.

* E. Configure WGB as a network device in ISE: By configuring the WGB as a network device
within ISE, it becomes a recognized entity that can be authenticated and authorized accordingly.
* F. Configure a policy on ISE to allow devices to connect that validate the certificate: This step
ensures that only devices with a validated certificate, such as the WGB, can connect to the
network, enhancing security.
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The command in question is typically used to configure the switch to interact with a RADIUS
server for session tracking purposes. The RADIUS server keeps track of authenticated sessions,
ensuring that they are still active and monitoring for any changes in status. This is crucial for
maintaining network security and ensuring that only authorized users have access to network
resources.
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To ensure that only admins have access to network device management while allowing guest
users to reach the web portal, access to Cisco ISE must be permitted on the pre-authentication
ACL. This configuration allows guests to interact with the portal without granting them broader
network access.
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class-map match-all BW_Limit1_AVC_UI_CLASS
match protocol youtube
match protocol netflix

class-map match-any BW_Limit1_ADV_UI_CLASS
match dscp af41

class-map match-all BW_Limit1_ADV_UI_CLASS
match access-group name specifichostACL

class-map match-all BW_Limit1_AVC_UI_CLASS
match protocol youtube
match protocol netflix

class-map match-any BW_Limit1_ADV_UI_CLASS
match dscp af41

class-map match-all BW_Limit2_ADV_UI_CLASS
match access-group name specifichostACL

class-map match-all EW_Limit1_AVC_UI_CLASS
match protocol youtube
match protocol netflix

class-map match-any BW_LIimit1_ADV_UI_CLASS
match dscp af34

class-map match-all BW_Limit2_ADV_UI_CLASS
match access-group name specifichostACL

class-map match-all BW_Limit1_AVC_UIl_CLASS
match protocol youtube
match protocol netflix

class-map match-any BW_Limit1_ADV_UI_CLASS
match dscp ef

class-map match-all BW_Limit2_ADV_UI_CLASS
match access-group name specifichostACL
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To assess different client types connected to a Cisco Catalyst 9800 Series Wireless Controller
without using external servers, the device classification feature (D) can be used. This feature
allows the controller to classify devices based on their MAC addresses and other characteristics.
References: CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI
300-430 Official Cert Guide
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For new Access Points (APs) in a Cisco FlexConnect deployment, switch ports should be
configured in trunk mode. This allows the APs to handle traffic for multiple WLANs or SSIDs, each
associated with different VLANs. Trunk mode enables the AP to tag traffic with the correct VLAN
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IDs as per its configuration. References: CCNP Enterprise Wireless Design ENWLSD 300-425
and Implementation ENWLSI 300-430 Official Cert Guide
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Cisco CMX Visitor Connect supports various social connectors for guest network login. The
configurable social connectors include LinkedIn, Google+, and Facebook, but not Pinterest,
Medium, or Myspace. References: CCNP Enterprise Wireless Design ENWLSD 300-425 and
Implementation ENWLSI

300-430 Official Cert Guide
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A. config flexconnect BranchA-FCG VLAN 30 % 3iE/0

B. config flexconnect BranchA-FCG VLAN 12 30 #EBMLET

C. config flexconnect %' JL— 7 BranchA-FCG VLAN 30 %i&/n

D. config flexconnect 4/ JL— 7’ BranchA-FCG VLAN [Z 30 &ML £ 3

Ef#: (EfEZRTLET)

The correct command to add a VLAN with a specific ID to a FlexConnect group in a Cisco
Wireless LAN Controller (WLC) is 'config flexconnect group BranchA-FCG vlan 30 add'. This
command specifies the FlexConnect group name 'BranchA-FCG' and the VLAN ID '30', followed
by the action 'add’, which is consistent with Cisco's CLI syntax for WLC configuration.
References: CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI
300-430 Official Cert Guide
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In a self-registration setup for guest/BYOD devices, when an employee tries to connect multiple
devices simultaneously, the system allows the registration of all devices. However, it restricts the
active connection to only one device at a time. This ensures that network resources are not
overburdened by a single user connecting multiple devices. References := (CCNP Enterprise
Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert Guide)
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802.11a(5 GHz) > Media
Voice | Video -] Media

Call Admission Control (CAC)

Admission Control (ACM) % Enabled
CAC Method 4 Load Based ~
Max RF Bandwidth (5-85) (%) 75

Reserved Roaming Bandwidth (0:25) (%) 6
Expedited bandwidth

SIP CAC Support 3 Enabled

Eer_-_;‘:_all SIP B_an_d_width 2

SIP Codec G.711 v
SIP Bandwidth (kbps) 64
SIP Voice Sample Interval (msecs) 120 ~]
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C. 802.11e
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E. APSD
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To take full advantage of the WLAN configuration, VOWLAN phones must support 802.11e, which
is a standard for wireless QoS, and Wi-Fi Multimedia (WMM), which is a subset of 802.11e that
provides prioritized media delivery. These standards ensure that voice traffic is prioritized
appropriately in the wireless network. References := (CCNP Enterprise Wireless Design
ENWLSD 300-425 and Implementation ENWLSI

300-430 Official Cert Guide)
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Profiler Configuration
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A. 802.1x R— k u.unlE"éﬁFﬁ?‘%J EAP-PEAP
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The default IEEE 802.1x AP authentication configuration on a Cisco Catalyst 9800 Series
Wireless Controller is EAP-FAST with CAPWAP DTLS (Option D). This method uses EAP-FAST
for authentication within a secure tunnel established by Datagram Transport Layer Security
(DTLS) over CAPWAP, which provides both security for authentication credentials and encryption
for wireless management frames. References := ( CCNP Enterprise Wireless Design ENWLSD
300-425 and Implementation ENWLSI 300-430 Official Cert Guide )
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The feature that must be enabled to ignore non-802.11 interference is "Avoid Persistent Non-WiFi
Interference." This setting allows the Radio Resource Management (RRM) to not react to
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non-802.11 noise and interference, which can be crucial in environments where such interference
is common but does not significantly impact wireless performance. By enabling this feature, RRM
will not change the channel in response to non-IEEE 802.11 interferers, thus maintaining a stable
channel plan. References := (CCNP Enterprise Wireless Design ENWLSD 300-425 and
Implementation ENWLSI 300-430 Official Cert Guide)

gﬁ:ﬁ: 95

INFXFYAL S TA4 VI EREETDLAPEITTIEEGLS TRTOAP BIILFXF AL +
27490 ZRELTVWEY, COBBDRRIZFITY H?

A JILFXXRA R TIL—TFIZIFTRTO AP BNEENFET

B.BESI-VILFXFY XA 7 RFLAMERESAELT:

C.VILFXvRAb JIL—TIZMEST- VLAN BEIY B THENTLET

D. VILFX ¥ XL IGMP AX—E VI MNEHIHE>TLERA

EfE: (EfEZRRLET)

If all APs are receiving multicast traffic instead of only those that need it, it indicates that Multicast
Internet Group Management Protocol (IGMP) snooping is not enabled. IGMP snooping is a
feature that allows a network switch to listen to IGMP network traffic and ensure that multicast
packets are only sent to the ports associated with interested receivers, thus preventing
unnecessary traffic on the network. References := CCNP Enterprise Wireless Design ENWLSD
300-425 and Implementation ENWLSI 300-430 Official Cert Guide
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Rogue Rule > Edit

Rule Name Rule 1

Type IMaIicious - |

Match Operation @ Match All ¢ Match Any
Enable =

Conditions

Minimum RSSI (-95 to -50) |-G5 dBm

Time Duration (0-3600) 3600 secs.

Add ssiD |

Remove l

User configured SSID (= |

"Add'Condition |
[ClientCount =] Add Condition |

IV TFMNCiscoWLCEDARET YV EARSA U FEBELELIELTVWET  EHEICEDL
T, AV hA—FIC&>TEBEDHLITIERARA UV PELTI—IENEDIEEDAPTT M ?
A. SSID A% admin A IE AP A 4000 #E#EH SN, -70dBm TRESNFE L=

B. SSID admin DA IE AP A 3000 #fEf&EH &t -60dBm TRI{EShFE LT

C. SSID admin Z# DA IE AP A 4000 #Elt&H &+ -60dBm TZIESNFE L1

D. SSID admin Z#H DAIE AP A 3000 #EEE S -70 dBm TREESNFE L=
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The configuration for the Rogue Rule named "Rule 1" is set to classify an access point (AP) as
malicious if it meets certain conditions. The rule specifies that the AP must have a Minimum RSSI
(Received Signal Strength Indicator) of less than or equal to -65 dBm and must have been seen
for a Time Duration greater than or equal to 3600 seconds. Among the options provided, both A
and C have been seen for more than 3600 seconds, which satisfies the Time Duration condition.
However, for the RSSI condition, only option C with an RSSI of -60 dBm meets the criteria of
being less than or equal to -65 dBm. Therefore, option C is the correct answer, as it fulfills both
conditions set by the Rogue Rule.
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Removing unnecessary controllers from the mobility group (B) would create less load on the
controllers while maintaining the same mobility messages. This is because each controller in a
mobility group shares its client database with other controllers, which can lead to increased
overhead. By minimizing the number of controllers in the group, the load is reduced. References:
CCNP Enterprise Wireless Design ENWLSD 300-

425 and Implementation ENWLSI 300-430 Official Cert Guide.
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l."l‘ult l) >show network summary
Fe s oE e w8 # = = e E o 88 - Tﬂ-:t-"l
A cal e, ‘ Disable
. sasssaaa Enable
Web Mode Cipher-Option High Disable
HWeb Mode Cipher-Option SSLv2 Disable
Webh Mode RC4 Cipher Preference....... Disable
. Disabled

Enable
Disable
. Disable
B Disable
IPvd AP Multicast/Broadcast Mode. .. . Unicast
IGMP snooping Disabled
TOMP timesout.....ccnecascans . . 60 ssconds
IGMF Query Interval......... . . . ... 20 seconds
LD spooping........ sraan Disabled
LD EimMEoUE..cousrscsnnsanns . S = 60 seconds
query interval.......... . A 20 seconds
Iser Idle Timeout....... . . . 3600 seconds
ARF Idle Timeout.... 3600 seconds
isco AP Default Master Disable
AP Join Priority. Disable

s a T
DS snooping . o . Disabled
S Query Interval.......:::.. sese 15 minutes

(Tast=1) >show mdns service

_airplay. tep.local.
_universal. sub. ipp.
tep.loeal.
P_Photosmart_Printer_2 _cups. sub. ipp. tep.

_printer._top.local.
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For printing services using Bonjour in a WLAN environment where mDNS services are utilized,
especially with WLC firmware version 8.x, it's essential that:

* Enable mDNS and IGMP snooping (Option A): Multicast DNS or mDNS needs to be enabled for
Bonjour services to function correctly as they rely on this protocol for service discovery within
local networks. IGMP snooping improves network efficiency by ensuring multicast traffic is only
forwarded to nodes that have explicitly requested it.

References := ( CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide )
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To prevent the network from a Layer 2 flooding of multicast frames and ensure a seamless
transfer of multicast data to the client when roaming, IGMP snooping should be enabled on the
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WLC. This feature allows the WLC to monitor and control multicast traffic at Layer 2, preventing
unnecessary multicast forwarding.

References := ( CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide )
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D. Fi#1d 5 GHz ##E T 30% LLFTY,

E. Cisco DNA Center [X AP ANJLR RATF7IZFHZEHEEA,
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Cisco DNA Center is likely ignoring the interference detected by the AP because it includes only
Cisco CleanAir interferers in the AP health score (option C), and the interference is less than or
equal to 30% on the

5 GHz radio (option D). Cisco DNA Center's AP health score algorithm may not consider
interference that falls below a certain threshold or interference that is not identified as a CleanAir
event. References: CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide, particularly the chapters on Cisco DNA Center and
CleanAir technology.
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If PEAP authentication is failing and the server is sending an Access-Reject message, one
possible action to resolve the issue is to disable the server certificate validation on the client. This
means that the client device will not check the authenticity of the RADIUS server's certificate,
which can sometimes resolve connection issues, especially if there is a problem with the
certificate chain or trust settings. However, this should be done with caution as it reduces the
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security of the authentication process. References: CCNP Enterprise Wireless Design ENWLSD
300-425 and Implementation ENWLSI 300-430 Official Cert Guide
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The Cisco Aironet 1800s Active Sensor is designed to work with Cisco DNA Center. It is a
compact, flexible sensor that provides insights into the wireless network's health and is used for
proactive monitoring and troubleshooting. References: CCNP Enterprise Wireless Design
ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert Guide, which includes
information on Cisco DNA Center and compatible AP models.
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During the Extensible Authentication Protocol (EAP) process, the RADIUS server generates an
encrypted session key after the client's identity is authenticated. This session key is sent to the
access point to encrypt data frames between the client and the access point. It ensures that each
session has a unique encryption key, enhancing security. References: Look for information on
EAP and RADIUS in the CCNP Enterprise Wireless Design ENWLSD 300-425 and
Implementation ENWLSI 300-430 Official Cert Guide.
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The issue is likely caused by the CPU ACL on the controller, which is blocking HTTP/HTTPS
traffic from the guest clients. When a WLAN with Web Authentication is used, the wireless client's
browser is redirected to a web page for authentication. If the CPU ACL is configured to only allow
controller web management traffic from the IT subnet, it may inadvertently block the necessary
HTTP/HTTPS traffic for the Web Authentication process, leading to a timeout on the wireless
client browser. References: CCNP Enterprise Wireless Design ENWLSD 300-425 and
Implementation ENWLSI 300-430 Official Cert Guide, specifically the sections discussing CPU
ACLs and their impact on network traffic.
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To load balance the data coming through NMSP from the WLCs and spread the load between
multiple CMX servers, the configuration cmxctl config feature flags nmsplb.cmx-ap-grouping true
should be used. This enables the load balancing feature and helps optimize the data flow for APs
in a large network environment. References: The configuration for load balancing in CMX is
explained in the certification guide, which outlines the commands and flags necessary to manage
data flow efficiently.

Reference: https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-6/cmx_command/cmxcli106
/cmxcli1051_chapter_010.html#wp7273815000
https://www.cisco.com/c/en/us/support/docs/wireless
/connected-mobile-experiences/214894-optimize-cmx-performance.html
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Application Visibility and Control (AVC) profiles must be implemented to remark the QoS value for
WebEXx traffic. AVC profiles allow the network to identify different applications and provide the
appropriate QoS treatment, ensuring high-quality meetings. References := (CCNP Enterprise
Wireless Design ENWLSD 300-

425 and Implementation ENWLSI 300-430 Official Cert Guide)

Reference: https://www.ciscolive.com/c/dam/r/ciscolive/apjc/docs/2018/pdf/ BRKEWN-3003.pdf
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Application Visibility and Control (AVC) profiles in AireOS controllers allow the identification and
management of bandwidth consumption by different applications. By using AVC, administrators
can set policies to prioritize or restrict bandwidth for specific applications, thus ensuring that
critical services like voice and video are not adversely affected by bandwidth-heavy programs.
References: CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI
300-430 Official Cert Guide.

B 111

ARESB LTSV, 2y b=V BEEIL TACACS+E FEAL TGUIBLKUCLINDOEET
Yt XA %E{RE&T H1-8IZ_Cisco Catalyst C9800-80 WLCIZT/Nf R 7V AHlEHEZRET HHE
NhHYFET G EEEIL PythonX4 1) 7 FTNETCONFZ#HERH L TWLCHE#RE L . TACACS
+HNEEELTVET, COY—NIX GUIBEKUCLIZ Y EADERIEZMIE L F
9.192.168.1.100MTACACS+H — /NIZIZ WLCHLDRBIERD T4 ) H—NEHBEKSIC
TEHODEFMNGERENVETT, EBET, HAWMBZRCisco1238Y—N\EREL—HL, 21 LA
T RDMOMICEESNTWVWSILZHABLELEZ RV YT FERERSEBICE, 3— FAD
Ry RIZEDXMLO— RR=RY F4RETAIDRENRHY ETH?

<timecut>l08/kimaoyr >
<single-conhection®* rue</single-connection>
e »]1 0« imeaguL>

port4ct rue</portd

t &0 Ll Mo
fr‘ | T I'_Pq- rt [ Y .
timeout>priorityl</timecut>
<single-connection>peort49</single-connect

A. 77> 3aB
B.+#7 32D
C.+¥7<3>C


https://www.jpnshiken.com/q/65249-6004274/

D. A7 3 A
EfR:D(Q AV hEHET D)

B 112

I > =7I%, Cisco FlexConnect JIL—TFHAD AP %7 v 79 L—FKLI=WeEEZTWET, Z
DTy TTL— KEEITTBIZIE _FlexConnect AP 7w 745 L— REEZFERALET . FIL—T
NTMAC 7 FLANRBLPEVWEETILOAPDS3H 1208 2V bA—ShoEETY TS
L—FERETILENHBYET, COEETYTIL—FEERTBHICEX EDT7Iavn
WETIM?

A.TJIL—Th 5 AP ZEIBRLET,

B. 7Yy 7 L—FHICTRTDAP ZHEBLFET,

C.RRA—AP Z#ERHJIN—TITEIYHETET,

D.YRA2— AP ZHRELFEA,

IEfR: (EffzRnLET)

The FlexConnect AP Upgrade feature allows for a selective upgrade process within a
FlexConnect group. By not setting any master APs, the WLC will automatically select one AP of
each model with the lowest MAC address to receive the upgrade directly from the controller. This
ensures that the upgrade is distributed efficiently across different AP models in the group without
manual intervention.

References := (CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide)
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For rogue containment on an SSID, it's recommended to use two access points for containment
(Option B).

Using more than two can lead to unnecessary interference and potential disruption of service for
legitimate users, while using just one may not be effective enough in containing the rogue SSID.
References := ( CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide ) Reference:
https://www.cisco.com/c/en/us/td/docs/wireless/technology/roguedetection_deploy
/Rogue_Detection.html
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When configuring multicast for two WLCs in different physical locations, each handling around
500 wireless clients, it is important to assign a unique multicast group address to each WLC. This
ensures that multicast traffic is properly segregated and managed within each controller's
network.

References := ( CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide )
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The default NMSP echo interval between Cisco MSE and a Wireless LAN Controller is 15
seconds. This interval determines how frequently the MSE sends echo messages to the WLC to
maintain the NMSP connection and ensure that the link is active and operational. References :=
(CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430
Official Cert Guide) Reference:
https://www.cisco.com/en/US/docs/wireless/mse/3350/6.0/CAS/configuration/guide
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