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In a location-ready design, it is important to ensure that access points are not solely clustered in the interior and toward the center of floors. Rather, perimeter access
points should complement access points located within floor interior areas. In addition, access points should be placed in each of the four corners of the floor, and at
any other corners that are encountered along the floor perimeter. These perimeter access points play a vital role in ensuring good location fidelity within the areas they
encircle, and in some cases may participate in the provisioning of general voice or data coverage as well.
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B. jammers
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https://www.metageek.com/training/resources/wifi-and-non-wifi-interference

A jamming transmitter creates constant noise across each frequency. These are used in a denial-of-service attack, and

will prevent other wireless technologies from fully operating.
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https://mrncciew.com/2013/04/07/ap-failover/
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map Wi- Fi service

based on physical location

Users see the same
Wi-Fi service on all sites.

Admin can.monitor and filtekbased-on
different IP@ each site

Can also be used to have smaller Wi-Fi
subnets
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https://www.cisco.com/en/US/docs/solutions/Enterprise/Mobility/emob30dg/WiMesh.pdf
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+ Controller software supports up to 20 controllers and 6000 access points in an RF group.

https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-9/config-
guide/b_cg89/radio_resource_management.html
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survey-guidelines-wlan-00.html
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Floor Type: Cubes and Wailed Offices
Add APs Automaticalby:
Realize and move the rectangle using the mouse over the desired coverage area, then spacify
placement criteris, Click “Calculate™ to determine the number of APs recommended by NCS. If
you are satisfied with the result, press “Apply”. APs will be created and automatically positioned
on the map.
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Use Planmng Mode to Calculate Access Point Coverage Requirements

Prime Infrastructure planning mode lets you calculate the number of agcess points (APs) required to'cover an area by placing fictitious APs on a map and viewing the
coverage area. Based on the throughput specifiedfor each pratogol (802.11a/n or802.11b/g/n), planning mode calculates the total number of APs required to provide
optimum coverage in your network. You can calculate the recommended number and location of APs based on the following criteria:
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A.3dB

B. 4 dB

C.6dB

D.12dB
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Signal Attenuation

Signal attenuation or signal loss occurs even as the signal passes through air. The loss of signal
strength is more pronounced as the signal passes through different objects. A transmit power of
20 mW is equivalent to 13 dBm. Therefore, if the transmitted power at the entry point of a
plasterboard wall is at 13 dBm, the signal strength is reduced to 10 dBm when exiting that wall.
This table shows the likely loss in signal strength caused by various types of objects.

Signal Attenuation Caused By Various Types of Objects

Object in Signal Path

Signal Attenuation through Object

Plasterboard wall

3dB

Glass wall with metal frame

6 dB

Cinder block wall

4 dB

Office window

3dB

Metal door

6 dB

Metal door in brick wall

12 dB

Human body

3dB

Each site surveyed has different levels of multipath distortion, signal loses, and signal noise.
Hospitals are typically the most challenging environment to survey due to high multipath
distortion, signal losses and signal noise. Hospitals take longer to survey, require a denser
population of access points, and require higher performance standards. Manufacturing and shop
floors are the next hardest to survey. These sites generally have metal siding and many metal
objects on the floor, which result in reflected signals that recreate multipath distortion. Office
buildings and hospitality sites generally have high signal attenuation but a lesser degree of
multipath distortion.
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/71642-vocera-
deploy-guide.html

Eﬁ:ﬁ: 12


https://www.jpnshiken.com/q/15380-1364550/

EBEZOY A FRABEDRIC, WI-FIADOFSHICET AMENR DNV EL, T ZTFEIFHD
REZRET S-OICAZERATILENHYFEITN?

A. Wireshark

B. VXODARY FILIZFHFR/N— |

C.Hxy FI—UHBHEDa—I

D. 74 ¥ LARARL

IEfZ: (EffZzRnLET)

BE: 13

IO ZF7MCiscoAIR-2702i APZEFERL TLA V1Y A FRABZERL TOWEIT N APHA LS
BUFvF A FEDEWFIFBERET EDISBRINTVSE— FRENTT D,

A E=5—

B. SE##t

C.R=ZT7—

D. FlexConnect

FfR: (ERERTLET)

B 14

ENDOBEY A FMABZERT S EEITBRLBTNEGRLGEV2DOOEEFENTT A, 2D
BRLTLCESY,)

A EIEHR

B. X%

C.E51H

D. EH#R

E.7LHRLY—>
EfE:AD (DAY hEHRET D)

https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/116057-
site-survey-guidelines-wlan-00.html#anc7
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The VoWLAN Readiness (voice readiness) tool allows you to check the RF coverage to determine if it is sufficient for your voice needs.
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Local Mode

Each Cisco CleanAir-enabled access point radio provides air guality and intérference detection reports for the current

operating channel only. Local mode does.mat disrupt client'connections. When a hybrid-REAP access point is

cbhhéctet 1d the controller, its Cisco BleanAir functionality is identical to local mode.
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1. The optimal VoWLAN Cell Edge recommendation is -67 dBm.

5. Retransmissions should be kept under 20 percent.
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For 802.11a, countries are moving to open the frequency range 5.250-5.350 GHz (UNII-2) .

The 5 GHz band in which 802.11a operates is divided into several different sections.

https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/emob41dg/emob41dg-
wrapper/ch3 WLAN.pdf
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Mobility data traffic is carried via Ethernet over IP (EolP) which is IP protocol 97 This is the |P protocol number, nat a TCP/UDP port

value.

Eﬁ:ﬁ: 30
IVCZT7HHLLIERESNI=SSDDS R 7o Hh—%HRELELEN . EEY T4 b RN
7y ITLTELT  EPINGHAANAEWLCAHA LT v H—WLCIZKRE L TWET  BIEFAREICT B 1=
DIZ, T7ATOA—ILTED S T4y 70—%HFATHIBHENRHYETM?


https://www.jpnshiken.com/q/15380-1364566/
https://www.jpnshiken.com/q/15380-1364567/
https://www.jpnshiken.com/q/15380-1364568/

A. UDP port 16666

B. IP protocol 97

C. UDP port 97

D. TCP port 97
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The only special implementation of the WLC in CCKM is that WLCs exchange client PMK via mobility packets, such as UDP 16666.
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/Enterprise-Mobility-8-1-Design-
Guide/Enterprise_Mobility_8-1_Deployment_Guide/WirelessNetwork_GuestAccessService.html
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* support a high wireless client concentration
* support data over wireless
* SUPPOM VOICe ovVar wireless

* avoid interferance
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Information About RF Profiles

RF Profiles allows you to tune groups of APs that share a common coverage zone togetherand selectively change how RRM will operates the APs within that coverage
zone

For example, a university might deploy a high density of APs in an-area where a high number of users will congregate or meet. This situation requires that you
manipulate both data rates and power to address the cell dénsity while managing the co-channel interference. In adjacent areas, normal coverdgelis grevided and

such manipulation would result in a loss of coverage
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