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= Use cables that are resistive to bend loss if excessive bending of cables cannot be prevented due to
installation constraints.
*  Avoid mounting the cabling components in places that block accessibility to other equipment (such
as a power strip or fans) in and out of the racks.
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https://mrncciew.com/2013/04/07/ap-failover/
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» Controller software supports up to 20 controllers and 6000 access points in an RF group.

https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-9/config-guide/b_cg89/radio_resource _management.html
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https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-4/b_mesh_84/Site_Preparation_and_Planning.htmI#ID3405
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-7/b_wireless_high_client_density _design_guide.html
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In a location-ready design, it is important to ensure that access points are not solely clustered in the interior and toward the center of floors. Rather, perimeter access
points should complement access points located within floor interior areas. In addition, access poinis should be placed in each of the four corners of the floor, and at

any other corners that are encountered along the floor perimeter. These perimeter access points play a vital role in ensuring good location fidelity within the areas they
encircle, and in some cases may participate in the provisioning of general voice or data coverage as well.
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/Enterprise-Mobility-8-1-Design-Guide/Enterprise_Mobility 8-1_Deployment_Guide/WirelessNetwork GuestAccessService.html
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https://www.cisco.com/c/en/us/products/collateral/wireless/aironet-1250-series/design_guide_c07-693245.html#_Toc309331086
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Step 2 ppaple sticky key caching by entering this command:

config wian security wpa wpa2 cache sticky enable wian_id

By default, SKC is disabled and opportunistic key caching (OKC) is enabled.

An extension of this technique is known as OKC (Opportunistic Key Caching), a method not defined in 802 11i but necessary to enable optimized
roaming at layer 2 for client devices moving between APs. Using OKC, all APs on the same layer 2 network will receive a copy of a client's PMK ID,
enabling client devices authenticated via 802.1X to authenticate with decreased latency whilst roaming. In this fashion, even if a client has not been
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https://www.cisco.com/c/en/us/support/docs/wireless-mobility/80211/200069-Overview-on-802-11h-Transmit-Power-Cont.html
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Site surveys are one of the basic requirements when you deploy a WLAN, and you must always consider the Wi-Fi capabilities of the client devices or endpoints. Most
smartphones and tablets support 802.11. However, generally, the smartphones and tablets have fewer antennas and lower data rates than laptops. In addition, most
are not purpose-built for the enterprise WLAN market. Almost all smartphones and tablets support enterprise security policies. However, many of them do not support
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https://www.metageek.com/training/lessons/chanalyzer-clean-air.html
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The AP 3700 with integrated 802.11ac wave-1 radio is designed to run from Power over Ethemnet (PoE) sources, local power, or via mid-span or power injector. If the AP 3700 is powered by PoE and the source is

802 3af (15.4 Watts) the AP will come up and fully function in a 3x3:3 mode, for enhanced performance additional power sources such as 802 3at, enhanced PoE, Cisco PoE Injector-4, or local power may be
used. With additional power (greater than 15.4W) supplied, the 3700 will shift into the 4x4:3 mode.

The big difference between 802.3af (PoE) and 802.3at (PoE+) is the amount of power delivered over each
standard.
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= The HA pair of AireOS WLCs should be considered as separated
WLCs with the same exact configuration
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https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/deploy-guide/cisco-dna-center-sd-access-wl-dg.pdf

Eﬁ:ﬁ: 19
50D RTILEEHEDFREDRAEZ ) T4 EX B RTILOBEFEOWLANZSO2HNIZT v TI L— KT H2BEAHY FT,  KKRTILDY A FRABTIE, BAPDIERMEZRET AICAIEZEET
DBHENHY FTH,

A. ENHT TICFIARREGRAPDISFT Z2:8IRT 5

B. APRMEDBREMF M Z B 5127 SHFATDER

C.AVTFUARRT YT T L—RETEROCETTELLSIC BHEICT IV LA TEHHEMEERLES
D. RHNRIVIZRYT CENTEHAPERERT H& RETY -V EEMNELNFTONET,

IEfE: (EfEZRTLET)

B 20

ITUoOZTFR WK ODDRAR—YBHEEAN—FTEENA YD aRy D)=V FFBFHLTVET Ry FT—0Da7[E AR—YEEOAYDIZHLIEMRIZHY FT, N\ v I R—ILEHRD
1=OIZRAPTHERT A7V TFT DR A4 TIEENTT M,

A.5GHz, 8dBi#ARMT T+

B.2.4GHz, B-dBi/I\vwFF7 > TF

C.24GHz, 14dBi& AT > T+

D.5GHz, 14dBi/N\YyF7 > TF

EfE: (EfEZRRLET)

The AP1524PS includes three radios: a 2.4 -GHz, a 5.8- GHz, and a 4.9-GHz radio. The 2.4-GHz radio is for client access (non- public safety traffic) and the 4.9-GHz radio is for public safety
client access traffic only. The 5.8-GHz radio can be used as the backhaul for both public safety and non-public safety traffic.
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-6/configuration-guide/b_cg76/ b_cg76_chapter _010000001.html

Eﬁ:ﬁ: 21

KETIE S500ANDZEFZRAEL FEDS YT by TE#HR— T DEBETITAIVLARY FI—U %R LTCVWET, KENBETEE T IDEDH DRI AEREIENTIT D,
AO—=297HYS4VETIL

B.EETHAETIL

c.aby—2avTHA4UETIL


https://www.jpnshiken.com/q/9493-1030084/
https://www.jpnshiken.com/q/9493-1030085/
https://www.jpnshiken.com/q/9493-1030086/
https://www.jpnshiken.com/q/9493-1030087/

D. BZERZREETIL
g (ERZRTLEY)

https://www.cisco.com/c/dam/en_us/solutions/industries/docs/education/cisco_wlan_design_guide.pdf
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- The optimal VoWLAN cell boundary recommendation is -67 dBm
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https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/116057-site-survey-guidelines-wlan-00.html#anc7

Eﬁ:ﬁ: 25
BRESRBLTESY,


https://www.jpnshiken.com/q/9493-1030088/
https://www.jpnshiken.com/q/9493-1030089/
https://www.jpnshiken.com/q/9493-1030090/
https://www.jpnshiken.com/q/9493-1030091/

i ' % %
/ Frame \

/ \
/ follision: \
I

Ay REABOABRDIC, TUOTIE MAP-1E L UMAP-3ARAP2EBIET 5L EITTL—LD—BELNRETHEICRAEELEL, IV FIIBRHTED2 A TOMBIZHLT S
WENHYEITMN?

A B—F ¥ RILTFH

B. /Ny U R—)LEIE

C.lgn/—F

D.&5L/—F

IFfg: (EffZRTLET)

https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/7-3/design/guide/Mesh/Mesh_chapter_0100.html
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Floor Type: Cubes and Wailed Offices

Mame Prelix ’ﬁP
— Add APs Autematically:

Add APs | Automatic _= Realize and move the rectangle using the mouse over the desired coverage area, then specify
AP Type m?m N placement criteris. Click “Calculate™ to determine the number of APs recommended by NCS. If
: : you are satisfied with the result, press “Apply”. APs will be created and automatically positioned
Enable 11n 1 on the map.
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Use Planning Mode to Calculate Access Point Coverage Reguirements

Prime Infrastructure planning mode lets you calculate the number of access painis (APs) required to cover an area by placing fictitious APs on a map and viewing the
coverage area. Based on the throughput specified for each protocol (802.1 Ta/n or802.11b/g/n). planning mode calculates the total number of APs required to provide
oplimum coverage in your network. You can cal—::ulqﬁm *qqommendad numper and location of APs based on the following critena:
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https://www.cisco.com/c/en/us/products/collateral/wireless/spectrum-expert/product_data sheet0900aecd807033c3.html
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/86/b_Cisco_Wireless LAN_Controller_Configuration_Best_Practices.html
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https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/116057-site-survey-guidelines-wlan-00.html
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Information About RF Profiles

RF Profiles allows you to tune groups of APs that share a common coverage zone together and selectively change how RRM will operates the APs within that coverage
Zone.

For example, a university might deploy a high density of APs in an area where a'high number of users will congregate or meet. This situation requires that you
manipulate both data rates and power to address the cell density while managing the co-channel interference. In adjacent areas, normal coverage is provided and
such manipulation would result in a loss of coverage
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AireOSTA VYL RAEBMATEEU T4\ y FORMBIZFERAENHUDPR— FESITENTT D,
A. UDP 16666 for control plane, EolP (IP protocol 97) for data plane

B. UDP 16668 for control plane, UDP 16667 for data plane

C. UDP 16667 for control plane, UDP 16666 for data plane

D. UDP 16666 for control plane, UDP 16667 for data plane

IEfE: (EfEZRRLET)

= Fpaple these UDP ports for Mobility traffic

- 16666 - Secured Mode

« 16667 - Unsecured Mode

Bfi: 33
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-5/config-guide/b_cg85/country codes.html
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