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Fabric WLC

Both fabric WLCs and noni-fabrc"WLCs provide AP image and configuration management, client session management, and mobility
services. Fabric WLCs provide additional services for fabric integration such as registering MAC addresses of wireless clients into the host
tracking database of the fabric control plane nodes during wireless client join events and supplying fabric edge node RLOC-association

updates to the HTDB during client roam events
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Houtergshow vrrp
Ethernet0/0 - Group 30
State is Backup
Virtual IP address is 10.1.1.30

Virtual MAC address is 0000.5e00.011le
Advertisement interval is 1.000 sec
Preemption enabled
Priority is 45 (cfgd 100)
Track cobject 1 state Down decrement 55
Track object 2 state Up decrement 55
Master Router is/10.1.1.3101, priority is 50
Master Advertisement interval is 1.000 sec
Master Down interval is 3.414 sec (expires in 2.982 sec)

Router#show run | inc track
track 1 interface Seriall/0 line-protocol
track 2 interface Seriall/l line-protocel
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supports TCP, UDP, and gRPC
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WAN Edge authenticates to vBond.
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Table 2. Dial-in and Dial-Out Model-Driven Telemetry
Dial-In (Dynamic) Dial-Out (Static or Configured)
Telemetry updates are sent to the initiator or subscriber Telemetry up@atés are sent to the specified receiver or collector

Life of the subscription is tied to the connection (session) that created it, and over SubS@riptien is created as part of the running configuration; it remains as the
which telemetry updates are sent. No change is observed in the running tevigce ‘Cconfiguration till the configuration is removed.
configuration

Dial-in subscriptions need to be reinitiated after a reload, because established Dial-out subscriptions are created as part of the device configuration, and they
connections of s@ssions age Killed during stateful switchover automatically reconnect to the receiver after a stateful switchover.
Subscription ID iS dynamically generated upon successful establishment of a Subscription 1D is fixed and configured on the device as part of the configuration.

subscription.
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It supports end-to-end network segmentation.

The WAN is a flat network with no network segmentation.

‘ It supports end-to-end network segmentabon. |
| The WAN is a flat network with no network segmentation. n

[Cisco SD-WAN

ﬁnﬂkmm is encrypted end-to-end. |
The wm_u';i'ﬂ?n network with no network segmentation.

Application data is encrypted end-to-end.

traffic is fully encrypted and independent from the servic
provider network.

It is hard to detect sniffing incidents.

| It supports end-to-end network segmentation. I

| CE to PE routing i controlied by the service provider. I
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policy-map WAN-DC-LINK
class VOICE
priority percent 17
class VIDEO
priority percent 16
class SIGNALLING
bandwidth percent 5
class ROUTING
bandwidth percent 6
class MISSION-CRITICAL
bandwidth percent 26
random-detect dscp-based
class BULK
bandwidth percent 5
random-detect dscp-based
class SCAVENGER
bandwidth percent 1
class class-default
bandwidth percent 24
random-detect
|
class-map match-all BULK
malch ip dscp af11 af12
class-map match-all VIDEO
match ip dscp af41 af42
class-map match-any ROUTING
match ip dscp cs6
class-map match-all MISSION-CRITICAL

match ip dscp af21 af22
class-map match-any SIGNALLING
match ip dscp ¢s3

match ip dscp af31
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Subscriptions must be
re-initiated after a reload.

Dial-out

Subscriptions are part of the
device's configuration.

Updates are sent to the Dial-in

collector. Updates are sent to the
subscriber.

Updates are sent to the

subscriber. SubscrprgyMEtoe
re-initiated after a reload.

" Subscriptions must be
re-initiated after a reload.

Dial-out

Subscriptions are part of the
device's conﬁguratmn.

Eli)
G2 74h1—HF—A 28— x—X KOHAFTREEDEEECEHSERINEL:


https://www.jpntest.com/shiken/300-420-mondaishu

Updates are sent to the
collector.

Updates are sent to the
subscriber.

Subscriptions must be
re-initiated after a reload. .

Subscriptions are part of
device's cenﬁguretlel%

A\

Table 2. Dial-in and Dial-Out Model-Driven Telemetry
Dial-In (Dynamic)

atic or Configured)

Telemetry upda r specified receiver or collector.

Telemetry updates are sent to the initiator or subscriber.

Life of the subscription is tied to the connection (session) that created it, and over Subs nis part of the running configuration; it remains as the
which telemetry updates are sent. No change is observed in the running onffigltation till the configuration is removed.

configuration \d
Dial-in subscriptions need to be reinitiated after a rel Dial-out subscriptions are created as part of the device configuration, and they
connections or sessions are killed during stat@fu omatically reconnect to the receiver after a stateful switchover.

Subscription ID is dynamically generated upon ful eeteb!nsr.ne'ltl z' i ' ln!tmn ID is fixed and configured on the device as part of the configuration.

subscription.
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Cisco SD-WAN
It supports end-To-and network SeoMEntanon

Epphication dala o encrypled end-to-end

The WAN i= a fiat network with no network segmentation [ {

The WAN is a fiat network with no network segmentation

=

e
ontrol traffic is fully encrypted §8d Indep edllent from e slflcel
:f@ﬁdr -

MPLS VPN

l It & hard to detecTEmifnginodents
|

ontrol traffic is fully encrypted and independent from the senice
prowider network

It supports end-To-end network sepmentabon

CE to PE routing i controfied by the service provider

CE to PE roubing is controlled by the serace provider. J
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“letl-lnterfaces: interface™: |
"name™: "Loopbackd®,
“type”: “lans-if-typenoftware Loapback™,
Jenabled™: true,
Taddrésa lpva®: |
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" ITLIA BTN,
"metmask’s 55 285 155 155~
|
|
ks
* address_lpve™: [aull)
|
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“interface"”: “letf-loopback”™ |
"name”: " Loopback0™,
“enabled™: true,

“address”: “ipv4"
|

|
"ipT2 T172.16.15.12",

“netmask™: "255.255.255.255"
) : ;
I il L | i 0
) CISCO
“nddress : “ipve"™: {)

“letf-interfaces interface™ |
“name”: “Loophat®Y, O
"type™: "iana-if-typesofiware Loopback™,
“enabled”; true,

u.ﬁl‘lﬂ_b‘l“": I {;{jlﬂ

s

|

“ip™: *1TLIRISD,
| -'rpl": "I55.0155.255.255"
| i :Il 11
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Answer Area

provides orchestration for the management plane

supports zero-touch provisioning

handles fabric discovery ! 'I ﬂ - . - -
s provides orchestration for the management plane “

WAN Edge

I] supports zero-touch provisioning
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<rpc-reply message-ia= urn:uuig; 1D3auSCa-s11%-3eba-bCus-ULZ354b/53al XMINS= Urn:ietr:params:
xml:ns:netconf:base:1.0" xmins:nc="urn:ietfiparamsijson:ns:netconf:base:1.0">
<data>
<native json="http://cisco.com/ns/yang/ned/ios">
<router> |
<ospf>
<id>200</id>
<network>
<ip>172.16.10.128</ip>
<mask>0.0.0.63</mask>
<area>0</area>
</network>
<fospf>
</router>
</native>
</data>
<[rpc-reply>
B. 7T¥X b XFOHRAIEEMICERSINET
<rpc-reply message-id="urn:uuid:1b3d05cd-8118-3e6a-6c05-021345678aaf" xmins&"urn:ietf:params:
xml:ns:netconf:base:1.0" xmins:nc="urn:ietf:params:xml:ns:netconf:base:1.0"> |
<data>
<native xmlns="http://cisco.com/ns/yang/ned/ios">
<router>
<ospf>
<id>200</id>
<network>
<ip>172.16.10.128</ip>
<mask>0.0.0.192</mask>
<area>0</area>
</network>
<fospf>
<[router>
</native>
</data>
<[rpc-reply>
C.THR M XFOHHAIIETMICEREINET
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xml:ns:netconf:base:1.0" xmins:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<native xmIns="http://cisco.com/ns/yang/ned/ios">
<router>
<ospf>
<id>200</id>
<network>
<ip>172.16.10.128</ip>
<mask>0.0.0.63</mask>
<area>0</area>
</network>
</ospf>
</router>
</native>
</data>

</rnc-renlv>
D. 7374 hNA—Y—A2F—T1—R TXRA+ F EFA-ILOBRAFEHERSNET
<rpc-reply message-id="urnmuid:1b3d05cd-8118-3e6a-6c05-012435678aaf"
xmins="drn:ietf:params:Xmlins:netconf:base:1.0" xmlins:nc="urn.ietf.params:xml:ns:netconf:base:1.0">
<data>
<native xmins="http://cisco.com/ns/yang/ned/ios">
<router>
<ospf>
<id>200</id>
<network>
<ip>172.16.10.128</ip>
<mask>255.255.255.192</mask>
<area>0</area>
</network>
<fospf>
<[router>
</native>
</data>
</rpc-reply>
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Table 2. Dial-in and Dial-Out Model-Driven Telemetry
Dial-In (Dynamic)

Telemetry updates are sent to the initiator or subscriber.

Life of the subscription is tied to the connection (session) that created it, and over
which telemetry updates are sent. No change is observed in the running @

configuration.

connections or sessions are killed during statéfu
Subscription ID is dynamically generated upon ful establi

subscription.

tlfz' B '|

Dial- atic or Configured)
Telemetry upda r specified receiver or collector.

Subsecriftien is part of the running configuration; it remains as the

“e @iration till the configuration is removed.
Dial-in subscriptions need to be reinitiated after a n:lo“gnk

Dial-out subscriptions are created as part of the device configuration, and they
J:iiaﬁcally reconnect to the receiver after a stateful switchover.
=

ri!tinn ID is fixed and configured on the device as part of the configuration.
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Refer to this network diagram as you use this document:

=-.
/
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o

In the network diagram, Area 1 is defined as a stub area. IGRP routes cannot be prﬂpagéted into the OSPF domain because redistribution is not allowed in the stub area. However, if we define Area 1 as NSSA, we
can inject IGRP routes into the OSPF NSSA domain with the cregfigh dtyp@™F LSAS RediSthuted RIP routes are not allowed in Area 1 because NSSA is an extension to the stub area. The stub area characteristics
still exist, which includes no type 5 LSAs allowed. \ : '
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<rpc-reply message-id="urn:uuid: 1b3d05cd-8118-3e6a-6c05-021345678aaf" xmins="urn:ietf.params:xml:ns:netconf:base:1.0" xmins:
<data>
<native xmins="http://cisco.com/ns/yang/ned/ios">
<router>
<ospf>
<id>400</id>
<network=>
<ip>1192.168.128.128</ip>
<mask>0.0.0.128</mask>
<area=0</area=
</network>
</ospf>
=/router=
</native>
</data>

</rpc-reply>

<rpc-reply message-id="um;uuid:1b3d05cd-8118-3e6a-5c05-403478311aal” xmins="um:ietf.params:xml:ns:netconf.base:1.0" xmins:nc="um:ietf.para
=glata=
<native xmins="http://cisco.com/ns/yang/ned/ios">
<router>
<pspf>
<id>400<fid>
=natwork>
<ip>192.168.128.128</ip>
<mask>0.0.0.127</mask>
<area>0</area>
</metwork>
</ospf>
<router>
</native®
</data=
<lrpc-reply=
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<data>
<native json="http:/icisco.com/nsiyang/nediios™>
<router>
<ospf>
<id>400</id>
<petwork>
<ip>192.168.128.128</ip>
<mask>0.0.0.127</mask>
<area>0</area>
</network>
</ospf>
<frouter>
</native> -
</data> . o ) ~IC M
C. /rpec-reply= :

<data>
<native xmins="htip:/lcisco.com/ns/yang/nedfios">
<routar= ol
<ospf> Vo
<id=400</id> ;
<network=
<ip>192.168.128.128</ip>
<mask>255.2565.255.128</mask>
<area>0</area>
<inetwork>
</ospf>
<frouter=
</native>
</data>
</rpc-reply>
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network segmentation
CE to PE routing i controdied by the service provider,
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1| [isco SD-WAN
It supports end-to-end network segmentation. |

The WAN is a flat network with no network segmentation. i

Application data is encrypted end-to-end. | mmmaﬂhw
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Controd traffic is fully encrypted and independent ﬁ'ﬂﬂ"l" m—m

Application data s encrypled end-to-end.

It s hard to detect sniffing incidents.

| it supports end-to-end network segmentation.

CE to PE routing s controlied by the service provider. ‘ . — — !
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WAN Edge establis!;efq WAN Edge establishes IPsec
connections to other TLOC locations. connections to other TLOC locations.
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Switch{config)#spanning-tree portfast defaunlt
% Warning: this command enables portfast by default on all interfaces. Yon
should now disable portfast explicitly on switched ports leading to hubs,

switches and bridges as they may create temporary bridging loops.
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