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A. vEdge atthe hub

B. vEdge at the branch

C. vSmart at the branch

D. vSmart at the hub
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https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cisco-sd-wan-ebook-cte-en.pdf
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A. IGP

B. QoS

C.TLS

D. OMP

IEfR: (EfEZRTLET)
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guide-2020nov.pdf
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A. 1,200,000

B. 600,000

C. 300,000

D. 900,000
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A. TCPELUUDPDRT—rIILA VAR L3

B.TCPORT— FJILIEEELUDPORT— F LRAKRE

C. TCPDIPSEEH LK UWUDPD L 1 ¥ —41RE

D.TCPOLAXN—TA VAR 3 EUDPOLAN—44 VAR 3
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Cisco's Enterprise Firewall with‘g?gi?}élgcéfion Awareness uses a flexible and easily understood zone-based model for traffic
inspection, compared to the older interface-based model,

A firewall policy is a type of localized security policy thatallows stateful inspection of TCP, UDP, and ICMP data traffic flows.
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vomart 0 | 100 | J @stablishes a secured data plane
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vEdge sngle pane of glass
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PUT Relrieve or read.

s
C'S::O GET eﬁ;JGCﬁqi“mmm

POST s Create an object.

DELETE Remove an object.
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BTRZSBLTLESVD, BITHIZWANT v CF /34 A TONetconfCLIAFX U 5 2B IL T EREITENTIT M,
logs atfuanfis

audit-disable” 1= C O
netconf-disable

logs ot
————"
|ﬁu‘ o
“.-,;g_:' netconf-disable
logging
disk
audit-disable
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp3867250313

Syslog messages related to AAA authentication and Netconf CLI access and usage _a(_r\e"ﬁléé%cf'in the auth log Figssages files. Each time Cisco vManage logs in to
a Cisco vEdge device to retrieve statistics and status information and to push files @:_ﬂ'!g:"ﬂauter, the router generates AAA and Netconf log messages. So, over time,
these messages can fill the log files. To prevent these messages from filling, ti A& log files, you can disable the logging of AAA and Netconf syslog messages:

Device (config) # system aaa logsvViptela(config-legs) ﬁd_‘:it—disableviptela {config-logs) # netconf-disable
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A. vEdge2000

B. ASR1001

C. CSR 1000v

D. ISR 1101

Eff:D (AU FERKT D)

Reference:
https://www.cisco.com/c/dam/en/us/products/collateral/routers/1000-series-integrated-services-routers-isr/q-and-a-c67-739639.pdf
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policy
comral-policy Routa_Leaking
segusnics 1
match roube
wprellstVPN_TS
prefix-dist _AnylpvdPreficLing
acton acorpt
exportto vpnalist VIPN_S0
seguence 11
match routs
wpn-list VPN_50
prefic-list _AnyipvdPreficList
action accept
export-to vpn-list VPN _T
default-action scoept

| ‘palicy
control-policy Route_Leaking
sequence 1
match route

VPN_T3
prefixdist _AnylpvdPreficList
export-to VPN_S0
sequence 11
match route
VPN_50
prefix-ist _AnylpvdPrefizList
export-to VPN_T3
defaull-sction scoept

policy
control-policy Route_Leaking
sequence 1
match route
VPN_ALL
prefix-list _AnylpvdPrefixList
action accept
export-to VPN_ALL

policy
control-policy Route_Leaking
sequence 1
match route
VPN_50 VPN_73
prefix-list _AnyipvdPrefixList
action accept
export-to VPN_73 VPN_50
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vpn 1

interface ge0/t

nat
1

no shutdown
;ﬁn 0
ip route 0.0.0.000 vpn 1
vpn 1
iﬁhﬁlct gedn
nat

!
no shutdown

;ﬁ-n 0
|P route 0.0.0.0 vpn 1

;{H‘fl:iﬂlﬂl'l
.iﬁm
ne shutdown
vor 1
bmm 000,000 wpn O
A.+7L 3B
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A. vManage

B. WAN Edge

C. vSmart

D. vBond
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A.8

B.6

C.4

D. 2
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A. 2%

B. 37

C.1#

D. 5%

Eff: (EfEZERTLET)
Reference:

https://sdwandocs.cisco.com/Product_Documentation/vManage Help/Release_18.3/Configuration/Templates/VPN_Interface Ethernet
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A. WAN Edge routers

B. vSmart controllers

C. vManage NMS

D. vBond controllers

EfE:C(AAVFERRKT D)

https://sdwan-docs.cisco.com/Product_Documentation/vManage Help/Release_17.1/vManage_NMS_Product_Help
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Data policy influences the flow of data traffic traversing the netwaork
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A.vVSMARTCHGEIRAEZELFT

B. AR RIDEEELET

C. EMLGHBAETERLET

D.WANIT Y OTHMB LU TILBEEEZHERLET

EfR: (EBERTLET)
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A. VPN 1

B. VPN 511

C.VPNO

D. VPN 512

Ef:C (DA LEHEHKT D)

transport network and the transport network itself. The network ports that connect to the underlay network are part of VPN 0, the transport
VPN. Getting connectivity to the Service Provider gateway in the transport network usually involves configuring a static default gateway (most
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A. OSPF

B. RIP

C.BR®

D. i RHEEE

E. EIGRP

IFfE: (EfgZRTLET)

Supported Protocols

This section explains the protocols supported for unicast routing.

« OMP Routing Protocol

« BGP and OSPF_Routing Protocols
« OSBFi3 3

« EIGRP.
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-unicast-routing.html
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A. ASR1000 series

B. ISR4000 series

C. ISR9300 series

D. vEdge-1000 series

E. ASR9000 series

EfE: (EfEZRRLET)

B/ 23

IV =7 HVEdgeDIIBAEDNHEEX FS TN a—T4 VI LTWET  GIAEDENNZRERT S-HDITERSNDS T RIZENRTTM?
A.OY rO—)ILOBEERTE
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A. vEdge# show running-config data policy

B. vSmart# show running-config apply-policy

C. vSmart# show running-config policy

D. vEdge# show policy from-vsmart

EfE:D(QAAV FEHKT D)
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A.vManageRIZ1DD 7 7 4 )L Yk Flar.gzZ2 HF 2D IR TOT NS RAIT1DD T 74 )L

B. vManageFR121> _ vSmartAI(Z12 _ vBond + WAN EdgeCloudFiIZextension.bin® 7 7 1 JLHM D

C. vManagaf1212 _ vSmartA(Z12_ vBond + WAN Edge CloudEI1212 _ Hii5EFtar.gz

D. vManagaRIZ12D 7 7 1 )L HEERF binZHF MDD T R TO T /N1 ZRIT1D2D T 74 )L

Ef#: (EfEZRTLET)

https://software.cisco.com/download/home/286320995/type/286321394/release/20.3.3.1
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A. vEdge 5000v
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B. ASR 1000v

C. CSR 1000v

D. vEdge 100wm

E.vEdge” 577

IFfF: (EffZRTLET)
2. Virtual platforms

* Cloud Services Router(CSR) 1000v running I0S XE SD-WAN Software

IR

* vEdge Cloud Router running Viptela OS et
CIsCO
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Parameter Type Variabletvalue
W Authentication Drop-down local
Order
Local Usetladrmin Device Specific user_admin_passwd
Passwond

Parameter Variable/value

Section Variablefvalue

10.4.48.13

1

Section Variablehyalue

A. A7 3 A
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H—EXBEABROERIZER SN S 0IL, [Monitor]> [Network]> [Select Device]D & DRI TT H,
AL VRARTLAT—2 X

B. ckS LY a—F42y

C.UTILEA L

D. 1Rk

IEfE: (EfFEZRTLEY)

Reference:

+ Using Cisco vManage:

View the service chain path on the Traceroute page (Monitor > Network > spoke-device > Troubleshooting > Connectivity > Trace Route). Enter the
destination IP, VPN, and source interface for the desired path
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policy
policer bursty-traffic
rate 100000
burst 20000
exceed continue

access-list polxcer ﬁnregmffic
5equence éh‘ '

miL urce-ip 56.0.1.0/24
action cept

polifar [bpsdofsf-yratic

default-ac 1on accept

policy
oliceg bursty-traffic

| zndle] fopoooo

¢t 20000
c | ié':o i

access~-list g‘olweﬂ Qmaffic

source-ip 56.0.1.0/24
action accept

policer bursty-traffic
default-action accept




policy
policer bursty-traffic
rate 10
burat 20
exceed remark
access~-list poligég*buraty-traffic
sequence 10
match
asqQrce-ip 56.0.1.0/24
Ipnk. nn'ncrﬂpt
pullanr bursty-traffic
dt}qq;q%ggﬁzun accept

AT arA
B.+7L3vB
C.A#7>a>C
D.+#7<3> D
EfE: (EfEZRRLET)
policy
policer bursty-traffic
rate 1000000

burst 20000
exceed remark

access-list policer-bursty-traffic
sequence 10

match
source-ip 55.0.1.3!24
actidn &ock

pal;?t: u ty-traffic
defauluwaatluﬁ cceant
https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=546
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vBond Orchestrator [Psec key reflection and rekaying

first point of authentication

passes data plane traffic

| .E | L . | |
AN Edge REUEET used to build configuration and policies

vBond Orchestrator I‘ s | ﬂ 13 m\ﬁnqt Controller
AW
vManage - d:Bor{d Orchestrator
vSmart Controlier WAN Edge Router
—
WAN Edge Routes vManage
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A. APIC-EM

B. vSmart

C. vManage

D. vBond

EfE:C(AAVFEHEKT D)

Cisco vManage provides a single- pane-of-glass management to manage all controller components and both enterprise and extended enterprise WAN edge devices.
The comprehensive vManage GUI has dashboard, monitor, configuration, tools, maintenance, administration, and analytics as the top-level menus.
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/optimization-ha/vedge/network-optimization-high-availability-book/high-availability.html
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A. OMP

B.to4vyFJnEY 3=y

C.4y—EXRE

D. TLOC#L3&

IEf: (EfZRTLET)

Features like TLOC extension help to build transport redundancy by using the cross link

between two redundant WAN Edge routers. Network level redundancy is implemented

by multiple geo-redundant data centers.

Eﬁ:ﬁ: 34
IVOZFAWANT Y SIL—2—DOWANY 25 TIMbpsD S T —E V5 L— R EEBRLTWET, CD4 RV EETT BRI ENRTT A,

vpn vpn-id
interface interface-name
shaping-rate 1000000

vpn vpn-id
interface interface-name
shaping-rate 1000

interface interface-name

¥ypnvpn-id
shaping-rate 1000000

interface Interface.name
vpn vpn-id
shaping-rate 1000

A.F+T32C
B.#7>3uB
C.+¥7<a>D
D. A7 3 A
IEfg: (EfZRELET)
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poll interval

1E fiz:

poll interval i i3

erv.
i @ §

|] color

hello interval
| PMTU discovery 6

multiplier

multiplier
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apply-policy! | 1411,
site-list 20-30] < C O
vpn-membership disallow-vpn 1
I
!

policy
lists
site-list 20-30

site-id 20
site-id 30
I

vpn-list VPN 1
vpn 10
vpn 20
I

!
vpn-membership disallow-vpn 1

sequence 10
match
vpn-list VPN 1

!

action reject
!

I

default-action accept




policy
lists
site-list 20-30
site-id 20
site-id 30
!
prefix-list drop-list
ip-prefix 10.200.1.0/24
1 |
!
control-pelicy drop-unwanted-routes
sequence 10
match route
prefix-list drop-list
!
action reject
!
|

default-action accept
C)



apply-policy
site-list 20-30
vpn-membership disallow-vpn1
|
!
policy
lists
site-list 20-30
site-id 20
site-id 30
|
!
vpn-membership disallow-vpn1
sequence 10
match vpn-id 1
action reject

)10t

! cIsco
|

default-action accept




policy
lists
site-list BP-Sites
site-id 10
site-id 20
vpn-list All-BPs
vpn 100
vpn 101
vpn-list Enterprise-BP
vpn 200
control-policy import-BPs-to-Enterprise
sequehca 10
matchroute

vpn-list All-BPs
!

action accept
export-to vpn-list Enterprise-BP
|

|

! !

default-action accept
A. -7 32D
B.#7 3 A
C.x¥7+3a.B
D.#7+3>C
EfR:D (A FEHRET D)
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B—@vManage# v a2 h— FTEEBINTWE TSy FITA—LIFENRTTM?
A. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud

B. ISR4321, ASR1001, Nexus, ENCS

C. ISR4321, ASR1001, ENCS, ISRv

D. ISR4351, ASR1009, vEdge2000, CSR1000v

EfE: (EfEERTLET)
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v k7 —9 EEEIEVedge 5000)L—F —TQoSZHEHLTHEY  FSIUVRAR—FUA U E—T 1 —XATENEENTEILELNHYFET, COBEZERT HICIE, EDOR
) O—RBETRIRTIBLENHYFEITMN?
A. Cloud QoS Service side

B. Cloud QoS

C. Netflow

D. Application

IEfZ: (EffZzRLET)

9. Since the DC routers are vEdge 5000s, select the Cloud QoS checkbox to enable QoS on the

transport side.
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BHOT 223 —D0HIBEED/NFERY FT—ITIE 2y FI— BBEIMEBND FARODEERTHHICAEZFERLETM?
A.vSmart® T—A2 K1) —

B.vSmart®7 71 JL— kR & —

C. vSmart®Q #lfER 1) & —

D. vManage D #l{HIAR 1) & —

EfR: (EfZzRTLET)
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Cisco SD-WAN7 —F T I FxDT—R TL—UTT—R/1\7y FOBEMERIET HEOIEAIN TSI AN ZXLIEENTT D, 2DFRLTEZELY)
A. EE ISR

B. BRI~y & —

C.iIRAE

D. TPMF v 7

E.h7tiLtexa)yT4R40—F

EfR: (EffZzRTLET)

https://sdwan-docs.cisco.com/Product_Documentation/Software Features/Release 18.4/Security/01Security_Overview/Data_Plane_Security Overview
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VPN OTOVBond YV R T LD 55 vBondA—47 X b L—2—MDODNSE KRR M FIEIP7 FLANEREINTWNWBDIEETH IL—T 1 VRGN T ) vy IIPT7 KL
RAEHATHDEFEENTT D,

A. vbond D #

B. dns-name

C. WAN

D. A—AhIJL

IEfR: (EffZzRLET)

B 42
2y b= EEEIL TLOCHEZEITT A-HIZT S5 FCisco IOSXEIL—FD R R4 VB3 —T A RFRELTWVWET, GREFRILEFNLTTLOCE TS VFAD
ADIL—53 —IZHRT DERIEENTT D,
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sdwan
interface g0/0
extended-interface
tloc-extension-gre-from 10.1.1.1

sdwan
interface g0/0
gre-interface
tloc-extension-gre«to 10.1.1.1

sdwan
interface gO/0
tunnel-intérface
tiocextension-gre-to 10.1.1.1

sdwan
interface g0/0
tloc-interface Np—
tloc-extension-are-fram 10 % A4
A+ 7T a3 A
B.#7<3uB
C.x¥7<a>cC
D.# 7+ 3>D
EfR: (EfAxRrLET)

Configure a tunnel interface over which to run TLOC extensions (on I0S XE routers only). TLOC extensions allow you to extend a TLOC, over a GRE tunnel, to another
router in the branch.

Command Hierarchy
sdwan
interface interface-—-nafie
tunnel-interfaca

tloc-extension-gre-to extended-interface-ip-address

B 43

Cisco SD-WAN7 —* 74U F ¥ TIE WANI v S OEELfFITT H,

AWANT Y D= —EF—N—LADBGHTOEDIZ VI EXBETHIA—TAL—2avzaiRBLEY
B. —TibtEn-HBREEREHLT HIEETL—2TY

C.rvy h7—9 bRACEBES L UVHFT HDEFIL FE—LTL—2TY

D. F5 74 v I DEEEELET HDET—2TL—2TY

Eff:D (AU RERKT D)

Cisco WAN Edge routers are responsible for establishing the network fabric and

forwarding traffic. Cisco WAN Edge routers come in multiple forms, virtual and
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TLIAYIRDITIN—THZ#FALT A2V FIT—ODIL—F 4 25T IRRIZ

VAVUNCHBREEERLFEFIMN?
A. app-routerR!) & —

B. vpn-membership7R 1) & —

C. cflowd-template

D. #ll{#AR) o —

IEfF: (EfZRTLET)
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2485

=1

ZE5ZBR)—DMERENET A PR MIBATDE EDLSLGRYS—T TN r—

BrESHBL TS, CiscoSD-WANSR Y FT—J (X TN EDITILA YD1 bARADTEBREINTVWET A ASIN—FKREEASA XS IN—FWANT v O F/NTH
A FELTHERTIVENHDY FT RESNTSLAV SR YA MZIEDWTFTP S 74 v I ZEET BIEEIE . /NTH A FOMPLSTLOCEZEXRT AMENHY T, %Y

FO—OTUOZTIE SLAY SR EMUE L TEER ZMPLSI

A —ikEnt=R)>— 5709 HoKR)—
B. —wmikahtfz7/R) >— kRO
C.O—h5A4RX&nt=R)—_ JL— KR —
D.A—hSA4 XENfzAR o— kY 5 X
IFfR: (EZRTLET)
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THEHIZ EDRY) O —EREFRLETMN?

ITVOZT) T F—LEF EEVLANA V2 —2y FOD 574 v ICMPLSEENMBESND FS T4 v I T VST Y VIR O—Z2E BT IRELAHYES , N
X NVITYTELTOHERT ILEAHYFET, COBRBGZEH-IHBREENTTN?

A)
wolicy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 10
tloc-list Hub _TLOCs
default-action reject

toc-list Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsé#c prefenénce 300

Heam 40 d 4 A ;ralar ;odalis intarsnar ancan ineas Arafaramncs 800

B)
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icy _TE nﬂ"ﬂnﬂﬂﬂﬁ
vpn-list VPN_10
uence 1 =1 C AN
s e CISCO
source-data-prefix-list Source_Prafix
dulinaﬁon-dm-proﬁ:-liﬂ Dut_Prtﬂx
action accept
nat use-vpn 0
nat fallback :
default-action reject
| :
tloc-list Hub_TLOCs

tioc 10.4.4.4 color mpls encap ipsec preference 300
tioc 10.4.4.4 color public-internet encap ipsec preference 600

C)
) '

vprdist VPN_10
~ 1 .
wwncet - C|SCO
source-data-prefix-list Source_Prefix
dtsﬁnaﬂan-dm-puﬂ:-lht I'.‘Iﬂt_Puh O
nﬁmmnlpt L TT-11 :
set 10 J,‘-f':_'—:ﬁ'-"
ven1o || *.
tloc-list I'l.'i'h TLCIE:
default-action Iﬁﬂiﬂ
|
tloc-list Hub_TLOCs

tloe 10.4.4.4 color mpls encap ipsec preference 600
tioc 10.4.4.4 color public-internet encap ipsec preference 300

soum-data-puﬂx-liﬂ Source_Prefix
destination-data-prefix-list Dost_Pnﬁn
action accept

set

vpn 512
tioc-list Hub_TLOCs
defauit-action accept
!
tloc-list Hub_TLOCs

tloc 10444c:olormplimcaplpmpnftrmcom
tloc 10.4.4.4 color puk

A +73UB

B. -7 avA

C.+¥7v3>cC

D.#7>3>D

IEfE: (EfEZRTLET)
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BRZEzZRBLTESY,

(-2) (-2) 150.5.1.0/28
othi Who | Tramsport

vSmart e

10.1.1.0/24 L
Mgmt !
HQ

(3) (-3)
eth0
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vManage

systes
system-ip 10.10.10.101 q-u-: 1# m 19,102

host -name wManage
site-id 1
clock timerone Kurcpe/London timezone hrnplfl.nnlnn

vbond 150.5.1.3 vhnd 150.5.1.)
organization-name Cisco.com organization-name Cisco com
!

vpn 0

interface athld
ip address 150.5.1.1/28 ip sddress 150.5.1.2/29
Ao shut

na ahut
tunnel-Lnterface tunnel-interface
alliow-pervice all

ip routa 0.0.0.0/0 150.5.1.14
L]

Yy

allow-servige all '551'_-. n
ip route §.0.0.0/9 150.5.3. 24
' i

¥ ._-__.I .. :.:.-- d

commit

vBond

system

system-ip 10.10, MIH
host- ;

intarface ged/0

ip address 1%0.5.1 3/28
no shut

tunnel-interface

ancapsulation Lpssc
allow-smrvice all

ip routs 0.0.0.0/0 150.5.1.14
L]

I =7h vManage &vSmart TvBond~DIEHDHEILICHIELAHAHBED S TN a—T 4 0T &T>CVWET EDTI L aVhBEEFBELETM?
A. vBond®vbonda < > K#&vbond150.5.1.30— AL & LTHEEBRLET

B. F5URAR—FDBETIDDIAY FA—F—FRTDILURILAVEI—Tz—REBHLET
C.vBond® k> RJILA VB —T 24 ADTFIZdH Hencapsulationipseca v > KZHIBRLET,

D. vManage#® &K UvSmart®d k> R VB2 —T 24 ATHTILiLFIPseck L THERELET
E#: (EREERLET)

Configure the IP address of Cisco vBond Orchestrapl. Fﬁq q%ld QOrchestrator's | s must be a public IIg address, to allow all Cisco
vEdge devices in the overlay network to reach Cisco i)gaaestrator:
vBond (config-system) ¢vbond ip-addre

In Releases 16.3 and later, the address can be an IPv4 or an IPv6 *
Th

earlier releases, it must be an IPv4 address.A vBond orchestrator is
effectively a vEdge router that performs only the orchestrato e local option designates the device to be Cisco vBond Orchestrator,
not a vEdge router. Cisco vBond Orchestrator must ri

un o Ione virtual machine (VM) or hardware router; it cannot coexist in the same
device as a software or hardware vEdge router.

Eﬁ:ﬁ: 48
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TORYyFIOEDI=ZVIDAVR—T 4 VJIZEER2DDHY—EREENTTAN? 2DF|IRLTLLEZELY)
A.DNS

B. DHCP

C. A—JL

D. SNMP

E. AAA

IFfiR: (EfiZ R LET)
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HEME SRS,

IODZTFIR AMGRHBAED DY TILESLANIATVSIZEMDN DL T GEEGEOUIBO FZ IV a—T 4 00 &7 oCVWET, BEZBIRT 520077 a vk
EnTYEhH, 2DERLTLEZELY)

ABEDTNAZADAY FA—F—[ZHEPHRIVTFTILESEADLET

B. Yy hIJ—YADEHIPEEIBRLET,

C.PNPR—AIILTHMLRAID ETIL)ZAALTLEEN

D.a>bA—F5—RTIUIVTILEE I 7AILERBELET

E.a>hrA—5—0DFy b T—V B ETREMFETLET

IEfi#: (EfiZ R LET)

https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/3813237
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A. T3 A
B.#/7< 3 B
C.A#7<a>cC

Efg:C(2AV LEHKT D)
https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKRST-2091.pdf

Subinterfaces require a physical, parent interface to be defined in VPN 0, and also require the subinterface
MTU to be four bytes lower than the physical interface due to the 802.1q tag. It is recommended to
configure the parent physical interface for an MTU of 1504 to take care of this requirement.

B 51
vManageR!) O — R FIEZERNSHEROELWERICKS Y I 7o REFAYTLET,
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Create groups of intefest y Create the nepwiigk Srutture to which the policy applies
L. e
Confioure traffic rul |Craan®lieste tN3T groun together ralated tems that an enginesr can
Lonhigure ramic rutes. L tall in the match or acvon components of a palicy
- i
Configure topology _ Associate a poboy with sites and VPNs in the overlay network.
Apply poliches o sites SOOWENS. Create the match and achion conditions of a policy
1Efig:
& .
Creste groups of interest Configure topobogy.
-
Canf = tr=fhr ngh - i
o Fo ki, ! 1 k= ! Trtate groups of interest,
- = 5rs =
Configure a‘pm. : . Apply poliches 1o sites and VENS.
Apply policies 1o sites and VPNS. Confipure traffic rules.
Reference:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/data-policies.html

Eﬁiﬁ: 52

MEBWANI Y DT/ ADIDEHERT D-DICFIAZE TR SN BEILENTT H,
A DT ILES

B. OTP

C. VAT LIP

D. >¥—<ID

FfE:A (A LEERT D)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-certificates.html
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IO TH EHDOWANEdge T /N1 R&EHEZA =Y A4 F EOE—DOWANEdgeT /N1 ADIPVATL 74 v ADT—RR)—%EELTWET R —BEODsF—F%F
FALT, ORIV —ZEDLSITEMLETH,

A.vSmarta> FA—5—T [RY—OBREEZERL [A—HAFZAXEINzR) -2 TZ28RLEFST R —DEMEI ) v Y LET

B.vBondA—4 X FL—2—RA, [R) —DOBREEZERL A—HFA XEIN=RYO—F2TEBRLFET , RYUS—DEMEI VI LET

C.vManageNMSH  [R!) >—DEBREEZE IR L [—mibkSnf=AR) =12 TE#ERL T [RU—DEMZEV )Y I LET

D. vManage NMS T [configure * policy]lBIE &R L [A—H 54 XEhf=/R1) >—]2 TZFEIRL T [addpolicyl&V U v LET,

IFfE: (EfgZRTLET)
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B f: 54

WANZI v D )L—5 —IE IPsec b U RIVDEREFFICT 74 I FUSNADA Tty MEZFERT S5ELSICUDPR— ATty FEFERT AL SICFETHERSINET A 7 REH
LFEfIcemn?

A. 0-19

B. 0-18

C.1-18

D. 1-19

EfE: A(QA U REHEKRT D)

B 55
RISRT LT, T L= 7I1F125BpsD L— k £8000E Y FDIN—R FL—rTRY VT ERELET,
5 c‘y
policer p1
rate
burst
exceed drop
! o)t
access-list acl1 cISCO
sequence 1
match
source-ip 2.2.0.0/16
destination-ip 10.1.1.0/24 100@@

destination-port 20 30 &
protocol 6 17 23 {\

N\ <&
!actiona \
thﬂ

i:lefa:ilgg'ﬂon drop
vpn 1 b

pn
interface ge0/4
description Policy ID: B413:A88D:76G7::4
ip address 10.20.24.15/24
no shutdown
access-list acl1 out
!
EDBENIDBERYERZETLEITMN?
A. L— FIZ1000%4#R L /A —R IZ64000% R LET
B. L— MIZ125% 4/ L /N\—X FIZ8000% M LET
C. L— k2125 /A—X FIZ10004 B FELET,
D. L— FIZ1000% B E L /A—X FZ1000%BFELET
IFfg: (EMZRTLETD)



https://www.jpnshiken.com/q/33806-2715275/
https://www.jpnshiken.com/q/33806-2715276/

EFDT 56
BA#EERAMASABDELWW T T L— RIS 7oRFOYTLET,

VPN 512 reuting pokoy

O

&

=N

management VPN

service VPN

system information

VPN 512

route-map
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WANI v SFNA ZDEDIAT Y KA OMPEA L TvSmanthh 53 B L1277 T Y v I ISHET 2 BICHET 2ERERTLETH?
A.ompty i arERE

B.ompE7 # &R

C.omp/L— L E R

D. omp tlocs & &R~

IEfE: (EffZRELET)
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v b= EEEE 04— 3 2406141498(2 % 5 WAN Edge5000)L—2 —D b SV AR— MUl b RIUDERELIZ T T4 v IICQoSRT7Va—) VIR O—%4E
BLTLES, OO TNA A THERT ZLENHDIT Y FIFENTT D,

A. cloud-qos

B. mis qos
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C. cloud-mis qos
D. service qos

IEfE: (EfgZRTLET)
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Cisco SD-WANT (&, SD-WANT/ A XEDFIEERKICED TO FaLSMERSNETH?
A.DTLS

B. OMP

C.BGP

D. OSPF

Ff:B(O AV LEHERT D)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/vedge/security-book/security-overview.html
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IVCZ7IF, COEBOEBEIMOBEKFEDBZEIC. TRTOHTTP S 74 v IN™NRTY v o4 03—y FRBZFEFRATIVENHZY A4 FTEREKRY O—%ERT S
DELHYFET, ZNLUNDIFEEE MPLSEFERT 2BENHY ET, COBRFR/-ITHERY « F—FIXEATTH,

A. FARACOER>Y A FEVPNADRY O—DiER

B. VPNA UN—2y THEERT 5>H 4 FEVPNIZKRY O—%ERAT %

C.REDTITIVr—a FERIETLN—TEERTE>03 T4 v T—32 KT 5> A LEVPNIZKRY O—%#AT %

D. 77— a EIXBALDOHZ2TIN—TE#ERT D> T4 v I IL—ILEERT 5> 4 FEVPNIZKRY O—%ERAT 5

IFfi#: (EfiZ R LET)

B R: 61

TORARA Y FHPOERA v FR—MIEHKEINTWEEE BAEYLTOEHE—FEHME—FZERTHARIATTA?
ATNAANZERETHACEZRHELET

B. 7—TIDADDRTIRTHAEREINFET

C.N\T—HRYSVITINREBFICEMICGEYET

D. 7V ERARA UV MIFTIHILFLRILAERENFET

EfR: (EEERRLET)

Use the auto seﬁing on any PoE port. The auto mode is the default set{ing.

https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/configuration_guide/b_consolidated_config_guide_3850_chapter_011010.html
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Cisco Umbrella') VIILIADIA T )Pz F TAFXFOADDNSERIZHITT Y A—F HRBIEENTTHM?
A. FAAL EO—HI)LTE|ZER[EETT,

B. F AL VIEIHFEELEEA,

C. FALUIFTL—YRMIRTRENET,

D. FAAIETAY I YR FENTWVET,

Eff:C(AAV bERKT D)

B 63

Cisco SD-WANA—/N\—L A 2y kD= HDTNA ATILFFY AR —T 4 T ZBNTBHIZEESTNIELNTTM?

A WANI YD I)IL—2—[F OMPZAMHLTVvSmartay hO—5—ADIIILFF v A S —ERXIL—FEFHEL _OMPIX IGMP VIE=(FV2IZEDWT EBERIN=TILFFr X
FIL—TDEME TOPIMSIA v E—THRESNIZY—XEIEPIM-RPIZEE L FT,

B.vSmarta > FO—5—(X OMPZNMLTWANI Y UIL—F —~ADIIILF X ¥R H—ERIL—FZBRABLET, RIZ,_OMPIX IGMP VIE = (ZV2 T —RIZAN b F=FER
SNFEILFEXYRNITL—TDSME, TOPIMSMA v E—DTIRESINIZY —REIEPIM-RPIZERE LE T,

C.vSmarta > hA—F5—[ZOMPZN L TWANI Y VIL—F—~ADTIILFF v X Y —ERX/)L— L ZFEL OMPIESM &EIXIGMP v2F = (FV3ICE DK EREINF=TILF
FYRMTIL—TETDOPIMBSMA v E—P THEESINTZY —RFEIEPIM-RPIZERE L EFT)

D.WANIT Y O )L—F—[X OMPZALTvSmartay FA—F5—~ADIIILFF ¥ A Y —ERIL—FZRABLET, RIZ, TTOPIMSIMA v E—UTHRESATWNS LS

(2 iIGMPV2E = EIV3IZEDWTEREIN=TILFXI VYA M TIL—TDSMEFZETE-IFIPIM-RPIZERELFT,

Efg: (EfEERELET)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-multicast-routing.html
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TLI24 VI RDIIN—TE#FERALTRY FTI—VRDIIL—T 4 VJICEEEEZ LR O—PNERENFET YA FIRXMIBERTSE EQKSIGR)O—F7T) r—
DAVKhNIOBERZEERLEIN?

A.VPNA U IN—2y TR —

B. Hll{E#IAR ) o —

C. cflowd-template

D. 7Y IIL— kKR I—

IEf#: (EffZzRLET)

Control policy, which is similar to standard routing policy, operates on routes and routing information in the control plane of the overlay network. Centralized control

policy, which is provisioned on the Cisco vSmart Controller, is the Cisco SD-WAN technique for customizing network-wide routing decisions that determine or
influence routing paths through the overlay network. Local control policy, which is provisioned on a Cisco vEdge device, allows customization of routing decisions
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KVM% 4} L =CiscoSD-WANZ >~ k O—5—MDEA [ EHRedHatEnterprise LinuxA X L—TF 4 VI S AT LADR/NEH(FRITTH?
A. RHEL 6.5

B. RHEL4.4

C. RHEL7.5

D. RHEL 6.7

Ef:D(QAAV FEHKT D)
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Cisco SD-WAND EERkIE, TNA REBIBTHEZICT7AIILOSHABZFHE LT RENDEBEZHEDRL, T 7M1 ILHBEED, FHL EBEELH LN THINT ILELH Y
FI . BEBERIEEL UTILEIALDESI D49 I RWMERTL BENMRESINZEZICTI—bEERLEZVWEEZEZTOWET,, EHZMET=92DDCiscoSD-WANY 1) 21—
aviEEnTyhs, 2OERLTLCEEL,)
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we change the PLP from low to high (configured by the policer exceed remark command)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/qos/vEdge-20-x/qos-book/forwarding-qos.html
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-chaining.html
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vSmart controller - This software-based component is responsible for thewg&ntralized control plane of the SD-WAN network. It

maintains a secure connection to each WAN Edge router and distributes routes and policy information via the Overlay Management
Protocol (OMP), acting as a route reflector. It also orchestratesithe secure data plane connectivity between the WAN Edge routers
by reflecting crypto key information originating from WANWEdge routers, allowing for a very scalable’ IKE-less architecture.
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The pre-requisites inclide verifying you meet the AWS prerequisites, including the necessaty AWS credentials and subseriptions to the
Amazon Maghinedmage-tAMI) instances for Cisco SD-WAN Edge routers (Cisco GSRg1 000v virtual routers or Cisco vEdge Cloud); verifying
you have available tokens/licenses for at least two additional Cisco SDWAN\Edge Routers within Cisco vManage; and configuring and
deploying device templates for the Cisco SD-WAN Edge routersithat'will e used within the transit VPCs

Note that the creation of the customer host VPCs, showiasig the figure above, is outside the scope of this document. It is assumed that one or

more customer host VPCs have already beengféated
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_laaS_AWS_Version2.html
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https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=242
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The Application Firewall inspects and blocks traffic based on applications or application-family. This application-aware firewall feature provides the following benefits:

« Application visibility and granular control
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/service-chaining.html
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Cisco vSmart Controller

The Cisco vSmart Controller oversees the control plane of the Cisco SD-WAN overlay network, establishing, adjusting, and maintaining the connections that form the
Cisco SD-WAN fabric.
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Cisco SD-WAN Cloud OnRamp for laaS, "Cloud OnRamp” for short, is a Cisco SD-WAN feature that automates provisioning of a

Cisco SD-WAN virtual appliance routers (gither vEdge Cloud or CSR (Cloud Services Router)) in the AWS cloud, after providing
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