Cisco.300-415J.v2021-08-17.q41

HEEo—F - 300-415J

HERB A Implementing Cisco SD-WAN Solutions (300-4158 A&z&hR)
REERNHF—: Cisco

EAEEDR 41

N—3 0 v2021-08-17

/\—yd)ﬂﬁﬁha . 581

EBEEORES 4970
https://www. |pnsh|ken com/shiken/Cisco0.300-415J.v2021-08-17.941.html

Eﬁ:ﬁ: 1
957 RR—ZXMDCisco SD-WANO Y FA—F B AT 2200 F|RIFATTHN? 2DFIRLT
<fZ&Ly,)

AY—ERELTDA VISR VTV
B.T—42®0O—mitENf-RAIDX L—2
C.SLADEE

D. S EREREER ) o —
E.&§dEBELUT—2TL—
IEfR: (EffzRnLET)

B 2

Cisco ISR 4451 SD-WANT /N X THR— b I VEdgeTIEHR—kShTWWEWA UHFRY
DADEX )T 1 BEREK

A.iPsec/ GREYZ S 7o+

B. 77— 3 /DI A—TS53AXT7AT 04—

C. Cloud Expresst—E X

D. )/\—X7Ox>

IEfE: (EfEZERTLET)

Eﬁ:ﬁ: 3

AWS% 5 FTI&, Cisco SD-WANTWANI v D IL—4—%BEMICTOED a =259 5%k
FENTTH,

AVZ9FT7T)

B. Cloud OnRamp

C. vAnalytics

D. *y bI—UTHAF—

EfR: (EffZzRTLET)

SRV

Cisco SD-WAN Cloud OnRamp for laaS, "Cloud OnRamp” for short, is a Cisco SD-WAN feature that automates provisioning of a
Cisco SD-WAN virtual appliance routers (either vEdge Cloud or CSR (Cloud Services Router)) in the AWS cloud, after providing
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A. vSmart# show running-config apply-policy

B. vEdge# show policy from-vsmart

C. vSmart# show running-config policy

D. vEdge# show running-config data policy
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An application-aware routing policy matches applications with an SLA, that is, with the data plane tunnel performance characteristics that are necessary to transmit the
applications' data traffic. The primary purpose of application-aware routing policy is to optimize the path for data traffic being transmitted by Cisco SD-WAN devices.

An application-aware routing policy is a type of centralized data policy:
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TCP Optimization

The Cisco SD-WAN TCP Optimization feature uses TCP Selective Acknowledgement
(SACK) to prevent unnecessary retransmissions and large initial TCP window sizes in
order to maximize throughput and achieve a better quality of experience.
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A. vManage

B. vBond

C. vSmart

D. WAN Edge
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/sdwan-cr-
book_chapter_0100.html
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Another device, called the vBond orchestrator. automatically authenticates all other Cisco vEdge
devices when they join the SEN overlay network.
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omp
s
advertisement-interval B0
holdtime 180
gracetul-restart-timer 43200

advertiserment-imtensal 1
holdtime 180
gracefulrestari-timer 43200

omg
Ty
advartisement-intersal 1
hoidtime 180
graceful-restart-timer 720

Advedti dement-ntereal B0
heldeime 80
gracetul-restart-timer 720
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https://www.cisco.com/c/en/us/products/collateral/routers/5400-enterprise-network-compute-
system/datasheet-c78-738512.html
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TLOC routes are the logical tunnel termination points on the vEdge routers that connect into a
transport network. A TLOC route is uniquely identified and represented by a three-tuple,
consisting of system IP address, link color, and encapsulation (Generic Routing Encapsulation
[GRE] or IPSec). In addition to system IP address, color, and encapsulation, TLOC routes also
carry attributes such as TLOC private and public IP addresses, carrier, preference, site ID, tag,
and weight. For a TLOC to be considered in an active state on a particular vEdge, an active BFD
session must be associated with that vEdge TLOC.
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-
Design-20180CT.pdf
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage How-Tos/vmanage-howto-
book/m-troubleshooting.html
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Control policy, which is similar to standard routing policy, operates on routes and routing information in the control plane of the overlay network. Centralized control

policy, which is provisioned on the Cisco vSmart Controller, is the Cisco SD-WAN technique for customizing network-wide routing decisions that determine or
influence routing paths through the overlay network. Local control policy, which is provisioned on a Cisco vEdge device, allows customization of routing decisions
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Track Prefix List—Track both the OMP sesslon and a list of remote prefixes.wi th Is dfined in a prefix list configured on the
local router. If the master VRRP router loses all Its OMP segsions, VRRR failewer 8Ccurs as described for the Track OMP option.

In addition, if reachability to one of the prefixesin t eqldsﬁl s i sﬁ!iP'l‘allllmr occurs immediately, without waiting for the
OMP hold timer to expire, thus minipizi'% the ai wuntiofloverlay traffic is dropped while the vEdge routers determine the
VRRP master. 1 el
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= Source zone—A grouping of VPNs where the data traffic flows originate. Traffic Flow Monktodng with C

= Destination zone—A grouping of VPNs where the data traffic flows terminate. A VP Vhe'part of only one zane

= Zone-based firewall policy—A data policy, similar to a localized data policy, that déf he conditions that the data
traffic flow from the source zone must match to allow the flow to continu gtination zone. Zone-based firewalls can match IP prefixes, IP ports, and the
protocols TCP, UDP, and ICMP. Matching flows can be accepted or drnpﬁ% e packet headers can be logged. Nonmatching flows are dropped by default.

= Zone pair—A container that associates a source zone with a destinv and that apglpi quf#tp;ed firewall policy to the traffic that flows between the two
zones.
[N CISCO
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vpn 0

interface ge0/0

ip address 10.1.15.15/24
tunnel-interface

color jte

aliowservice dhcp
allow-service dns
allow-service-icmp

no allow-service sshd
no allow-service ntp

no allow-service stun
!
no shutdown
shaping-rate
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-
cmd.html#wp4217152133
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The Application Firewall inspects and blocks traffic based on applications or application-family. This application-aware firewall feature provides the following benefits:

« Application visibility and granular control
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C. ISR4000 series

D. ISR9300 series

E. vEdge-1000 series
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https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-
connections.html
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A. serial and chassis numbers
B. public DNS entry

C. interface IP address

D. system IP address

IEfE: (EfgZRTLET)

Eﬁ:ﬁ: 37
TLIAVIRADITN—TE#FERALT XY IV DI—T 4 VI NRIZEEEZEZ DK
D—MERENFET HA FURMIBERTDE EDKSIBRY =TTV r— 300820
BEZERLEFIMN?

A. HEIRY —

B. app-route/R 1) & —

C. vpn-membership7R 1) & —

D. cflowd-template

IFfE: (EMEZRTLED)



https://www.jpnshiken.com/q/9451-1025600/
https://www.jpnshiken.com/q/9451-1025601/
https://www.jpnshiken.com/q/9451-1025602/
https://www.jpnshiken.com/q/9451-1025603/

B 38

WANI v D)L—% —TSNMPVIEEREEH T S L ZICA—HF—2RET 57TV XLIFEN
TYH, 2OERLTLLESY,)

A. AES-256

B. SHA-1

C. AES-128

D. MDS

E. SHA-2

EEfE:DE(Q AL LZHEKT D)
Configure SNMPv3

To configure SNMPv3, in SNMP Version, click V3. For SNMPv3, you can configure groups, users, and trap information. Configure groups and trap information as described
o o o o o

above.

To confgure SNMPv3 users, in the User section, click Add New User and enter the following parameters
Parameter Name Description

User Enter.a nameof the SNMP user. It can be 1 to 32 alphanumeric characters
Authentication Prot@cal Sefect the authentication mechanism for the user:

® MD5—Use message digest 5.

e SHA—Use SHA-2 message digest.

BfE: 39
HKER—FABHINTOGRWMES 32 FA—5—iEAED T TvBondIZEA SN HR— &
ENTIHN?
A. 12345
B. 12347
C. 12346
D. 12344
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vSmart and vManage are normally installed behind NAT device, so port hopping is not needed. vBond always uses to other
Viptela devices using port 12346 and they never use port hopping.
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Create groups of interest. L Create the agtwork structuré ml-L- ich the poiscy applies.
F W W _W_
Confi traffic rub Create sts that group together related tems that an engneer can
BT e DHIC tall in the match or action components of a policy.
Configure topology. Associate a policy with sites and VPNs in the overlay network,
Apply policies 1o sites and VNS, Create the match and action conditions of a policy.
1E fi#:
Craate groups of interest. Chnfigure topology.
Configure traffic rufes. Create groups of interest. \
Confiours topelogy n Apply policies o sites and VPNS.
I‘_ :
Apply policies o sites Mg VNS ~ Configurs traffic rules.
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