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vSmart and vManage are normally installed behind NAT device, so port hopping is not needed. vBond always uses to other
Viptela devices using port 12346 and they never use port hopping.
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Cisco's Enterprise Firewall with Application Awareness uses a flexible andgasily understood zone-based model for traffic

inspection, compared to the older interface-based modglg

A firewall policy is a type of localized séturity poliey that allows stateful inspection of TCP, UDP, and ICMP data traffic flows.
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TCP Optimization

The Cisco SD-WAN TCP Optimization feature uses TCP Selective Acknowledgement
(SACK) to prevent unnecessary retransmissions and large initial TCP window sizes in
order to maximize throughput and achieve:a hétteér duality of experience.
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placed in staging state before deployment. During staging state, WAN Edge devices can only establish secure control
connections with the SD-WAN controllers. No data plane connections are created. Hence, the vSmart controller establishes a
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Explanation:

A TLOC, or Transport Location, is the attachment point where a WAN Edge router connects to the WAN transport network. A TLOC is
uniquely identified and represented by a three-tuple, consisting of system IP address, link color, and encapsulation (Generic Routing
Encapsulation [GRE] or IPsec).
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transport network and the transport network itself. The network ports that connect to the underlay network are part of VPN 0, the transport

VPN. Getting connectivity to the Service Provider gateway in the transport network usually involves configuring a static default gateway (most
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vbond dtis [4] 0 1.3.25.25 12346 11326026 123486 goid connect 0
vbond  dtls 0 0 132525 012346 M.3.25.25 12346 silver connect 0
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https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.3/Configuration/Devices
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TCP optimization fine-tunes the processing of TCP data traffic to decrease round-trip latency and improve throughput.

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-2.pdf#page=530
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+ VPN 0is the transport VPN. It carries control traffic over secur@&DWS or TLS connections between vSmart controllers and
vEdge routers, and between vSmart controllers and vBgng GrGhestrators. Initially, VPN 0 contains all a device's interfaces
except for the management interface, and all the intefg@¥s=are disabled. For the control plane to establish itself so that
the overlay network can function, you must confighyg®a\WN transport interfaces in VPN 0.
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You can access the viManage NMS from VPN 0 (the WAN transport VPN) and from VPN 512 (the management VPN).
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https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/3813237
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An application-aware routing policy matches applications with an SLA, that is, with the data plane tunnel performance characteristics that are necessary to transmit the
applications' data traffic. The primary purpose of application-aware routing policy is to optimize the path for data traffic being transmitted by Cisco SD-WAN devices.

An application-aware routing policy is a type of centralized data policy: 1
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If you configure the same overlay AS number on multiple vEdge routers in the overlay network, all these routers are considered to be part of the same AS, and as a
result, they do not forward any routes that contain the overlay AS number. This mechanism is an additional technique for preventing BGP routing loops in the network.
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vSmart controllers are the centralized brain of the solution; they implement policies and connectivity between SD-WAN branches. The centralized policy engine in Cisco vSmart controllers provides policy
constructs to manipulate routing information, access control, segmentation, extranets, and service chaining.
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https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco _Cloud _onRamp for laaS_AWS Version2.html# Toc54023359
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