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Data policy influences the flow of data traffic traversing the network
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Cisco vManage provides a single-pane-of-glass management to manage all controller components and both enterprise and extended enterprise WAN edge devices.
The comprehensive vManage GUI has dashboard, monitor, configuration, tools, maintenance, administration, and analytics as the top-level menus.
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If you configure the same overlay AS number on multiple vEdge routers in the overlay network, all these routers are considered to be part of the same AS, and as a
result, they do not forward any routes that contain the overlay AS number. This mechanism is an additional technique for preventing BGP routing loops in the network.
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Explanation

DTLS or TLS

provides communication privacy between Cisco SD-WAN devices in the network,
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* VPN 0 is the transport VPN. It carries control tr'afﬂt_.oge_r._secure DTLS or TLS connections between vSmart controllers and
vEdge routers, and between vSmart controllers and vBangd @rchestrators. Initially, VPN 0 contains all a device's interfaces

except for the management interface, and all the interfatg€s-are disabled. For the control plane to establish itself so that
the overlay network can function, you must configice WAN transport interfaces in VPN 0.
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Explanation

TCP optimization fine-tunes the processing of TCP data traffic to decrease round-trip latency and improve throughput.

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-2.pdf#page=530
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Explanation
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docs.cisco.com/Product_Documentation/vManage Help/Release_17.1/vManage NMS_Product H
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vSmart controllers are the centralized brain of the solution; they implement policies and connectivity between SD-WAN branches. The centralized policy engine in Cisco vSmart controllers provides policy
constructs to manipulate routing information, access control, segmentation, extranets, and service chaining.
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Explanation
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/sdwan-cr-
book _chapter_0100.ht
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A TLOC, or Transport Location, is the attachment point where a WAN Edge router connects to the WAN transport network. A TLOC is
uniquely identified and represented by a three-tuple, consisting of system IP address, link color, and encapsulation (Generic Routing
Encapsulation [GRE] or IPsec)
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The Application Firewall inspects and blocks traffic based on applications or application-family. This application-aware firewall feature provides the following benefits:

« Application visibility and granular control
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An application-aware routing policy matches applications with an SLA, that is, with the data plane tunnel performance characteristics that are necessary to transmit the
applications' data traffic. The primary purpose of application-aware routing policy is to optimize the path for data traffic being transmitted by Cisco SD-WAN devices.

An application-aware routing policy is a type of centralized data policy:
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