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The “Certiflcate Store’ 13 empty in the reglstry, using default sfpre name "MY".

The "Certificate Selection (riteria’ was not specified, counting flmber of cartificages present in "MY" of 'Local Computer” store.
The "MY" of "Local Computer® store has 4 certificate(s).<USinglcuftomiseldction Eriterill based on the machine name.
Machine name is “server FQDN".

There are no certificate(s) that seet the criteria.

Perforaing machine FQDN to SAN2 search,

Certificate doesn’t have 54M1 extension.

Certificate doesn’t have SAN2 extension.

Certificate doesn't have SANZ extenslon,

Checking if certificate issued to "server FQON' is valid for ConfigMgrausage’

CryptVerifyCertificateSignatureEx returned error OxBDE9000G6.

Certificate doesn’t have “550 Client Authentication™ capabdIities:

The certificate issued to ‘pocpasacm@].pasapoc.paslib.locdl” "is "not valid for ConfigMgr usage.

Found a certificate with subject name as  SErvVer FQ(H‘. but will continue to look for the certificate with subject name as server
FODN" ,

Using custom selection criteria based ohthe machine NetBIDS name.

Machine name iz “server NetBIOS name™.

There are no certificate(s) that meet the criteria.

Call to HttpSendReguestSync falled for port 443 with an error code.

Http test request failed, error code is -2147467259.

Successfully perforsed Managesent Polnt avallablility check against local computer,
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Symmetric encryption is a type of encryption that uses the same key to encrypt and decrypt data. Asymmetric encryption is a type of encryption that uses a pair of
keys: a public key and a private key. The public key can be used to encrypt data, but only the private key can decrypt it, and vice versa. An advantage of
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symmetric encryption over asymmetric encryption is that it is faster and more efficient for encrypting large amounts of data, such as in sessions or bulk transfers.
Asymmetric encryption is slower and more computationally intensive, but it is more secure and suitable for key exchange or digital signatures. References := Cisco
Cybersecurity Operations Fundamentals, Module 2: Security Monitoring, Lesson 2.3: Cryptography and PKI,
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Personally Identifiable Information (PIl) refers to any data that can be used to identify a specific individual.

Safeguarding Pll is critical to protect individuals' privacy and prevent identity theft. A driver's license number (B) is considered Pl because it is unique to an
individual and can be used to confirm their identity.
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Other examples of Pll include social security numbers, passport numbers, and financial account numbers. It is important to protect such information from
unauthorized access to maintain personal privacy and security.
Identifying and Safeguarding Personally Identifiable Information (PI1)2.
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The IPv4 protocol header contains various fields that provide essential information for routing and delivery of packets across an IP network. Two key pieces of
information collected from the IPv4 header are the source |IP address and the destination IP address of the packet. These addresses are crucial for identifying
where a packet is coming from and where it is intended to go12.

References := The structure and fields of the IPv4 header, including the source and destination IP addresses, are explained in detail in networking resources and
documentation, such as the ComputerNetworkingNotes tutorial on IPv4 Header Structure1, and the Engineering LibreTexts on the IPv4 Header2.
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The 5-tuple approach consists of protocol, source IP address, source port number, destination IP address, and destination port number to uniquely identify
sessions between endpoints on a network. References := Cisco Cybersecurity Source Documents Reference:https://blogs.cisco.com/security/the-dreaded-5-tuple
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A phishing attack often involves sending emails that appear to be from reputable sources with the goal of inducing individuals to reveal personal information, such
as passwords and credit card numbers. In this case, the email with the subject "price deduction" containing a malicious attachment is designed to trick the
recipient into opening the attachment, which can then execute harmful software on their device
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SIEM (Security Information and Event Management) systems are designed to collect, correlate, and analyze security event data from various sources to provide
insights into potential security issues. They raise alerts when detecting suspicious activities. SOAR (Security Orchestration, Automation, and Response) systems,
on the other hand, focus on automating and orchestrating incident response processes. They automate investigation path workflows and reduce the time spent on
alerts by executing predefined actions and workflows in response to security events or incidents. References: The differences between SIEM and SOAR are
highlighted in various cybersecurity resources, including those provided by Palo Alto Networks and Exabeam, which explain that while SIEM primarily focuses on
collecting and analyzing security event data, SOAR extends these capabilities through automation, orchestration, and predefined incident response playbooks
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443/tcp closed https

'nap done: 1. IP address (1 host up) scanned in 0.19 seconds

Ps C:\Program Files (x86)\Nmap> nmap --top-ports 10 172.31.45.240

starting Nmap 7.80 ( https://nmap.orqg ) at 2019-11-22 22:05 Coordinated Universal Time
'nap scan report for 1p-172-31-45-240.us-west-2.compute.internal (172.31.45.240)

Host is up (0.00s latency).

PORT STATE SERVICE
2h/tEp pclosed fitp
22/t€p " clwseéd ssh
29/tep “cTosed Eelnet
25/tcp closed smtp
804tcp Glosedy hitp
110/tep ‘elosed pop3

139/ tc pmop eh ethVos - s8N
443/tcp closed https
445/tcp open microsoft-ds
3389/tcp open ms-wbt-seérver

'map done: 1 IP address (1 host up) scanned in 0.19 seconds PS
C:\Program Files (x86)\Nmap>
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What Are Ports 139 And 4457 SMB has always been a network file sharing protocol. As such, SMB requires network ports on a computer or server to enable
communication to other systems. SMB uses either IP port

139 or 445. Port 139 - SMB originally ran on top of NetBIOS using port 139. NetBIOS is an older transport layer that allows Windows computers to talk to each
other on the same network. Port 445 - Later versions of SMB (after Windows 2000) began to use port 445 on top of a TCP stack. Using TCP allows SMB to work

over the internet. https://www.varonis.com/blog/smb-port SMB Ports 139 and 445 are open Email Ports 25 and 110 are closed Therefore "D. Email Ports are
closed on the Server."
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The principle of least privilege states that users and processes should be granted only the minimum permissions necessary to perform their specific role or
function within an organization. This reduces the attack surface and limits the potential damage of a compromised account or process. References:
Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) v1.0, Module 1: Security Concepts, Lesson 1.2: Security Principles Cisco Certified
CyberOps Associate Overview, Exam Topics, 1.1 Explain the CIA triad
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According to NIST SP800-61, the incident response phase called "Containment, Eradication, and Recovery" involves containing the incident, eradicating the
threat, and recovering from the incident2. In the scenario described, the engineer worked on containing the DDoS attack by identifying the attacker and the
technique used, which is part of the containment process. The recommendation to implement Blackhole filtering is part of the eradication process, where
measures are taken to prevent the attack from happening again. Finally, restoring the server is part of the recovery process, where normal operations are
resumed. Therefore, the engineer finished work during the "Containment, Eradication, and Recovery" phase. References: NIST SP800-

61 Computer Security Incident Handling Guide2.
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The virtual address space for a Windows process is the set of virtual memory addresses that can be used by the process. Each process has its own virtual
address space that is isolated from other processes. The virtual address space is divided into regions that have different attributes, such as read-only, read-write,
execute, and so on. The virtual address space is mapped to the physical memory by the operating system using a data structure called a page table. References:
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Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) v1.0, Module 4: Host-Based Analysis, Lesson 4.1: Windows Operating System Virtual
Address Space
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When analyzing Wireshark traffic for potential attacks, an engineer should look for patterns that indicate abnormal behavior, such as:

Excessive Requests: A high number of requests over a short period could suggest an attempt to overwhelm the server, known as an HTTP flood.

Status Codes: Repeated 403 Forbidden responses may indicate that the server is rejecting requests due to a security rule being triggered.

Request Types: A mix of GET and POST requests could be used in various attack scenarios, including bandwidth flooding or cache bypassing.
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The image shows a piece of code within a bordered rectangular area.

It is a string of HTML code that appears to be an example of an attack, specifically "<IMG SRC=j%

41vascript:alert(‘attack’)>".

The code suggests an attempt to execute JavaScript within an image source attribute, indicative of a cross-site scripting attack.
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An incident response plan is a document that defines the roles and responsibilities, procedures, and processes for detecting, analyzing, containing, eradicating,

recovering, and learning from security incidents. The purpose of an incident response plan is to minimize the impact of incidents on the organization's assets,

operations, and reputation, and to restore normal operations as quickly as possible. An incident response plan is not the same as a security management plan, a

disaster recovery plan, or a backup and archiving plan, although they may be related or complementary. References := Understanding Cisco Cybersecurity
Operations Fundamentals (CBROPS) - Cisco, page 92; NIST SP 800-61 Rev. 2, Computer Security Incident Handling Guide, page 2-3
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The regex [a#z]+ matches one or more lowercase letters from a to z. The plus sign (+) indicates that the preceding character set [a#z] can appear one or more
times, thus matching strings of only lowercase letters1.
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References := This explanation is consistent with standard regex syntax as described in various programming and scripting languages documentation
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A: Stateful inspection tracks the state of network connections, such as TCP streams, to determine if a packet is part of an established connection.

B: Deep packet inspection examines the data part (payload) of a packet and can identify, block, or reroute packets with specific types of malware. Stateful
inspection does not inspect the payload for malware.
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13:82:21 sshd[2346): Connection closed by 16.10_10 [preauch]
13:82:3 sshd([234€): PAM 2 more authe ca lu:Ql. 1 suide) tty=sah ruses= chost=l0.10.10.10 user=root

; uid=0 euid=0 tty=ssh ruser= chost=10.10_10.10 user=rcot
' 0 suide() tey=ssh ruser= rhosc=l(0.10.10.10 user=rcot

13:52:21 sshd[2345]: Connection 5 ¥ i .LG
13:82:21 sahd[23459]: FAM | mors thertica J toy=ssh ruser= rhost=10_10.10.10 user=zoot
13:52:34 sshd[2361l]: Failed password for root from 10.10.10.10 pcrt B7€5€ ssh2 o
13:52:24 sshd[2351): Conmection close ip: N 9
11urt fy s thost=l0.10.10.10 wusersccot
13:52:24 ashd(2366]: pam unixisshd:a ntic ilu:t . LG T8 rthost=10.10.10.10 user=rcot
13:582:2€ sshd[2383]: Failed password e E { 5
13:52:2€ sshd[2388): Failed password for root from 10,10.10.10 port §7¢€0 sshil :
13:52:2€ sshd[1365]: Connection closed by 10.10.1G.10 [preauth] :
13:52:2 sshd[21358] . pam unix(sshd:.auth): authentication failure; l---_i
13:62:30 washd(2368): Failed pasaword for root from L10.10.10.10 pore_§ i

13:82:21 sshd[2345]: Failed passygrd 4 4 ha

i3:52:32 sshd[236l]): pam_unix{sshd:asuth): a hnnnxc;:ian failure; Iﬁﬂntﬂi' uid=0 suid=0 tecy=ssh ruser= rhoat*l0.10.10.10 wuser=rcot
13:82:24 sshd(2383]: pam unixi{sshd:a

13:52:2€ sshd[2353]: Connection closed by LG LQ 106.10 tp:tauthl

13:52:28 sshd[2357]: pam unix(sshd:auth): authentication failure; logn

13:52:30 sshd(23587]1: Failed password for zoot from 10.10.10.10 peo

13:52:30 sshd[2358]: Connmection closed by 10.10.10.10 lprtlﬁth:
13:52:30 sshd(2357): Connection closed by 10.10.10.10 [presaWld
13:52:32 wsshd{2362]: pam_unixisshd:auth) : authsntication

“logname= uide] suide) ttysssh ruser= rhostsl0.10.10.10 user=root
13:52:32 sshd[23€l]: pam _unixisshd:auth): Iﬂthintlcltlﬂrﬂ logname= uid=0 euid=0 Ttty=ssh ruser= chost=l0.10.10.10 user=root
13:82:34 sshd{23€2]: Failed passwuord for root from Th SO0 port 57668 sshl
13:82:34 wsshd(2361): Failed password for root from LOGAD. X0k 10 port §766€ sah2
13:52:34 s»shd[23§2): Connecticn closed by 10.10. LW P
13:52:34 sshd([23€l]: Connection closed by 10. LG'
13:52:35 sshd([23€8]: pam unix(sshd:auth): aughigs
13:52:3€ wshd{23€7): pam unixisshd:auth): &
13:82:39 sshd[3365]: Failed password fo3
13:52:33 sshd[23€7]: Failed paiiﬂg&ﬂ <
13:52:38 sshd([23€5)]: Connsction cloge
13:52:39 sahd[2367]: Connecticn clos®
13:52:50 sshd[2371]: pam_unix{sshd:au Muthentication failure; logname= uid=0 euid=0 try=ssh ruser= thost=10.10.10.10 user=rootc
13:52:50 sshdi2370): pam unix{sshd:autl): authenticazion failure; logname= unid=) euid=) tty=ssh rusers rhost=10.10.10.10 wuser=rcot
13:52:52 sahd(1372]: Failed pasawvord for root from 10.10.10.10 poart G7€7€ sah2

3:52:582 wsshd[2370]: Failed password for reot from 10.10.10.10 port 67T€74 ashl
13 £2:52 sshd[2370]: Connection closed by 10.10.10.10 [preauth]
13:52:82 s3hd[2372]: Connection closed by 10.10.10.10 ([preauth]
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A. 10.10.10.10 D5 ® Linux ~D JJ)L— b 7+ —RAIKE

B. Windows 10.10.10.10 ™ 5D JJ)L— b 7 —RAKE

C. BEDLinuxA 4 T_10.10.10.10[FEHEHRR FTT

D. WindowsT > RiRA ¥ MR T /SR — K9 5 v x> DoSKE
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ii{p:t:uth]

- £icn failure; lognamas= uided suidel tety=ssh ruser= rhost=l0.10.10.10 usar=root
cation failuce, logname= uided suidel Tety=sash ruser= rhostel0,10.10.10 user=rsot
% tﬁl 10,10.10.10 pors 67670 sshi

=rom LO.10.10.10 port STE7Z sshi

0.10.10._10 [preauth]

40.10.10.10 (preauth]
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preparation create communication guidelines for effective incident handling I

post-incident analysis

containment, eradication, and recovery | | gather indicators of compromise and restore the system

document information to mitigate similar occurrences |

detection and analysis collect data from systems for further investigation

i preparation ] . containment, eradication, and recovery

post-incide detection and analysis

detection and:analysis . | ! post-incident analysis

Explanation:
A close-up of several blue rectangular boxes Description automatically generated
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preparation '
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degeior anc analss

o ;

%" post-ncident analysis

B 27

IVOZTIE BEROEOITHRRLGRY FT—I0 TNRA AN T— 2 ERNETHIRENHYVET IO FRHA—AILRY FT—IO DA R FEREL, ZD
REE/NTY FRZY D4 VJICHRATARENHYEST , YN a2a—2a bS5 74 vV DERGIE—ZERL E2LEERTRETILENNHYVFET, T
VOZTIREDY ) A - a vEFERAIARETLLOIMN?

A. NAT

B.2v7

C. SPANR— k

D. bRy
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A network TAP (Test Access Point) is a hardware device designed to create an exact, full-fidelity copy of network traffic for monitoring and packet analysis. TAPs
operate at the physical layer and replicate all packets-including errors and malformed frames-without dropping traffic.
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This makes TAPs ideal for packet sniffing, intrusion detection, and forensic analysis where accuracy and completeness are critical. TAPs do not rely on switch
resources and do not introduce packet loss during periods of high traffic.

SPAN (mirror) ports can also copy traffic but are dependent on switch processing capacity and may drop packets during congestion, making them unreliable for
full-fidelity capture. NAT modifies traffic, and tunneling encapsulates data rather than copying it.

Cybersecurity operations documentation consistently identifies TAPs as the preferred solution when exact traffic replication is required.

Therefore, the correct answer is tap.
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After a breach has been discovered and the immediate threat has been addressed by identifying and removing the threat's access, the next step according to the
NIST SP 800-61 Incident Handling Guide is to recover from the threat. This involves restoring systems to normal operation, confirming that the systems are
functioning normally, and applying patches or other remediation measures to prevent similar breaches in the future1.

References :=

* Understanding NIST SP 800-61: The Computer Security Incident Handling Guide
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Corroborative evidence is the type of evidence that supports a theory or an assumption that results from initial evidence. It provides additional support to the initial
findings, strengthening the theory or assumption by confirming the same facts or pointing towards the same conclusion with independent pieces of evidence4567.
References := Types of evidence (article) | Lessons | Khan Academy, Evidence: Fundamental Concepts and the Phenomenal Conception, Navigating Scientific
Evidence: Types and Definitions, How Courts Work - American Bar Association
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Vulnerability management is a proactive approach to securing systems by identifying and fixing vulnerabilities before they can be exploited by attackers. It involves
scanning systems for known weaknesses, prioritizing and assessing the risks of those vulnerabilities, and applying patches or other remediation measures to
mitigate them. Vulnerability management helps reduce the attack surface and prevent potential breaches. References := Understanding Cisco Cybersecurity
Operations Fundamentals (CBROPS) - Cisco, page 11.

Reference:https://www.brinqa.com/vulnerability-management-primer-part-2-challenges/
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In digital forensics, hash values are used to verify the integrity of disk images. When a disk image is created, cryptographic hash functions such as MD5 or
SHA-256 are calculated and recorded. These hashes act as a digital fingerprint of the data at the time of acquisition.

An untampered disk image maintains the same hash value throughout the investigation, proving that the data has not been altered. A tampered disk image,
however, will produce a different hash value because even the smallest modification to the data changes the resulting hash. This difference immediately indicates
that the integrity of the evidence has been compromised.

Options A, C, and D are incorrect because encryption, access permissions, and compression do not define whether an image is tampered. Cybersecurity and
forensic documentation consistently emphasizes hash verification as the primary method for validating forensic integrity.

Therefore, the key difference is that a tampered image has a different hash value, making Option B correct.
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During the examination phase of the forensic process, digital forensic investigators use various tools and techniques to extract and analyze information from the
collected data. This phase involves detailed scrutiny of the data to uncover relevant evidence and is critical for the success of the forensic investigation.

The explanation aligns with the standard phases of digital forensics, which include identification, preservation, examination, documentation, and presentation as
outlined in digital forensics literature and guidelines.

Eﬁ:ﬁ: 36
CiscoZeroTrust 7—F T F ¥ (X EOFSRAMDEDY Z30NEELEHICEFILLFET EEZRICFZIvS&FOYy LT YRaDRaAMLEO RS
A RZEFHEBALTL S,


https://www.jpnshiken.com/q/68898-6445244/
https://www.jpnshiken.com/q/68898-6445245/

','_,:":I" NI

c"sf "

minimizing the attack surface while establishing trust based access control for establishing trust of users and devices to
enforcing least privilege access to/from users/devices and including 1oT on the detesmine thedr appication acoess
o e kkoncds relwaeks ik res




| \sersidevices and including IoT q.‘\ g’
rrhwrics |

f
i

establishing trust of users and devices to|
dﬂEmﬂ'ﬂ uuicahnaccris

L
==

minimizing the attack surface while
| enforcing least privilege socess toffTom
o v ks

| minimizing the attack surface while
| enforcing lsast privilege access toffrom
s v ikocts

'es!abllmh'-q trust based access control for] || establishing trust of users and devices to

L———m‘

| wsersidevices and including 1oT on the

| i heieics

determine ther appication access

ks

Explanation:

estobliShing trust of users ond devices m
ﬂunfﬂne thelr apolication access
privilegies

vl abillishing Hist-hssaxd Au:-ﬁhniiml |
wrnrsfidevin o andd nehading BoT on Thus

minimizing the atmc surface whike
enforcing least privilegs access to/from
our weordioads

Cisco's Zero Trust Architecture is built around the principle of never trust, always verify, and it organizes zero trust controls into three interconnected domains:
Workforce, Workplace, and Workload. Each domain addresses a different aspect of access control and risk reduction.



The Workforce pillar focuses on user identity and endpoint posture. Cisco zero trust ensures that users and their devices are continuously verified before granting
access to applications. This includes validating identity, device health, and context to determine appropriate access privileges.

The Workplace pillar addresses the network environment where users and devices connect. This includes enterprise networks, branch offices, and loT
environments. Cisco applies trust-based access controls to ensure that only authorized and compliant devices can communicate on the network, regardless of
location.

The Workload pillar protects applications and services running in data centers, cloud environments, and containers. The goal is to reduce the attack surface by
enforcing least-privilege access, ensuring that workloads only communicate with explicitly authorized services and users.

Cybersecurity operations documentation emphasizes that effective zero trust requires visibility and enforcement across all three areas. Cisco's model simplifies
implementation by clearly defining responsibilities and controls within each domain, enabling organizations to reduce lateral movement, limit blast radius, and
improve overall security posture.
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Secure boot and restricting USB ports are two components that can reduce the attack surface on an endpoint.

The attack surface is the sum of all paths for data into and out of the environment. Reducing the attack surface means minimizing the number and complexity of
these paths, and thus reducing the opportunities for attackers to exploit vulnerabilities or gain unauthorized access. Secure boot is a feature that ensures that only
trusted and verified code can run during the boot process, preventing malware or unauthorized software from compromising the system. Restricting USB ports is a
policy that limits the use of USB devices, such as flash drives or external hard drives, that can introduce malware or exfiltrate data from the endpoint.
[Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) - Module 4: Network Intrusion Analysis], [Understanding Cisco Cybersecurity
Operations Fundamentals (CBROPS) - Module 5: Security Policies and Procedures]
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Statistical detection involves collecting data over time to define what is considered normal behavior or legitimate data for users or systems. It then uses statistical
analysis to identify abnormal behavior that could indicate a security incident. Rule-based detection uses predefined rules or patterns that are based on known
threats or vulnerabilities - it operates on an IF/THEN basis where if certain conditions are met then an alert is triggered. References := Cisco Cybersecurity
Operations Fundamentals
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The Cuckoo report indicates that the file is a PE32 executable for MS Windows, which is typically an executable file format. The presence of the watermark
"CHINESEDUMPS" and the detection ratio from VirusTotal suggest that the file is recognized by multiple antivirus engines as potentially harmful. This aligns with
option A, suggesting that the file, named Win32.polip.a.exe, should be considered malicious and flagged accordingly.

The information provided is based on standard practices for analyzing potentially malicious files using tools like Cuckoo and services like VirusTotal, which are
commonly referenced in cybersecurity documentation, including Cisco's cybersecurity training materials.
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In NetFlow log sessions within TCP connections; ACK flag is used for acknowledging that data has been successfully received while RST flag is used when
there's an error or when closing a connection spontaneously without following standard procedures. References := Cisco Cybersecurity source documents or
study guide
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"248.74:88 246 436 50 . 65 : 58974

lTCP 1@,

i14 TINE _WALT
TCP 19.114.248.74:80 2 6536.50.65 : 50975 TIME_WAIT
TCP 18.114.248.74:88 216036 .58 .65 68976 TIME WAIT
Icp 19.114.248.74:00 216 .36 .50.65 : 68977 TIME_WAIT
TCP 10.114.248.74:80 #1656 . 36058 5 : gO9s TIME_WAlT
|TCP 19.114.248.74:808 246 . 36,99 65 : BAFVY TIME WAIT
ICP 10.114.248.74:08 216.36.50.65 60900 TIME_WAIT
Ice 18.114.248.74:88 216.36.50.65 : 609 TIME WAl
TICP 18.114.248.74:88 216.36 .58 65768983 TIME _WAIT
TCP 18.114.248.74:80 216.36.50. 6568904 TIME_WAIT
TCP 19.114.248.74:80 2 Iy, W60 SHTES < 60985 TIME WAIT
|TCP 18.114.248.74:88 216236 .58.65 : 68986 TIME_WAIT
| TCP 18.114.248.74:80 216.36.50.65:68987 TIME_WAIT
|TCP 18.114.248 .24 56 216.36.50.65:60988 TIHE _WAl]
TGP 18.114.240%74 269 216.36.58.6%5:68989 TIME WAlT
|TCP 10.114.248<74:80 216.36.50.65:68990 TIME WAIT
[TCP 19.114.248.74:808 216.36.50.65:68992 TIME_WAIT
|TCP 18.114.248.74:00 216.36.50.65:60993 TIHE WAIT
| TCP 18.114.248.74:88 216.36 .58.65:68994 TIME_WAIT
|TCP 19.114.248.74:80 216.36.50.65:68995 TIME WAIT
| ICP 18.114.248.74:88 216.36.58.65:68996 TIME_WAIT
|TCP 19.114.2468.74:88 216.36.50.65:60997 TIME_WAIT
|TEP 19.114.248.74:88 216.36.58.65:60998 TIME WAIT
LICP 19.114.248.74:00 dLﬁ.BG.EH 65:68999 IIHE WAIT |
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The #netstat -an command output typically displays a list of all open ports and associated connections. If the web application is slowed down, the engineer would
look for unusual patterns such as an excessive number of connections to the web server which could indicate a denial-of-service attack. However, without specific
details from the #netstat -an output, it's not possible to determine the exact cause of the issue. Therefore, the engineer would need to gather more data, possibly
including checking server logs, resource usage, and network traffic patterns to diagnose the problem accurately.

Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) provides knowledge on network monitoring tools and interpreting their output to identify
potential security incidents.
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Sliding window anomaly detection is a technique used in cybersecurity to identify unusual patterns or behaviors that deviate from the norm. It involves analyzing
segments of data over a period of time, referred to as a 'window,"' and comparing them against typical patterns. Anomalies are detected when observed behaviors
significantly differ from expected patterns, indicating potential security incidents or issues that require further investigation. References: An adaptive sliding window
for anomaly detection of time series in wireless sensor networks
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Traffic with a known TOR exit node is often associated with data exfiltration, where sensitive information is transferred from within the network to an external
location. TOR networks are used to anonymize the traffic, making it difficult to trace back to the source. References := Cisco Cybersecurity Operations
Fundamentals - Module 2: Security Monitoring
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During the collection phase of the forensic process, data related to a specific event is labeled and recorded to preserve its integrity. This step ensures that the data
remains unaltered and authentic from the time of collection until it is presented as evidence, maintaining the chain of custody. References := Cisco Cybersecurity
Operations Fundamentals - Module 6: Security Incident Investigations
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A threat is a possible danger that might exploit a vulnerability to breach the security and cause harm to an asset. An asset is anything of value that needs to be
protected, such as data, systems, or networks. A vulnerability is a weakness or flaw in the security that can be exploited by a threat. An exploit is a piece of code
or a technique that takes advantage of a vulnerability to compromise the security and perform malicious actions on an asset. References := Cisco Cybersecurity
Operations Fundamentals, Module 1: Security Concepts, Lesson 1.1: The CIA Triad and Security Concepts, Topic 1.1.3: Threats, Vulnerabilities, and Exploits
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Delivery is the fourth phase of the cyber kill chain, which is a model to describe the stages of a cyberattack.

Delivery refers to the transmission of the weaponized payload to the target system, such as via email attachments, web links, USB drives, or network connections.
Delivery does not necessarily imply successful installation or execution of the payload, which are subsequent phases of the kill chain. References :

= Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) - Cisco, page 31.
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Tampered images are disk images that have been modified or altered in some way after they were captured from the original source. Tampered images may have
different stored and computed hash values, which indicate that the integrity of the image has been compromised. Tampered images are not reliable or valid
sources of evidence for forensic investigations, as they may contain false or misleading information.

Untampered images are disk images that have not been changed or manipulated after they were acquired from the original source. Untampered images have the
same stored and computed hash values, which verify that the image is an exact copy of the original disk. Untampered images are used for forensic investigations,
as they preserve the original state and content of the disk and provide accurate and trustworthy evidence. References:

* Contrasting tampered and untampered disk images

* What is a difference between tampered and untampered disk images?
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The regular expression that matches both "color" and "colour" is colo?ur. In this expression, the ? denotes that the preceding character u is optional, meaning it
may appear zero or one time. This allows the expression to match both the American spelling "color" and the British spelling "colour".

References := Understanding regular expressions is fundamental in various computing tasks, including cybersecurity operations. The Cisco Cybersecurity
Operations Fundamentals (CBROPS) material covers the use of regular expressions for searching through logs and data, which is a critical skill for a cybersecurity
analyst.
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* Data encapsulation is a process in networking where the protocol stack of the sending host adds headers (and sometimes trailers) to the data.

* Each layer of the OSI or TCP/IP model adds its own header to the data as it passes down the layers, preparing it for transmission over the network.

* For example, in the TCP/IP model, data starts at the application layer and is encapsulated at each subsequent layer (Transport, Internet, and Network Access)
before being transmitted.

* This encapsulation ensures that the data is correctly formatted and routed to its destination, where the headers are stripped off in reverse order by the receiving
host.

References

* Networking Fundamentals by Cisco

* OSI| Model and Data Encapsulation Process

* Understanding TCP/IP Encapsulation
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Encryption is an evasion technique that is a function of ransomware, which is a type of malware that encrypts the victim's files or system and demands a ransom
for the decryption key. Encryption is used by ransomware to prevent the victim from accessing their data and to avoid detection by antivirus or other security tools.
Encryption can also be used by other types of malware to hide their communication, configuration, or payload from analysis. References:

Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) v1.0, Module 3: Network Intrusion Analysis, Lesson 3.4: Malware Cisco Certified
CyberOps Associate Overview, Exam Topics, 3.4 Compare and contrast types of malware
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With stronger data visibility, detailed information about the data in real-time is provided. This enhanced visibility allows for a more comprehensive analysis of
network traffic, enabling security professionals to identify and mitigate threats more effectively. References := Cisco Cybersecurity Operations Fundamentals
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tcpdump is an open-source packet capture tool that uses the libpcap library to capture network traffic on Linux and Mac OS X operating systems. It can display the
contents of packets in various formats, filter packets based on criteria, and save packets to a file. tcpdump is a command-line tool that can be run on a terminal or
a remote shell1 References: Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) - Module 2: Security Monitoring
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Ransomware is a type of malware that encrypts the victim's data and demands a ransom for the decryption key. The attacker may also threaten to publish or
delete the data if the ransom is not paid. In this case, the Egregor malware is distributed through a Cobalt Strike, which is a penetration testing tool that can be
used to deploy payloads on compromised systems. The malware exfiltrates the victim's data to a command and control server and uses it as leverage to extort
money from the victim. References := Cisco Cybersecurity Operations Fundamentals, Module 1: Security Concepts, Lesson 1.3: Common Network Application
Operations and Attacks, Topic 1.3.3: Malware Attacks
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Deep packet inspection (DPI) is a sophisticated method of examining the content of data packets as they pass through a network checkpoint, including both the
header and the data payload. DPI is typically performed at the application layer of the Open Systems Interconnection (OSI) model. This allows the inspection
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process to evaluate the actual content of the packets, not just the header information, enabling the identification of various types of threats and the enforcement of
network policies1.
References := The explanation aligns with the information provided by Digital Guardian, which details how DPI works and at which layer it is applied1.
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Cyber attribution identifies the threat actors of an attack in an investigation. Threat actors are the individuals, groups, organizations, or states that are responsible
for conducting or sponsoring a cyberattack. Threat actors can have different motives, such as financial gain, espionage, sabotage, activism, or warfare. Cyber
attribution can help investigators to determine the identity, location, affiliation, and motivation of the threat actors, as well as to hold them accountable and impose
sanctions or legal actions. References := Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) v1.0, Module 5: Security Policies and
Procedures, Lesson

5.2: Incident Response, Topic 5.2.3: Cyber Attribution, page 5-14.
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The Nmap scan results show that several ports, including ftp (21/tcp), ssh (22/tcp), telnet (23/tcp), smtp (25

/tcp), and http (80/tcp), are listed as "filtered". This typically indicatesthat a firewall is filtering the traffic to these ports, making it impossible to determine whether
they are open without further investigation. However, the question specifically asks about SMB ports, which are not shown in the provided Nmap scan results.
Therefore, based on the information given, we cannot confirm that the attacker identified open SMB ports on the server. The correct answer would require
additional evidence not present in the scan results. References := Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) course materials and
official Cisco documentation provide insights into interpreting Nmap scan results and identifying port states. These resources can be found at the Cisco Learning
Network Store and Cisco's official training and certifications webpage
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The packet capture exhibit shows that the source IP address is 192.168.122.100 and it is sending a packet from source port 50272 to destination port 80 of
destination IP address 81.179.179.69 using TCP protocol.

The TCP protocol is indicated by the Protocol field which has the value 6. The source and destination ports are indicated by the SrcPort and DstPort fields
respectively. The source and destination IP addresses are indicated by the SrcAddr and DstAddr fields respectively. References := Cisco Cybersecurity
Operations Fundamentals - Module 3: Network Data and Event Analysis
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Ping of Death involves sending oversized or malformed pings to crash the target system, while UDP flooding overwhelms the target with UDP packets to consume
its resources and disrupt services. These are both examples of denial of service attacks, which aim to prevent legitimate users from accessing a system or service.
References := Cisco Cybersecurity Operations Fundamentals - Module 4: Network Intrusion Analysis
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A dictionary attack is a method used to break into a password-protected computer or server by systematically entering every word in a dictionary as a password. In
the context of an authentication system that uses only 4- digit numeric passwords, a dictionary attack would involve trying all possible combinations of 4-digit
numbers until the correct one is found.

Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) course materials discuss various attack methods, including dictionary attacks, and how
they can be used to compromise networks

Eﬁ:ﬁ: 66
ERESELTIEEL,
|[ Fier  popregued.cermmand = 2 PASS w  Erpretuon Cheas L
| Tene Source (e turgton Profodod
! | REE" 168. ] 1 192.168.10.1 . PO PASS SEE&evy
| 1 ¢ 0004 12. 168. 1 192.168.10. }42 o ASS eeeeve
L 41 1 168,10.1 192. 16800.019 PO PASS eeed
i 1994 .168.10.1 192,90 07132 PO D PASS edwelY
0. 249484 168.10.1 %, WhoNeE, 10,122 PO t:lpdss” edeeib
62069 2. 168 1 ¥l.168 132 POP ASS eegevi
f 2111 197, bS8 .0 192. 168 1 t} PO L: PASS feeal
124 19 108 1 192.168, 132 POP e paAnE sEEeY
] 1 10F. 168, 1 192.168.10.132 POF C ASS ew K
11 192, 1 1 192.168 13 O [ i
| 18 + 168 1 E

CDINTY R XY TF OB ESNETS— MMIENRTTH?
A. FREIERE


https://www.jpnshiken.com/q/68898-6445273/
https://www.jpnshiken.com/q/68898-6445274/
https://www.jpnshiken.com/q/68898-6445275/

B.ARP R/ X=> %

C.7IL—b+rI+—RKE

D.SQLA >z o ay

IEfE: (EfEZRRLET)

The screenshot shows multiple POP requests with the command PASS, which is typically used for password entry. The rapid succession and variation of these
requests suggest an attempt to guess the password, characteristic of a brute-force attack. Remember, always verify with additional data or context when possible,
as packet captures can contain vast amounts of information and may require thorough analysis for accurate interpretation.
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An attack vector is the method or technique that an attacker uses to exploit a vulnerability in a system or network. An attack vector can be a software, hardware, or
human component that can be manipulated to gain unauthorized access, execute malicious code, or cause damage. An attack surface is the sum of all the
possible attack vectors that are exposed by a system or network. An attack surface can be reduced by applying security measures such as patching, hardening,
firewalling, and encrypting. References: Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) - Cisco, page 1-4; 200-201 CBROPS - Cisco,
exam topic
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SQL injection is a type of vulnerability that allows an attacker to execute malicious SQL statements on a database server. This can result in reading, writing, or
erasing information from the database, as well as bypassing authentication, executing commands, or compromising the server. SQL injection exploits the lack of
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input validation or output encoding in web applications that interact with databases. References := Cisco Cybersecurity Operations Fundamentals, Module 1:
Security Concepts, Lesson 1.3: Common Network Application Operations and Attacks, Topic 1.3.2: Web Application Attacks
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* Defense-in-depth is a layered security strategy that aims to protect information and resources through multiple security measures.

* One of its key principles is the concept of least privilege, which means providing users and systems with the minimum level of access necessary to perform their
job functions.

* By assigning only the necessary permissions, the attack surface is reduced, and the potential damage from a compromised account or system is minimized.
* This principle helps in mitigating the risk of unauthorized access and limits the capabilities of an attacker if they gain access to an account.

References

* Defense-in-Depth Strategy by NIST

* Principle of Least Privilege in Cybersecurity

* Layered Security Approach Explained
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Port scanning is a technique that an attacker uses to discover which network ports are open, closed, or filtered on a target device. By sending packets to different
ports and observing the responses, an attacker can identify the services and applications running on the device, as well as potential vulnerabilities that can be
exploited.

Port scanning is a common reconnaissance activity that precedes an attack. References: Understanding Cisco Cybersecurity Operations Fundamentals
(CBROPS) - Cisco, page 2-6; 200-201 CBROPS - Cisco, exam topic

1.1.a

BH:72

IVRTNARBDIPCL—YHEY T Z2WHIF5T/80—FENRTTMN?
A BES1t

B. A5

C. NAT / PAT

D. koY


https://www.jpnshiken.com/q/68898-6445280/
https://www.jpnshiken.com/q/68898-6445281/

IEfE: (EfEZRRLET)
NAT (Network Address Translation) and PAT (Port Address Translation) are technologies that modify the IP address information in packet headers as they pass
through a router or firewall, making it difficult to trace the communication back to the originating end-device.
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$ cuckoo submit --machine cuckool /path/to/binary
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The command "$ cuckoo submit --machine cuckoo1 /path/to/binary" indicates that a binary located at "/path

/to/binary" is being submitted to be run on a virtual machine named "cuckoo1". This is a common practice in cybersecurity to analyze the behavior of suspicious
files in an isolated environment. References: Cisco Cybersecurity documents or resources are needed for more detailed information.
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Cisco Application Visibility and Control (AVC) provides features like metrics collection and exporting (D) for visibility on TCP bandwidth usage, response time, and
latency. Application recognition (E) combined with deep packet inspection helps in identifying unknown software by its network traffic flow. References := Cisco
CyberOps Associate - Module 2: Security Concepts
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The delivery phase of the Cyber Kill Chain model involves the transmission of the weapon to the targeted environment. In the case of a spear-phishing email, the
delivery is the act of sending the email to the user. The email itself is the weapon, designed to exploit the recipient's trust to cause a breach
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Stealthwatch is the technology that an engineer should use to fetch logs from a proxy server and generate actual events based on the data received. Cisco Secure
Network Analytics, formerly known as Stealthwatch, provides the capability to configure proxy server logs so that the Flow Collector can receive the information.
The Stealthwatch Management Console then displays this information on the Flow Proxy Records page, which includes URLs and application names of the traffic
inside a network going through the proxy server1.

References :=

* Cisco Secure Network Analytics Proxy Log Configuration Guide
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The attack described is a DNS amplification attack. It involves infected endpoints sending DNS requests with spoofed IP addresses to external DNS servers. The
DNS servers then send large responses to the spoofed addresses, which are actually the targets of the attack. This can result in a significant amount of traffic
being directed at the target, overwhelming their network resources. DNS ampilification is a type of Distributed Denial of Service (DDoS) attack that leverages the
DNS protocol to amplify the attack traffic.
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A sandbox interprocess communication service refers to the mechanisms that allow different processes within a sandboxed environment to communicate with
each other. Theseinterfaces are crucial for coordinating activities among processes, especially in a restricted environment like a sandbox where direct interaction
with the operating system or other processes might be limited for security reasons. This communication is essential for complex applications that require different
processes to work together to perform tasks.

References := The Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) material covers various security technologies and how they can be
used to protect systems, which includes the use of sandboxing to isolate and monitor potentially malicious code
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File name

File size 400918 bytes

File type PDF document, version 1.6

CRC32 11638A9B

MD5 61baabd6fc12e01ff73ceacc07c84f9a

SHA1 GBGSdDaeEZSBEBDQa?ﬁﬁBEBdﬁﬁﬁScBﬁE‘Ib‘i?

SHA256 27cced58a0fcbbObbe3894f7443014611039%fefdf3bd2b0ba7ad85b18194c
SHAS512 5a43bc7eef279b209e25904 32cc3e2eb480d0f78004e265f00b98b4afdc9z
Ssdeep 1536:p0AAH2 Kt!IGBiCdBjSUETEE PxsT65ZZ3pdxves/ SQR/B7 5+ prahGVeEE
PEID None matehed

» embedded_pe (Contains an embedded PES? file)
Yara e embeédded_win_api (A non-Windows executable Contains Win32AP!
« vmdetect (Possibly employs anti-virtuahization techniques)

VirusTotal VirusTotal Scan Date: 2013-12-27 06:51:52

Detection Rate: 32/46 (collapse)
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e = e e e e e P e T S S
2021-91-85 19:47:15 52.114.132.22 443 self.events.data.micr. client Hello
2021-01-05 19:47:16 52.109.88.35 443 nexusrules.officeapps. Client Hello
2021-81-85 19:47:53 284.79.197.200 443 www.bing.com Client Hello
2021-91-65 19:48:48 185.225.36.38 @80 infoprocenter.com GET /wp-admin/MSInfos HTTP/1.1
2021-91-65 19:48:48 144.217.79.280 B8O miprimercamino.com GET fcgi-bin/AJO9AZChrK/ HTTP/
2021-01-685 19:48:58 125.9.215.60 BP 125.8.215.68 POST /bgi93anévsxtg]j/k3ila/ud6l
2021-91-85 19:49:86 125.9.215.66 80 125.0.215.60 POST /vsTeThteyjohr8/qag42y9/c
2021-91-85 19:459:10 125.9.215.60 88 125.0.215.60 POST /avkbtr3s7rxvxzTalg/puv2i
2621-81-85 19:49:11 52.109.8.28 443 nexusrules.officeapps. Client Hello
2021-81-85 19:49:11 104.236.52.89 8080 104.230.52.89:8080 POST /krhpS2joegfy8i7b/lkeirvr
2021-91-85 16:49:14 125.9.215.60 B8 125.0.215 .80 POST /ylcp/gjgazkgpes/Sayyt/ H1
2021-91-685 19:49:15% 52.189.8.28 443 nexusrulesiofficeapps. Client Hello
2021-91-85 19:49:15 184.236.52.89 05080 104.2306.52.80; 0088 POST /oy9rabiqzile2yivrna/sihg
2021-91-85 19:49:19 125.8.215.60 B0 125.06.215.60 POST /ngslvujkkehi/yhky2nwmv/i
2021-81-65 19:49:19 104.236.52.89 /BBBEO 104.236.52.89:8088 POST /tnogpluk/zsitd42f jx98mdrr
2021-91-865 19:49:19 184.236.52.89 8080 184.236.52.89; 8088 POST /tnogpiuk/zsitd42fjx98mdrr
2021-91-85 19:49:25 125.0.215.60 858 125.6.215.60 POSE /het5/jd551tash/haguénwan
2021-91-65 19:49:25 184.236.52 .89 8080 184.236.52. 89 5086 POST /Eix928hdy3afo2jatc/dytg2o
2021-681-65 19:49:38 125.8.2159.60 86 125.0.2150P0 POST /yajt¥sgegxo8cw/ HTTP/1.1
2021-91-0% 19:51:28 52.114,128.43 443 v20.events.data.micro. client Hello
2021-01-85 19:51:29 52.114.128.43 443 vio.events.data.micro. Client Hello
2021-81-65 19:51:46 52.114.20.14 443 self.evepfs.data micr #Clight“Bello
2621-91-85 19:55:14 13,187.246.13 443 ori.scorfigiciisofficRBelisnr fdello

AR >TWLNBEDTL &£5Hh?

A ZHOEOICEBSIEIh=Web vy a3 ElBEIEEhTULWV AW Web Yy 3 VU EBEHLET,
B.VIDTTEEELERY by MNEHDOAREEZRET S

C.HET7 IV r—avRRICEITAN I+ —I U ADKEBEILD DLy a3 oATDLE 21—
D.*rY NI—VBETAMD IS T4 w2 70 —DHH

Ef:A(Q AV RERKT D)

Egﬁﬂ: 83

THREELEBELIEZBEDIL—ILR—XDBEEDEWNEIFTTH?

A L—ILR—ZADBEHIEHEDE A TOREICEET H1N\E—VEREL THE IR F v TEITHEAILETS,

B./L—IAR—ZADIRATLIE THANELLTE FHILWLWT—ETEILGWWANE—VEHEILTLET,

C. B AT LARBMBEADI— T —DOFHICERINIZNNI—VTIN NL—IUAR—RE TR F Y& FEALTBAENICERLGN\I—VIZTST%2ITET,
D. TV AT ALIIBENDKHEL JRFYIZ—HTEL—4 TV RERDIT IV—IAR—RIBENLTHEEZHBANLET,

IEfE: (EffZRnmLET)

Rule-based detection involves identifying malicious activities based on predefined rules or patterns of known attacks; it does not adapt or change with new data. In
contrast, behavioral detection adapts over time by learning from new data; it identifies malicious activities based on deviations from established norms or
behaviors. References: Cisco Certified CyberOps Associate Overview, Section 1.0: Security Concepts, Subsection 1.1: Compare and contrast the characteristics
of data obtained from taps, NetFlow, and packet capture)
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Scareware is a type of malware attack that tricks users into believing their computer is infected with a virus, prompting them to download and pay for fake antivirus
software. The attack often uses popup windows with flashing colors (D) to create a sense of urgency and scare the user into taking immediate action.
Cisco Certified CyberOps Associate certification materials
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C.HTTP V1.0 @ .doc  xls, 8& W .ppt 77 A IILEEFEF Y TFr LET,

D. HTTPv1.0 £ & U v1.1 T Word_ Excel, $ & U PowerPoint 771 ILEFX ¥ TF ¥ LET,
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The regular expression provided is:.\.(pd][Oo][Cc)|[XX][LI][Ss]|[Pp][Pp][Tt]) HTTP/1 .[01] This regular expression is designed to match file extensions for Word
(.doc), Excel (.xls), and PowerPoint (.

ppt) files in HTTP network sessions.

The regular expression uses character classes and alternatives to match different case variations of these file extensions.

The part.\.(pd][Oo][Cc)|[XX][LI][Ss]|[Pp][Pp][Tt])matches the file extensions, andHTTP/1 .[01]ensures that the match is in the context of HTTP version 1.0 or 1.1.
References

Cisco ASA Regular Expressions Documentation

Understanding Regular Expressions in Network Security

Filtering and Capturing HTTP Traffic with Regex
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When a company workstation is compromised, the stakeholders that must be involved are the ones who are responsible for the security incident response
process. According to the table, these are Employee 4 (Security Operation Center Analyst), Employee 6 (Head of Network and Security Infrastructure Services),
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and Employee 7 (Technical Director). The other employees have different roles that are not directly related to the incident response process, such as accounting,
financial management, or system administration. References := Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) v1.0, Module 1: Security
Concepts, Lesson 1.4: Security Monitoring, Topic 1.4.1: Security Operations Center
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User-Azet: Mozillafs. (0. Response Code: 401 (Unauthorized)

Timestamp: 2023-191-10 10:02:03"AM Source IP: 198.51.100.5 Dest. IP: 10.1.5.20 (Web Server) Port: 80 Protocol: HTTP
HTTP RequestePOSINtwpsadmin/login.php
User-Bgentl Modilla/s.0M.4’ Response Code: 401 (Unauthorized)

Timestamp: 2023-11-10 10:02:07 AM Source IP: 198.51.100.5 Dest. IP; 10.1.5.20 (WebSeryer] Port: B0 Protocol: HTTP
HTTP Request: POST /wp-admin/login.php
User-Agent: Mazilla/5.0 (...) Response Code: 401 |Unauthorad)

« |Similar entries with failed POST requests to /we-admin/login.php)

Timestamp: 2023-11-10 10:07:23 AM_Saurte 1P: 93.384.216.10 Dest IP; 10.1.5.20 (Web Server) Port: B0 Protocol: HTTP
HTTP Request: GET /news/latast
User-Agent: Mozilla/5.0 (i) Response Code: 200 (OK)

Timestamp: 2023-11-10 10:08:11 AM Source IP: 198.51.100.5 Dest IP: 10.1.5.20 (Web Server] Port: 80 Protocol: HTTP
HTTP Regquest: POST /wp-admin/login.php
User-Agent: Mozilla/5.0 {...) Response Code: 302 (Redirect)
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A rootkit is a type of malicious software specifically designed to maintain persistent, unauthorized control over a compromised system while evading detection.
Rootkits operate by embedding themselves deep within the operating system, often at the kernel level, allowing attackers to hide processes, files, network
connections, and registry entries.

Once installed, a rootkit enables long-term access even after system reboots, making it a powerful persistence mechanism. Attackers use rootkits to maintain
control, execute commands, capture credentials, and install additional malware without alerting security tools or administrators.

Option B, ARP spoofing, is a network-level attack used for traffic interception, not persistence. Option C, DDoS, is an availability attack and does not provide
control over a device. Option D, encryption, is a defensive technology and does not grant persistence.

Cybersecurity operations and incident response documentation consistently identify rootkits as high-severity threats because of their stealth, durability, and ability
to undermine trust in the operating system. Detecting rootkits often requires specialized tools, integrity checks, and sometimes full system reimaging.
Therefore, the technology used to maintain persistent control of an exploited device is a rootkit, making Option A the correct answer.
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Tap and SPAN are two methods of capturing network traffic for analysis. Tap (Test Access Point) is a hardware device that is inserted between two network
devices and sends a copy of all traffic to a monitoring device. SPAN (Switched Port Analyzer) is a software feature that allows a network switch to replicate traffic
from one or more source ports to a destination port, where a monitoring device is connected. Both methods provide visibility into network traffic, but Tap is more
reliable and less intrusive than SPAN, as it does not affect the network performance or introduce errors. References := Understanding Cisco Cybersecurity
Operations Fundamentals (CBROPS) - Cisco, page 68.

Reference:https://www.gigamon.com/resources/resource-library/white-paper/to-tap-or-to-span.html
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Inline mode is used for monitoring the traffic path and can examine any traffic at wire speed. This means that it can analyze data packets as they pass through in
real-time. On the other hand, tap mode is used for monitoring traffic as it traverses across the network but does not have the capability to examine data at wire
speed like inline mode. References: The information can be referenced from Cisco's official documentation on cybersecurity operations and fundamentals.
Reference:https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config- guide-

v65/inline_sets_and_passive interfaces_for_firepower threat defense.html
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An Nmap scan can provide detailed information about a network including the functionality and purpose of servers on that network as well as any services that are
currently running on those servers. This information can be used by an attacker to identify potential vulnerabilities or targets for exploitation during a cyber attack.
References := Cisco Cybersecurity Training

mooOwW >

B 2hH75200-201JRIRE L (ZJPNTest.comiZ it & 41 200-201J5RERIC A8 T 5 Z LITRIZII B ET ! JPNTest.com(E S &#7200-201 K ERFIBE F 1R L =
9, JPNTest.com 200-201JiHERFERELE (XL SEH INFE L=, T 2 T200-201JfEBENDTA CI VS VEFICANE T, BFHROT7 I+
A _ https://www.jpntest.com/shiken/200-201J-mondaishu 564, 3 0%7r « A Ao > + $#34EI5|3— F: JPNshiken|

B fE: 92

FHFURAMI EEGEXa )T 73— b ERINEIEEZRRALEFLEZ, RV MNT—0 b3S T4V VICCDEEZEZA-ELEENTTH?

A. EfZ1E

B. fAlZ1%

C. k5%

D. Ef&M%E

IEfE: (EfEZRERLET)

A false negative occurs when an intrusion detection system (IDS) fails to detect and report actual malicious activity. This means that a legitimate security alert has
been dismissed or overlooked, allowing potentially harmful traffic to pass through the network undetected. The impact of false negatives can be significant as they
represent missed opportunities to stop or mitigate security threats1.

References := Cisco documentation on security systems, such as IPS (Intrusion Prevention System), discusses the importance of accurately detecting malicious
activity and the risks associated with false negatives, which include the failure to trigger alerts for actual attacks1.
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Application-level allow list refers to the practice of specifying an index of approved applications that are permitted to be executed in a system environment or
network, which means only specific files are allowed while everything else is denied by default, enhancing security.
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SYN flood and teardrop are two types of denial-of-service (DoS) attacks, which aim to disrupt the availability of a service or a system by overwhelming it with
malicious traffic or requests. A SYN flood attack exploits the TCP three-way handshake process by sending a large number of SYN packets to the target's port,
without completing the connection. This causes the target to allocate resources for half-open connections, eventually exhausting its memory or bandwidth. A
teardrop attack exploits the IP fragmentation process by sending malformed or overlapping IP fragments to the target, causing it to crash or reboot when trying to
reassemble them. References := Cisco Cybersecurity Operations Fundamentals, Module 1: Security Concepts, Lesson 1.3: Common Network Application
Operations and Attacks, Topic 1.3.4: Denial-of-Service Attacks

B 96

BREDKEZRIA T avIEENTTM?

AREEDT—IRT—2a Vv EDRINLA—)L

B.AVY I FIT7ICLDIMIILREH

C.¥ICT 574 v v IDERAAZETAYILELS:

D. HIRRBRE A LINIZT LY = 7 HVERRE

Eff:D(QAA U FEHEEKT D)

Indicators of attack (I0oAs) are signs that an attack may be in progress or imminent. Malware reinfection within a few minutes of removal (D) is a strong I0A
because it suggests that the attacker has a persistent mechanism to redeploy malware, indicating an active compromise of the system.

Cisco's Cybersecurity Operations Fundamentals documents
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Tue Feb 28 1526 08 2022 Info. MID 481 matched all recipients for per-recipient policy DEFAULT in thenbgupd |agle
Thu Sep 28 15 26.08 2022 Info MID 164995 using engine SPF Verdict Cache using cached verdict — ~ ™
Thu Sep 28 15 26 08 2022 Info SPF Verdict Cache cache status hils = 6. misses = 4 expwes = 1, adds = 4 seconds saved

= 0 50, total seconds = 0.85

Thu Sep 28 15 26 08 2022 Info. MID 184995 matched:all recipents for per-recment policy DEFAULT in the inbound table
Thu Sep 28 15 26 08 2022 info. MID 184995 AMP file repulation verdict CLEAN

Tue Feb 28 15 26 08 2022 Info. MID 481 interim AV verdict using Sophos CLEAN
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Vishing is an attack where fraudsters impersonate legitimate entities via phone calls to deceive individuals into providing sensitive information or performing
actions that compromise security. References := Cisco Cybersecurity Source Documents Reference:https://www.cisco.com/c/en/us/products/security/email-
security/what-is-phishing.html#~types-of- phishing-attacks
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No. Time « Source Destination Protocol Length Info
I--III-lqunuunnunnnunn-u-—-nnnuuuu-uuuuunu----nn:-gf;uf
022656 192.124.249.9 10.0.2.15  [TCP | 62 443-505¢

20 0. uzz?uz 10?0"zi15"' 192.124.249.9 TCP 56 5353&—;43

(ACK]_Seq=)

o [0T02 2958 RSN TR 2 EeTY) N0 SN rep e 86 [SYN, ACK]
22 0.022996 10.0.2.15 192.124.249.9 TCP 56 50586-443 [ACK) Seq=]
23 0.023212 10.0.2.15 192.124.249.9 TCP 261 50588-443 [PSH, ACK]
25 0.023445 192.124.249.9 10.0.2.15 TCP 62 443-50588 [ACK] Seq=]
26 0.023617 192.124.249.9 10.0.2.15 TCP 62 443-50586 [ACK] Seg=)
27 0.037413 192.124.249.9 10.0.2.15 TCP 2792 443-50586 [PSH, ACK]

28 _0.037426 10.0.2.15  192.124.249.9 TCP___ 5H6 H0586=443 [ACK] Sea=:

> Frame 24: 261 bytes on wire (2088 bits), 261 bytes captured (2088%its)
> Linux cooked capture
> Internet Protocol Version 4, Src: 10.0.2.15 (10.0.2. 1 92.124.249.9 (192.124.2
> Transmission Control Protocol, Src Port: 50586 ( 536 t Port: 443 (443), Seg: 1, A
~ Data [205 bytes]

Data: 1603{]lﬂﬂcal}mﬂﬂﬂcdﬂm.‘;ﬂeﬂﬁ ad '}' & 3abdﬁebf...

[Length: 205]

0000 00 04 00 01 00 06 OB ‘ 3-:: 83 00 00 08 00 ...c0444 ot L
0010 45 00 00 £5 48 7b g £3 0a.-00 02 OFf E...B{0. B.¥. iaxs

0020 c0 7c Qe 1f dc bd 0D bl &8 02 .| .wwes e wwwweems

0030 50 18 03 01 D0 €8 01 00 00 P.Xii|ss sawanens
0040 c4 03 dl 76 76 cl 3a b4 6e bf ....... X VLN
0050 e& b8 dE Ed 0d 38 fb 91 45 de fc ee ....... m: 8L
D060 8b be cd 2b 0 Zf cc a9 e a8 e 2¢ Maweaw o e
0070 ¢0 30 e 13 0 14 00 33 00 39 00 2 Q.aadna AT, o A g
0080 00 35 00 74 00 00 00 16 00 14 00 00 .5..... | T
o080 11 77 €9 6e 75 78 6d €9 ce 74 2e ©3 .wwwlin uxmint.c

00a0 6f &d 00 17 E 00 ££f 01 0 01 {HJ 00 Oa 00 08 00 OMecucas wasnsanis

00b0 06 00 17 19 b o 01 00:00 23 00 iussins e Ssrays §.
! '5 02 68 32 08 73 .3t..... -
70 2f 31 Ze 31 pdy/3.1. http/l.1

00cO 00 33 @4
00e0 00 05 D'D 05 ﬂl GD Dl‘.] DD IDD Od 00 18 00 16 04 ....ccov acacnses

00d0 70 &4 79
00f0 01 05 D3 060362 03 05 .evmnses mmesscea
0100 02 04 20 || B 0 siees

COPCAP J7ANICIFEDT T r—3 > A RALNEENTVETH?

A. SSH

B. TCP

C.TLS

D. HTTP
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The PCARP file in the exhibit shows a Transmission Control Protocol (TCP) communication between two IP addresses. In the data section of the packet capture,
"pdy/3.1... http/1" isvisible, indicating that HTTP (Hypertext Transfer Protocol) is being used as the application protocol for this communication.
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References := The Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) course material covers the analysis of network traffic using tools like
packet analyzers to identify application protocols in use1.
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The exhibit shows "HKEY_LOCAL_MACHINE," which is a Windows Registry hive. The registry is a database used to store low-level settings for the operating
system and for applications that opt to use the registry. The other options are not related to the exhibit, as they are either a part of the Windows Certificate
Manager, a naming convention for Windows PowerShell commands, or a component of the Windows Services Manager. References := Cisco Cybersecurity
https://docs.microsoft.com/en-us/windows/win32/sysinfo/registry-hives

https://Idapwiki.com/wiki/HKEY _LOCAL_MACHINE#:~:text=HKEY_LOCAL_MACHINE%20Windows%
20registry%20hive%20contains,detected%20hardware%20and%20device%20drivers.
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In a Security Operations Center (SOC) environment, a vulnerability management metric is a quantifiable measure used to assess the effectiveness of the
vulnerability management program. A full assets scan is a metric that can be used to determine the coverage and frequency of vulnerability scans across all
assets. This helps in identifying unscanned assets and ensuring that all parts of the network are regularly checked for vulnerabilities1.

References :=
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SOC Metrics: Security Metrics & KPIs for Measuring SOC Success
Vulnerability Management Metrics: 5 Metrics to Start Measuring in Your Vulnerability Management Program Top 10 Vulnerability Management Metrics & KPIs To
Measure Success
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A file hash is a unique identifier that is used to detect a specific file. It is generated by running a file through a cryptographic hash function, which produces a string
of characters that represents the contents of the file. If even a single bit in the file changes, the resulting hash will be different, making it an effective way to identify
files uniquely.
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:\anmap -p U:53,87-68,T:21-25,80,135 192.168.233.138
tarting Nmap 7.70 { https://emap.org ) at 2018-87-21 13:11 GMT Summer Time
p scan report for 192.168.233.128
up (B.8811s latency).

STATE SERVICE
filtered, ftp
flltered sth
filtered telnet
filtered priv-mall

filtened Emtp
Filltered http

C Address: 898:8C:29:A2:6A:81 (VMaare)

p done: 1 IP address (1 host up) scanned in 22.87 seconds

KWEEIE Nmap #FRLTY—/N\—%2XF v LELE,
REBEFIZDRX vy D LAZAFLIZOTL &£ 557
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A false positive in network security is when a benign action is incorrectly flagged as malicious, leading to legitimate traffic being blocked. This can disrupt normal
network operations and access to services, as the security system mistakenly identifies normal behavior as a threat1.

References := The concept of false positives and their impact on network traffic is discussed in various cybersecurity resources, including Cisco's own training
materials and discussions on network security best practices1.
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Volatile data is information that is stored in memory or other temporary storage that is lost when the power is turned off or lost. According to NIST SP 800-86, login
sessions and swap files are considered volatile because they exist in the system's memory and can be lost or changed rapidly
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The weaponization step in the Cyber Kill Chain Model involves the creation or use of a specific weapon (malware, exploit) designed to leverage a vulnerability.
This phase follows the reconnaissance phase where the attacker gathers information and precedes the delivery phase where the weapon is delivered to the target.
Developing specific malware to exploit a vulnerable server is a precise example of weaponization.

References

Lockheed Martin Cyber Kill Chain Model

Understanding the Weaponization Phase in Cyber Attacks

Steps in the Cyber Kill Chain
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NetFlow is a network protocol developed by Cisco for collecting IP traffic information and monitoring network traffic. It collects metadata of the IP traffic flowing
across networking devices like routers and switches. On the other hand, Traffic mirroring involves capturing all the data packets that flow through a particular point
in the network to analyze or inspect them later. References := Cisco Cybersecurity Operations Fundamentals
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The ping of death is a type of attack that involves sending oversized or malformed packets using the ICMP protocol to crash, freeze, or reboot the target system1.
UDP flooding is an attack method that sends a large number of User Datagram Protocol (UDP) packets to random ports on a remote host, causing the host to
repeatedly check for the application listening at that port, and (when no application is found) reply with an ICMP Destination Unreachable packet. This process can
saturate the network and the resources of the host, leading to denial of service2.

Cloudflare's explanation of common DoS attacks1.

Wikipedia's description of denial-of-service attack methods
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Social engineering is a tactic used by attackers to manipulate individuals into divulging confidential information, such as passwords. In this scenario, the attacker is
impersonating a colleague by using a similar email address with a missing letter, attempting to trick the employee into revealing sensitive information.
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Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) course and materials provide insights into various types of cybersecurity threats,
including social engineering, and how to recognize and respond to them.
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Threat hunting is a proactive cybersecurity technique that involves searching for indicators of compromise or signs of intrusion within an organization's network or
systems. Unlike automated detection systems, threat hunting is typically carried out by security analysts who use their knowledge and intuition to identify subtle,
unusual patterns that may indicate a security breach. The goal of threat hunting is to identify and mitigate threats before they can cause significant damage.
The CBROPS course material covers the concept of threat hunting as part of the skill set required for cybersecurity operations analysts, who are responsible for
identifying and mitigating cyber threats
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The difference between tampered and untampered disk images is:

Tampered Images: These are disk images that have been altered or modified in some way after their initial creation. The stored hash and the computed hash will
not match if the image has been tampered with.

Untampered Images: These are disk images that have not been altered since their creation. They are considered authentic and reliable for forensic investigations.
The stored hash and the computed hash will match, confirming that the image has remained unchanged.

Therefore, the correct answer is: D. Untampered images are used for forensic investigations.
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DNS amplification is a type of Distributed Denial of Service (DDoS) attack where an attacker uses publicly accessible open DNS servers to flood a target with DNS
response traffic. The goal is to overwhelm the target with traffic, causing a denial of service.
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To analyze both payload and header information, an engineer must capture the full packet data. This includes all protocol and payload information for the traffic,
allowing for a comprehensive analysis of the data being transmitted5678. References: Full packet capture is a common practice in network monitoring and
security, as it provides detailed insights into the data transmitted over the network, including both payload and header information
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A vulnerability management framework is a set of processes and tools that helps an organization identify, assess, prioritize, remediate, and mitigate system
vulnerabilities. A vulnerability management framework aims to reduce the attack surface and the risk of compromise by applying security patches, hardening
configurations, implementing security controls, and monitoring the system status. A vulnerability management framework is an essential component of a security
operations center (SOC). References: Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) - Cisco, page 2-

14; 200-201 CBROPS - Cisco, exam topic 1.2.b
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A vulnerability scanner is a core security technology used to identify known weaknesses, misconfigurations, and exploitable flaws within an organization's IT
infrastructure. These tools systematically scan systems, networks, applications, and devices to compare them against databases of known vulnerabilities, such as
missing patches, insecure services, outdated software versions, and weak configurations.

Vulnerability scanners operate by probing systems using signatures, checks, and authenticated or unauthenticated methods to determine exposure to threats. The
results are typically presented in detailed reports that include severity ratings, affected assets, and remediation guidance. This makes vulnerability scanning an
essential foundational activity in cybersecurity operations, risk management, and compliance programs.

The other options do not fulfill this function. Identity and access management focuses on user authentication, authorization, and access control, not weakness
detection. Configuration management ensures systems remain in a desired state but does not actively discover vulnerabilities. Mobile device management is
limited to controlling and securing mobile endpoints rather than assessing infrastructure-wide weaknesses.

From an operational perspective, vulnerability scanning supports proactive defense by allowing organizations to identify and remediate issues before attackers
exploit them. It is commonly integrated into continuous monitoring programs, patch management workflows, and security assessments. As emphasized in
cybersecurity operations documentation, vulnerability scanners are a primary mechanism for visibility into an organization's attack surface.
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* SQL injection is a type of injection attack where malicious SQL statements are inserted into an entry field for execution.

* The primary way to prevent SQL injection is by validating and sanitizing user input. This involves checking the input for malicious content and ensuring it adheres
to expected patterns.

* Prepared statements (parameterized queries) are also highly effective, as they treat user input as data rather than executable code.
* Implementing these practices ensures that any input received from users does not manipulate SQL queries in a harmful way.
References

* OWASP SQL Injection Prevention Cheat Sheet

* Best Practices for Input Validation and Sanitization

* Secure Coding Guidelines
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Protected data refers to any information that is legally guarded or sensitive due to its nature. In the context of the organization described, the main database
contains Intellectual Property (IP), which includes patents that are legally protected forms of inventions and designs. The secondary database holds Personally
Identifiable Information (PII), which comprises data that can be used to identify individuals, such as names and contact details. Both IP and Pl are considered
protected data and should be identified during an internal audit to ensure they are handled according to legal and regulatory standards. References:
Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS)
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Timestamp: 2023-11-21 16:45:32 Source IP: 10.1.10.50 Dest IP: 172. 20511 27" Port: 135 Protocol: TCP Action: BLOCKED

Timestamp: 2023-11-21 16:45:35 Source IP: 10.1.10.50 DestIP: 172.0.51.12 Port: 139 Protocol: TCP Action: BLOCKED
Timestamp: 2023-11-21 16:45:38 Source IP: 10.1.10.50 Dest IP: 475 20055.12 Port: 445 Protocol: TCP Action: BLOCKED
Timestamp: 2023-11-21 16:48:05 Sowrce IP: 10.1.10.50 Dest IF, 23 8%120.41 Port: B0 Protocol: HTTP Action: ALLOWED
Timestamp: 2023-11-21 16:48:20 Sowrce IP: 10.1.10.50 Dest)P: 98.139.183 24 Port: 443 Protocol: HTTPS Action: ALLOWED
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A certificate authority (CA) is a trusted entity that issues and manages digital certificates for secure communication over the internet. A digital certificate is a
document that contains the public key and the identity of the owner of the key. A CA impacts security by validating the domain identity of the SSL certificate, which
is a type of digital certificate that enables encrypted communication between a web server and a web browser. The CA verifies that the domain name in the
certificate matches the domain name of the web server, and signs the certificate with its own private key. The web browser can then verify the signature of the CA
and trust the identity of the web server. References := Cisco Cybersecurity Operations Fundamentals, Module 2: Security Monitoring, Lesson 2.3: Cryptography
and PKI, Topic 2.3.2: Public Key InfrastructureReference: https://en.wikipedia.org/wiki/Certificate_authority
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Traffic fragmentation is an evasion technique where an attacker splits malicious payloads into smaller packets. This can help avoid detection since some security
systems may not reassemble these packets to inspect the complete payload.
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https://docs.microsoft.com/en-us/troubleshoot/windows-server/performance/windows-registry-advanced-users
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The engineer engaged with the service component by enabling "Audiosrv," which is the Windows Audio Service responsible for managing audio for Windows-
based programs. By setting it to auto-start, the engineer ensured that the service would run automatically upon system startup. Additionally, the engineer
interacted with process and thread management by using the Task Manager to modify the behavior of the "Audiosrv" service.

The information is based on standard operating procedures for troubleshooting audio issues in Windows OS, which involves services and processes management.
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In RBAC, access is based on the roles that users have within an organization, and permissions to perform certain operations are assigned to specific roles. DAC,
on the other hand, is a type of access control where the access rights are determined by the owner of the resource or the resource itself.
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The log in the exhibit is generated by an Intrusion Prevention System (IPS) or Intrusion Detection System (IDS). It contains information about a TCP connection
attempt, including the source IP address, destination IP address, and other details related to the connection. The presence of "TCP MISS" indicates that the
system detected an anomaly or potential threat during the connection attempt. References := Cisco Cybersecurity Operations Fundamentals
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The alert from the Cisco ASA device and the numerous activity logs are examples of circumstantial evidence.

Circumstantial evidence is evidence that relies on an inference or deduction to connect it to a conclusion of fact, such as a security incident or an attack.
Circumstantial evidence does not directly prove the fact in question, but rather suggests or implies it. In this case, the alert and the logs indicate that a TCP
connection attempt was denied by an access group, but they do not directly prove that an attack occurred or who was behind it. There could be other explanations
for the denied connection, such as a misconfiguration, a network error, or a legitimate request. Therefore, this type of evidence is circumstantial and requires
further investigation and analysis to confirm or rule out the possibility of an attack. References := Circumstantial evidence - Wikipedia; Circumstantial Evidence -
Definition, Examples, Cases, Processes; Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) - Cisco, page 92.
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In this scenario, the threat actor refers to the individuals or entities responsible for the attack that resulted in a breach of assets and sensitive information. The
receptionist received a threatening call but did not take action, leading to an actual breach within 48 hours. References: The explanation is inferred from general
cybersecurity knowledge as specific details are not provided in the Cisco Cybersecurity documents linked.
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An SSL certificate enables the establishment of a secure connection between the client and the server using the TLS protocol. The client and the server exchange
keys and agree on a cipher suite to encrypt and decrypt the data transmitted over the network. References := Cisco Cybersecurity Source Documents
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Under the General Data Protection Regulation (GDPR), an email address that can be linked to an individual is classified as personal data, regardless of whether it
contains a real name. The regulation grants individuals the right to erasure, also known as the "right to be forgotten," when they request deletion of their personal
data and no lawful basis for retention exists.

Because the company is based in Europe, GDPR applies to its data processing activities. Additionally, GDPR protections extend not only to EU citizens but also to
any individual whose data is processed by an EU- based organization, depending on context. Therefore, deletion should not be conditional on the customer's
geographic location.

Option A is incorrect because email addresses are considered personal data under GDPR. Option C is incomplete and misleading because GDPR obligations are
not limited only to confirmed EU residents in this scenario. Option D may be appropriate if systemic noncompliance is identified, but the immediate and correct
action is to honor the deletion request.

Cybersecurity and compliance documentation emphasizes minimizing data retention and responding promptly to data subject requests. As no lawful justification
for retaining the email exists, it must be deleted.

Therefore, the correct action is to delete the data regardless of where the customer is from.
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In the incident response process, detection and analysis involve researching an attacking host through logs in a Security Information and Event Management
(SIEM) system. This step helps in identifying, validating, and managing potential security incidents. References := Cisco CyberOps Associate - Module 3: Security
Monitoring
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Full packet capture requires the largest amount of storage space because it involves recording all packets that pass through a network, including all headers and
payloads. This type of data collection is comprehensive and allows for detailed analysis, but due to the volume of data it encompasses, it demands significant
storage capacity1.

References := The Cisco Secure Network Analytics Data Store Design Guide discusses the storage requirements for different types of network data collection,
highlighting the substantial storage needs for full packet captures1.
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Full packet capture data involves storing the entire content of packets that traverse a network. This type of data is comprehensive and allows for detailed analysis
but requires a significant amount of storage space compared to other data types like transaction, statistical, or session data. References := Cisco Cybersecurity
Operations Fundamentals - Module 3: Network Data and Event Analysis
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Deep packet inspection (DPI) analyzes the data part (and possibly also the header) of a packet as it passes an inspection point, searching for protocol non-
compliance, viruses, spam, intrusions, or defined criteria to decide whether the packet may pass or if it needs to be routed to a different destination. Stateful
inspection, on the other hand, tracks the state of active connections and determines which network packets to allow through the firewall. While stateful inspection
tracks the state of connections (Layer 4 - transport layer), DPI goes further by examining the payload of the packet (Layer 7 - application layer).

Cisco's official documentation and cybersecurity courses would explain the differences between deep packet inspection and stateful inspection, including their
respective layers of operation.
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A denial-of-service attack represents the evasion technique of resource exhaustion, where the attacker overwhelms a system's resources, making the system
unusable and unable to handle legitimate requests. References := Cisco Cybersecurity Source Documents
Reference:https://www.ciscopress.com/articles/article.asp?p=3100055&seqNum=3
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Attacking a vulnerability is categorized as exploitation, which is the third phase of the cyberattack lifecycle.

Exploitation is the process of taking advantage of a vulnerability in a system, application, or network to gain access, escalate privileges, or execute commands.
Action on objectives, delivery, and installation are other phases of the cyberattack lifecycle, but they do not involve attacking a vulnerability. Action on objectives is
the final phase, where the attacker achieves their goal, such as stealing data, disrupting services, or destroying assets. Delivery is the second phase, where the
attacker delivers the malicious payload, such as malware, phishing email, or malicious link, to the target. Installation is the fourth phase, where the attacker installs
the malicious payload on the compromised system or network to maintain persistence or spread laterally. References: What is a Cyberattack? | IBM, Recognizing
the seven stages of a cyber-attack - DNV
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The CDFS (Compact Disc File System) format is associated with the ISO 9660 standard, which is a file system for optical disc media. It is commonly used in
Windows systems for CDs. When a security expert works on an ISO file saved in CDFS format, it typically indicates that the data was prepared or copied using a
Windows-based system. This is because CDFS is the file system that Windows uses to read and write CDs, and the ISO file is an image of that CD data1.
References :=

* Understanding CDFS (Compact Disc File System): A Comprehensive Guide2.

* What type of evidence is this file? - VCEguide.com
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Indicators of Compromise (loC) are pieces of forensic data, such as system log entries or files, that suggest an intrusion may have occurred. Indicators of Attack
(loA) are signs that an attack may be underway, allowing organizations to take action before any potential breach occurs.

The CBROPS course materials cover the concepts of loC and oA, explaining how they are used in cybersecurity operations to detect and prevent security
incidents.

B 153

EXFESZEERAT AFRIEATIM?

A 1DDFX—TT—2%ESIELET

B. B T —4 5k

C. R&hT— 4k

D.1DODF—TT—2 ZMESILLET

IEﬂ#- (IEﬁ;EnEE/]\ L i é )

Asymmetric cryptography, also known as public key cryptography, involves two keys: a public key for encryption and a private key for decryption. This method
ensures that even if the public key is known, only the holder of the private key can decrypt the message, thus providing a secure way to transfer data. References:
Asymmetric encryption is beneficial for secure data transfer because it allows message authentication, non-repudiation, and detects tampering, although it is
slower than symmetric encryption
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No. Time Source Destination Protocol Length Info

1878 6.473353 173.37.145.84 10.0.2.15 TCP 62 80-49522 YADK] Seq=14404 Ack=2987 Win=65535 Len=0
1986 6.736855 173.37.145.84  10.0.2.15 HTTP 245 HTTP/Q.2) 304 Not Modified
1987 6.736873 10.0.2.15 173.37.145.84 TCP 5&3:’#’!@2-_3—-3_!] [ACK] Seq=2987 Ack=14593 Win=59640 Len=0
2317 7.245088 10.0.2.15 173.37.145.84 TCP _ _ @506 WTCP segment of a reassembled PDU])
2318 7.245192 10.0.2.15 173.37.145.84 HTTP® W Y20 GET /web/fw/i/ntpagetag.gif?is=1&ts=1476292607552.286&tc
2321 7.246633 173.37.145.84 10.0.2.15 TR ;;; 1}1“"? 62 B80-49522 [ACK] Seq=14593 Ack=4447 Win=65535 Len=0
2322 7.246640 173.37.145.84 10.0.2.15 fmﬁ‘u > 62 80-49522 [ACK] Segq=14593 Ack=5907 Win=65535 Len=0
2323 7.246642 173.37.145.84 10.0.2. ey & 62 80-49522 [ACK] Seq=14593 Ack=@68710Win=65535 Len=0
2542 7.512750 173.37.145.84 10.0.2, 442 HTTP/1.1 200 OK (GIFS89%a) '
2543 7.512781 10.0.2.15 173 g’. 143434 TCP 56 49522-80 [ACK) Seq=6871 Ack=14970 ®Wifg=6Z480 Len=0



https://www.jpntest.com/shiken/200-201J-mondaishu
https://www.jpnshiken.com/q/68898-6445362/
https://www.jpnshiken.com/q/68898-6445363/

Wireshark A CHIHAIEEG 7 7 A ILDAEFEN TS /Ny RMEENTTH?

A. 2317

B. 1986

C. 2318

D. 2542

IEfR: (EffZzRTLET)

Packet number 2318 is the one that contains a file that is extractable within Wireshark. This can be determined by the information provided in the packet details,
which typically includes an HTTP GET request indicating the retrieval of a file, such as an image or document1.
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Email greylisting is an anti-spam technique used by mail transfer agents to reduce unsolicited and malicious email traffic. When an email is received from an
unknown sender, the MTA temporarily rejects the message with a request for retransmission. Legitimate mail servers are configured to retry delivery after a short
delay, while many spam and malicious servers do not.

By allowing emails from unknown senders temporarily after a retry, greylisting effectively filters out a large volume of automated spam without relying on content
inspection or signatures. This makes it a lightweight and effective control in email security architectures.

Option A describes quarantining, which is different from greylisting. Option B refers to permanent blocking, which greylisting does not do. Option C relates to
phishing detection rather than delivery control behavior.

Security monitoring documentation highlights greylisting as a behavior-based control that leverages standard SMTP retry mechanisms. Once a sender
successfully retries, they are typically whitelisted for future deliveries.

Therefore, email greylisting works by temporarily delaying emails from unknown senders, making Option D the correct answer.
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TOR is a network that enables anonymous communication over the internet by routing the traffic through a series of relays or nodes. TOR alters the data content
during transit by encrypting it and the destination information over multiple layers, using a technique called onion routing. Each layer of encryption can only be
decrypted by a specific relay in the network, which reveals the next destination. This way, no single relay knows the complete path or the content of the data,
making it difficult to trace or monitor the communication. References := Cisco Cybersecurity Operations Fundamentals, Module 2: Security Monitoring, Lesson 2.1:
The Network as a Sensor, Topic 2.1.3: Network Data Exfiltration Techniques
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* The security scenario involves protecting the company from known issues that trigger adware and addressing a recent incident that could harm the system.

* This scenario involves identifying vulnerabilities (weaknesses in the system that can be exploited) and threats (potential harm that can exploit these
vulnerabilities).

* A vulnerability is an inherent flaw in the system, while a threat is an event or condition that has the potential to exploit the vulnerability.

* The security engineer needs to assess both the vulnerabilities present and the threats that could exploit these vulnerabilities to implement effective protection
measures.

References

* Cisco Cybersecurity Operations Fundamentals

* Concepts of Vulnerability and Threat in Cybersecurity

* Best Practices in Vulnerability Management
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The Cuckoo sandbox report shows the analysis results of a file named
"VirusShare_fc1937c1aa536b3744ebfb1716fd5f4d".

The file type is identified as a PE32 executable for MS Windows.

The "Yara" section indicates that the file contains shellcode, which matches specific shellcode byte patterns.
Shellcode typically indicates that the file will execute a payload, often used to open a command interpreter or execute commands directly.
Additionally, the antivirus result shows that the file was identified as containing a trojan (Trojan.Generic.
7654828), which is consistent with behaviors such as opening a command interpreter for malicious purposes.
References

Cuckoo Sandbox Documentation

Analysis of Shellcode Behavior

Understanding Trojan Malware Functionality
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* Rule-based detection methods rely on predefined rules and patterns that are known beforehand. These rules are created based on prior knowledge of what
constitutes normal and abnormal behavior.

* Statistical detection, on the other hand, involves analyzing data to identify anomalies. It is based on assumptions about what normal behavior looks like and uses
statistical methods to detect deviations from this norm.

* Rule-based systems are typically straightforward but may miss novel attacks that do not match existing rules.

* Statistical methods can detect previously unknown threats by recognizing patterns that deviate from established baselines but may produce more false positives.
References

* Intrusion Detection Systems (IDS) Concepts

* Comparative Studies on Rule-based and Statistical Anomaly Detection

* Understanding Anomaly Detection in Network Security
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A man-in-the-middle (MITM) attack occurs when an attacker secretly intercepts and possibly alters the communication between two parties who believe they are
directly communicating with each other. In this scenario, an attacker can observe network traffic exchanged between two users by placing themselves in between
their communication channel. References := Cisco Blogs - New Cybersecurity and Cloud Skills to Protect Companies from Cybersecurity Attacks of the Future
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SSL Certificate guarantees the integrity and authenticity of all messages transferred to and from a web application. It encrypts the data transferred between the
user's browser and the website, ensuring that all data passed between them remains private and integral. References := Cisco CyberOps Engineer - Module 3:
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Traffic mirroring is a technique that copies the traffic from a source port or VLAN to a destination port or VLAN, where it can be analyzed by a security device or
tool. Traffic mirroring does not affect the original traffic flow and does not introduce any latency or modification to the packets. Inline traffic interrogation is a
technique that forwards the traffic directly to the security device or tool, where it can be inspected and modified before being sent to the destination. Inline traffic
interrogation can introduce latency and affect the performance of the network. References:

Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) - Cisco, Module 2: Security Monitoring, Lesson 2.2: Network Security Monitoring Tools
200-201 CBROPS - Cisco, Exam Topics, 2.0 Security Monitoring, 2.2 Describe the impact of various technologies on security monitoring Cisco Certified CyberOps
Associate Overview - Cisco Learning Network, Videos, 2.2 Describe the impact of various technologies on security monitoring
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Full packet capture (FPC) is a valuable tool for investigating security breaches because it provides comprehensive data that can be used to reconstruct the event
and identify the root cause. By capturing every packet, FPC allows engineers to see exactly what took place during the breach, including the TCP flags set within
each packet, which can help focus on suspicious packets to identify malicious activity. It also collects metadata, including IP traffic packet data that is sorted,
parsed, and indexed, and provides the full TCP streams to follow the metadata to identify the incoming threat
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Keywords Date and Tire Source Event ID

-1i| Audit Failure 8220202 123715 PM Microsoft Windows security auditing 4625
Audit Failure &/22/2021 129713 PM Microsoft Windows securnity auditing 4625
Audit Failure 622,/ 20211 2- 30 P Microsoft Windows secunty auditing 4625
Audit Failure 6200 1 2508 P Microsoft Windows secumty auditing 4625

b Audit Failure 622/ X021 123652 PM Microsoft Windéw seculitvauditing 4625
Audit Failure 6/22/2021 123&50 PM Migrasoft WipdOWs security auditing 4625
Audit Faillure 6/22/2021 123648 P Migrofoft Windows secunty auditing 4625
Audit Falure 6/22/ 2021 1 Z50M6FM Microsoft Windows secunty auditing 4625

b Audit Failure G 2360 PM Microsoft Windows security auditing 4625

b Audit Faillure B/22/2021 1223609 PM Microsoft Windows secunty auditing 4625

8 Audit Failure 62272021 123607 PM Microsoft Windows security auditing 4625

& Audit Failure 6/22/2021 1223604 PM Microsoft Windows secunty auditing 4625

b Audit Faillure &/222021 123602 PM Microsoft Windows secunty auditing 4625

Event 4625, Microsoft Windows secunty suditing

SOC7F+ Y R & WindowsH—/N\—EDEELGTITAETAIZETASIEMA DAY E—UFZIELFEL, 7 X MEWindowsA RNy O H#HEZEL .
ZHOEERMOTEHALELZ ANES >TLSDTLELESIMN?

A. Windows (B 7 DEEICKBLFE LT

B. &% DOWindows O 4

C.OIL—hrI7+—RKE

D. DoS %
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Windows Security Event ID 4625 is generated when an account fails to log on. When a SOC analyst observes a large number of Audit Failure events occurring in
rapid succession, this is a strong indicator of a brute- force authentication attack.

Brute-force attacks involve repeatedly attempting different username and password combinations to gain unauthorized access to a system. These attacks
commonly target Windows servers exposed to internal or external networks and often focus on privileged or commonly used accounts. The repeated failures
shown in the exhibit indicate that authentication attempts are being made unsuccessfully over a short time period, which is abnormal for standard user behavior.
Option A is incorrect because the logs clearly show that Windows auditing is functioning correctly and recording failures. Option B is incorrect because normal
Windows activity does not generate large volumes of failed authentication events in a short time frame. Option D is incorrect because a Denial-of-Service (DoS)
attack targets system availability and resource exhaustion, not authentication mechanisms.

Cybersecurity operations documentation highlights failed login storms as one of the most common indicators of credential-based attacks. SIEM platforms are
designed to alert analysts on such patterns because they often precede account compromise or lateral movement attempts.
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The exhibit shows a SQL query that is attempting to bypass login controls by modifying the query to always return true. This is a common tactic used in SQL
injection attacks where malicious SQL statements are inserted into an entry field for execution. References := Cisco Cybersecurity Source Documents
Reference:https://www.w3schools.com/sqgl/sql_injection.asp
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The logs indicating multiple local TCP connection events are typically provided by a firewall. Firewalls are responsible for monitoring and controlling incoming and

outgoing network traffic based on predetermined security rules, and they generate logs that detail such events, which can be used for further analysis and incident
response. References := Cisco Cybersecurity Operations Fundamentals
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A vulnerability refers to a weakness or flaw in a system that can be exploited by threats (such as hackers or malware) to gain unauthorized access, cause
damage, etc. Threats exploit these vulnerabilities to impact the confidentiality, integrity, or availability of information and systems. References: Cisco Cybersecurity
Associate
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C.TCP

D. DNS

E. HTTP
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An untampered disk image is one that has not been altered since its creation. This is verified by comparing the stored hash of the image at the time of creation
with a newly computed hash; if they match, the image is considered untampered. Tampered images, on the other hand, may be used during the root cause
analysis process to understand how and what was altered12. References: The differences between tampered and untampered disk images are discussed in
cybersecurity literature, including Cisco's certification guides, which explain the importance of hash matching for verifying the integrity of disk images
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* Indicators of Attack (IoA) refer to observable behaviors or artifacts that suggest a security breach or ongoing attack.

* When internal hosts communicate with countries outside the business range, it may indicate data exfiltration or command-and-control communication to an
external threat actor.

* Unlike Indicators of Compromise (IoC) which indicate that a system has already been compromised, l0As are often used to identify malicious activity in its early
stages.

* Monitoring for unusual outbound connections is a crucial aspect of detecting advanced persistent threats (APTs) and other sophisticated attacks.
References

* Difference Between Indicators of Compromise and Indicators of Attack

* Cyber Threat Detection Using Indicators of Attack

* Network Monitoring for Anomalous Behavior
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Upgrading to TLS v1.3 is recommended because it eliminates outdated cryptographic functions and reduces the risk of downgrade attacks, which can occur when
attackers force connections to use weaker encryption.

TLS v1.3 only supports secure cipher suites and algorithms, enhancing the security of communications.
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* Statistical data is crucial for detecting anomalies within a network because it provides a baseline of normal behavior.

* Anomaly detection involves comparing current network data against historical statistical data to identify deviations from expected patterns.

* This method helps in identifying unusual activities that could signify a security threat, such as unusual login attempts, data transfers, or access patterns.
* Statistical data analysis tools use metrics such as mean, variance, and standard deviation to flag anomalies, aiding in proactive threat detection.
References
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* Cisco Cybersecurity Operations Fundamentals
* Network Anomaly Detection Techniques
* Statistical Methods in Cybersecurity
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192.168.10.10 - - [01/Dec/2020:11:12:22 -0200] “GET /icons/powered by rh.png HTT
P/1.17 200 1213 “http://192.168.0.102" “Mozilla/5.0 (X1 15.U; Linux x86_64; en-U

S; rv:1.9.0.12) Gecko/2009070812 Ubuntw/8.04 (hardy ) Firefox/3.0.12"

192.168.10.10 — - [01/Dec/2020:11:13:15 -0200},"GET /favicon.ico HTTP/1.1" 404 2

88 """ “Mozilla/5.0 (X11; U; Linux x86_643 én-US; rv:1.9.0.12) Gecko/2009070812
Ubuntw8.04 (hardy) Firefox/3.0.12"

192.168.10.10 — — [01/Dec/2020:11: 14:22 -0200] “GET /%27%27,!-%22%3CXSS%3E=& {()
} HTTP/1.1" 404 310 “-" “MozllWS 0°(X 11; U; Linux x86_64; en-US; rv:1.9.0.12)
Gecko/2009070812 Ubuntu/804 (hasdy) Firefox/3.0.12"
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Based on the image details, the exhibit shows a series of HTTP requests with the method GET, which are used to retrieve data from a web server. There is no
evidence of any malicious payload or parameter in these requests, so they are likely regular GET requests. The other options are types of web application attacks
that exploit different vulnerabilities, such as XML External Entities, insecure deserialization, and cross-site scripting. References := Cisco Cybersecurity
Reference:https://www.tutorialspoint.com/http/http_requests.htm

https://github.com/gwroblew/detectXSSlib/blob/master/test/attacks.txt
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Ho. Dastination Protocol Lapgth Info
_ IIH!IIIIMIII- IC*KI!*E- [0, 128, 0 !’Mﬁ- [STN | Sog=0 @ L
| 2 0.003987 10.128.0.2 10.0.0.2 TCF S840 - 32220 5YNE ACKE Seq=0 Ack=l Win=29200 Len=0 NE3=1460
| 3 0.005514 10.128.0.2 10.0.0.2 TICR SEE0 - 3410 SYNE ACK) Sege( Ack=l Win=29200 Len=0 NS5=1460
| 4 0.008429 10.0.0.2 10.128.0.2 TCR 5433420 300 5 Segel wWin=512 Lan=0
| £ 0.010233 10.128.0.2 10.0.0.2 CF 58 20 = 3220 [SYM@ ACK] Seqéﬁ Ack=1 Win=29200 Len=0 NSS=14&0
| 6 0.014072 10.128.0.2 10.0.0.2 TCP 58 80 - 3342 [5YN, ACK] Segml Ack=l Win=29200 Lan=0 NS3=1460
[ 7 0.016830 10.0.0.2 10.128.0.2 CP 54 3343 - B0 ASYN] Sege0 Min=512 Len=0

g 0.022220 10.128.0.2 10.0.0.2 icP 9 80 - 3343715 ltﬁ]ﬂﬁﬂq!t Ack=1 Win=29200 Len=0 MSS=14&0
! 9 0.023496 10.128.0.2 10.0.0.2 TCP 20 8USSRG2E8 [SYNELACK Seq—u Ack=l Win=29200 Len=0 MS8=1460
i 10 0.025243 10.0.0.2 10.128.0.2  TCP 54 1med’- SONgEYN] ¥in=512 Len=0
| 11 0.026672 10.128.0.2 10.0.0.2 CcP S8 80 - 3218 [S¥N] ACEY Seq=0 Ack=1 Win=29%200 Len=0 MS55=1460
| 12 0.028038 10.128.0.2 10.0.0.2 CcP 58 80 - 3221 [S¥N, JACK] Seq=0 Ack=1 Win=293200 Len=0 MS5=1460
: 13 0.030523 10.1i28.0.2 10.0.0.2 CP 58 80 - 3344 [8YN, ACKE Seqg=0 Ack=1 Win=29200 Len=0 M55=14&0

¢ Framo 1: 54 bytes on wire (432 blbs], 54 bytes captured (432 bits)

v Echernet II, Src: 42:01:0a:f0:00:17 (42:01:0a:f0:00:17), Dstl #2:0Y:0a:f0:00:01 (42:01:0a:£f0:00:01)
! Internet Protocol Version 4, Src: 10.0.0.2, Dst: 10.128, 022
F Transmigsion Control Protocol, S'c Port: 3341, Dat Pe&roe. B0, Seq: 0, Lan: O

Source Port: 3341

Destination Port: E0

[Scream i1ndex: 0]

[TCP Segment Len: 0]

Seguence number: 0 (relative segquence nuaba™)

[Hext sequence nuzber: 0 (relative seguince, rif=ber)]
hcxrew;&dgemurt numbar: 1023350804

0101 .... = Header Length: 20 bytestis)
'+ Flags: 0x002 (SY¥) o
Window size value: 512
[Calculated window size: 212)
Checksum: OxBdS5%a [unverified)
[Checksum Status: Unverified]

Urgent pointer:

¢ [Timestamps)

CDRYEIT—9 7490 TIHAMEZ >TLSEDTL £ 557

A BBOEERNE—DIEE IP ICHITTEEENS SYN /Ty FOEIEASLY

B. E—DFEERT IP OB HBDIEE IP [TEEFESN D ACK /N7y FDEIEMNEL
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The exhibit shows a high rate of SYN packets being sent from multiple sources towards a single destination IP. This is indicative of a SYN flood attack, where the
attacker sends a succession of SYN requests to a target' s system in an attempt to consume enough server resources to make the system unresponsive to
legitimate traffic. References := Cisco Cybersecurity Operations Fundamentals - Module 4: Network Intrusion Analysis
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During the negotiation phase of the TLS handshake, the client sends a "ClientHello" message to the server which includes information about TLS versions it
supports, cipher-suites it supports and suggested compression methods. This initiates communication protocols for secure connection. References := Cisco
Cybersecurity source documents or study guide
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IP data stands for Intellectual Property data, which is any data that represents the creations of the mind, such as inventions, patents, designs, or artistic works. IP
data is protected by law and has commercial value for its owners. In this case, the automotive company has a database of IP data for their engines and technical
information, which customers can access after they register and identify themselves. References := Cisco Cybersecurity Operations Fundamentals, Module 1:
Security Concepts, Lesson 1.2: Data Protection, Topic

1.2.1: Data Types
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The source IP address from an audit log that indicates a session which may have exploited a vulnerability is considered corroborative evidence. This type of
evidence supports other evidence that suggests a security breach occurred. In the context of cybersecurity, corroborative evidence can help establish that an
attack was carried out and can be used in conjunction with other data points to build a case during an investigation.

References := The Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) training material discusses the types of data needed to investigate
security incidents, which includes understanding the role of different types of evidence in building a security incident case1.
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Firewall Log:

Date: 2023-10-15 106:15:23

Source IP: 192.168.1.10

Destination IP: 10.08.0.5

Action: Allowed

Description: Connection established from internal network.

Authentication Log:

Date: 2023-10-15 10:16:45

User: jdoe

Source IP: 192.168.1.10 &
Authentication Status: Successful : :
Description: User logged in from dinternal IPUaddress® © U

oy

System Event Log:

Date: 2023-10-15 10:17:390

Event ID: 4625

Source: Windows Security Auditing

Description: An account failed to log on. Account Name: cisconame
Workstation Name: WORKSTATION-0©1

Network Traffic Log:

Date: 2023-10-15 16:18:10

Source IP: 192.168.1.160
Destination IP: 10.0.0.20
Protocol: HTTP

Activity: Data transfer observed.
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In cybersecurity operations, evidence classification is critical for incident investigation and validation. An Intrusion Detection System (IDS) alert serves as the initial
indicator of suspicious activity, such as potential data exfiltration. However, IDS alerts alone are often insufficient to confirm malicious behavior, as they may
produce false positives or incomplete context.
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The additional logs collected-such as firewall logs, authentication logs, system event logs, and network traffic logs-are used to support, validate, and confirm the
original alert. These logs show related activity from the same source IP, including successful authentication, failed login attempts, and observed data transfers
over HTTP. When multiple independent data sources align with the original IDS alert, they strengthen the confidence that the activity is real and malicious.

This type of supporting information is known as corroborative evidence. Corroborative evidence does not stand alone as the initial detection but reinforces the
validity of primary evidence by confirming the same behavior across different systems and logs. Cybersecurity operations documentation emphasizes log
correlation as a foundational SOC function precisely for this reason.

Primary evidence would be the original IDS alert itself, as it directly detected the suspicious activity.

Circumstantial evidence implies indirect inference without direct linkage, which is not the case here because the logs clearly relate to the same host and timeline.
Secondary evidence typically refers to derivative or summarized data rather than direct system-generated records.

By correlating IDS alerts with firewall, authentication, and network logs, analysts build a reliable incident narrative and reduce false positives. Therefore, the logs
collected provide corroborative evidence, making Option A the correct answer.
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Behavior-based detection monitors the behavior of programs in real-time. If a piece of software acts similarly to known malware after it's been executed, behavior-
based detection can stop it in its tracks. Signature-based detection involves searching for known patterns of data within executable code; if a pattern matches a
"signature" in the system's database that is considered malicious. References: Cisco Cybersecurity Operations Fundamentals
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Running all processes as root or administrator violates the principle of least privilege, which states that users and processes should be granted only the minimum
permissions necessary to perform their specific role or function within an organization. Running all processes as root or administrator gives them full access and
control over the system, which increases the risk of unauthorized actions, malicious attacks, and accidental errors. It also makes it easier for attackers to escalate
their privileges and compromise the system. References:

Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) v1.0, Module 1: Security Concepts, Lesson 1.2: Security Principles Cisco Certified
CyberOps Associate Overview, Exam Topics, 1.1 Explain the CIA triad
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Rule-based detection systems operate using predefined patterns and signatures to identify known threats.

These patterns are based on prior knowledge of attack methods and vulnerabilities.

Behavioral detection systems, on the other hand, analyze the normal behavior of a network or system to establish a baseline. They thenmonitor for deviations from
this baseline, which may indicate potential threats.

Rule-based systems are effective at detecting known threats but may struggle with novel or zero-day attacks that do not match existing signatures.

Behavioral systems can detect unknown threats by recognizing abnormal activities, making them useful in identifying zero-day exploits and other sophisticated
attacks.

References

Comparison of Rule-based and Behavioral Detection Methods in IDS

Advantages of Behavioral Analysis in Network Security

Cybersecurity Detection Techniques
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Windows Management Instrumentation (WMI) provides a unified way for users to request system information, including hardware and software inventory data. The
Common Information Model (CIM) is an open standard that defines how managed elements in an IT environment are represented as a common set of objects and
relationships between them. References: https://www.cisco.com/c/en/us/td/docs/security/ise/2-4
/admin_guide/b_ise_admin_guide_24/b_ise_admin_guide_24 new_chapter_01100.htm|
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The defense-in-depth principle is a strategy of applying multiple layers of security controls to protect an asset from threats. It is based on the assumption that no
single security measure is sufficient to prevent all attacks, and that each layer adds more protection and reduces the risk of compromise. One example of applying
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the defense-in-depth principle is implementing alerts for unexpected asset malfunctions, which can indicate a potential security breach or incident. References:
Cisco Cybersecurity Operations Fundamentals, Module 1:
Security Concepts, Lesson 1.1: The CIA Triad and Security Concepts, Topic 1.1.4: Defense-in-Depth Principle
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Traffic tapping involves replicating network traffic and sending it to a separate port where it can be analyzed without affecting the original traffic flow. This allows
security analysts to monitor and analyze traffic for potential threats without the risk of blocking legitimate traffic.

This explanation is based on general network security concepts, as the current page does not provide specific Cisco documentation.
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Reflective XSS, also known as Non-Persistent XSS, occurs when an attacker sends a malicious script to a user through a web application, and the script is
executed immediately in the user's browser without being stored on the server. This type of attack is typically carried out by including the malicious script in a URL,
which is then sent to the victim. When the victim clicks on the link, the script runs in their browser, reflecting the attacker's actions without storing the payload for
repeated use12. References: OWASP Foundation's documentation on Cross-Site Scripting (XSS) provides detailed information on the different types of XSS
attacks, including Reflective XSS
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NIST Special Publication 800-61 r2 outlines the incident response process including detection and analysis, which involves identifying and validating the
occurrence of incidents, and post-incident activity that focuses on lessons learned and improvements to be made after an incident has occurred. References :=
NIST Special Publication 800-61 r2
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Host-based firewalls are designed to protect individual workstations from unwanted traffic by filtering incoming and outgoing network communications based on
predefined security rules. They can block unauthorized access attempts and prevent potentially harmful traffic from reaching the system.

B : 200

IUPZT7IE HRMSEETT KL AHRjacobm @companycomD 7 4 v UG A—)LEKREIZRIELFE LT,

DT IVADERT V2 —IXRITIHN?

ATy oA=L

B. XE&

C.HR

D. LY —/\—

IEfE: (EfEZRRLET)

In the context of phishing emails, the threat actor is the entity that is responsible for initiating the threat, which in this case is the sender of the phishing emails. The
sender is impersonating the HR department to deceive the receiver into believing that the emails are legitimate
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The main difference between inline traffic interrogation (TAPS) and traffic mirroring (SPAN) lies in how they handle network traffic for analysis purposes. TAPS, or
Test Access Points, are hardware devices that create a copy of the traffic between two network points without altering the data. This means TAPS can transmit
both send and receive data streams simultaneously on separate dedicated channels, ensuring all data, including physical layer errors, is received by the
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monitoring or security device in real-time. On the other hand, SPAN, or Switch Port Analyzer, is a feature that duplicates network packets seen on one port to
another port for analysis. However, SPAN ports can filter out physical layer errors, which may limit the types of analyses that can be performed as some errors will
not be represented in the mirrored traffic.

The distinction between TAPS and SPAN is covered in the Cisco CyberOps Associate CBROPS 200-201 course, which provides foundational knowledge for
network monitoring and security analysis1. Additionally, industry resources such as Garland Technology's comparison of TAPS and SPAN highlight the differences
in performance and integrity of the traffic being analyzed
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An attack surface is the sum of all the points where an attacker can try to enter or extract data from an environment. It includes all the hardware, software,
network, and human components that are exposed to potential threats. An attack vector is the path or means by which an attacker can exploit a vulnerability in the
attack surface. It describes the type, source, and technique of an attack, such as phishing, malware, denial-of- service, etc. References := Understanding Cisco
Cybersecurity Operations Fundamentals (CBROPS) v1.0, Module 1: Security Concepts, Lesson 1.1: The CIA Triad and Security Concepts, Topic 1.1.3: Threats,
Vulnerabilities, and Exploits
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CDFS stands for Compact Disc File System, which is a file system used by Mac OS to store data on CDs.

CDFS is also known as ISO 9660, which is a standard format for data interchange on optical discs. CDFS allows files to be accessed by different operating
systems, such as Windows, Linux, and Mac OS. Therefore, an ISO file that is stored in CDFS format is data from a CD copied using Mac-based system.
References := Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) v1.0, Module 4: Network Intrusion Analysis, Lesson 4.4: File Type
Analysis, Topic 4.4.1: File Systems, page 4-40.
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Vulnerability refers to a weakness or flaw in a system that can be exploited by threats. Risk, on the other hand, is the potential for loss or damage when a threat
exploits a vulnerability. The risk is essentially the impact or consequence of a vulnerability being exploited
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Application whitelisting/blacklisting is a technology used to control which applications are allowed to execute on a company's corporate PCs. Whitelisting allows
only approved applications to run, while blacklisting prevents specific applications from running. This approach is effective for managing application usage across
an enterprise.
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HTTPS traffic is difficult to screen because it is encrypted using the SSL/TLS protocol, which secures the data in transit between the client and the server. This
encryption ensures that any intercepted traffic cannot be easily read or tampered with by third parties. Screening or inspecting this encrypted traffic would require
decrypting it, which poses significant challenges and potential security risks12.

The concept of HTTPS and its implications on traffic screening are discussed in various cybersecurity resources, including Cisco's cybersecurity training
materials3.

Cloudflare provides an explanation of HTTPS inspection and the challenges associated with it
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Profiling a network involves various elements that provide insights into its characteristics and behaviors. Total throughput is crucial as it measures the amount of
data passing from a source to a destination in a given period, reflecting the network's capacity and usage patterns1. Listening ports are also essential for profiling
because they represent the entry points for network services, indicating which services are available and potentially vulnerable1.

References :=

* Network profiling tools and techniques discussed in online resources23.

* Direct explanations of network profile elements
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This type of analysis is deterministic because it assigns fixed values to the scenario and calculates the expected outcomes based on those values. Deterministic
analysis does not account for uncertainty or randomness in the scenario. References: https://learningnetworkstore.cisco.com/on-demand-e-learning
/understanding-cisco-cybersecurity-operations-fundamentals-cbrops-v1-0/CSCU-LP-CBROPS-V1-028093.

html (Module 3, Lesson 3.1.2)
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