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protected cloud resources by automatically updating SmartConsole, security
logs, and API connections to cloud accounts.

The CloudGuard Controller dynamically learns about objects and attributes in
Workloads, such as changes in subnets, security groups, virtual machines, IP
addresses ,and tags. After using the vendor’s API to establish a trust
relationship with a datacenter, CloudGuard Controller regularly polls the
connected environments for changes in objects and object attributes used in

the Security Policy. Changes are automatically pir=s<d securit -
gateway. Cﬁé&-R P0|n

SOFTWARE TECHNOLOGIES LT
Dynamic environments present a large challenge to security professionals.

The number of subnets, machines, and IP addresses changes quickly. The
legacy model of manual updates to the security policy and Security Gateways
every two or three days is too slow for such environments.

In most organizations, personnel from several different departments have
permission to add or remove assets in Workloads. This kind of overlap
creates a concern about the security and maintenance of assets in the data
center. The solution to manual updates is to protect the security and
maintenance of the assets - automatically. This is where the CloudGuard
Controller comes in to assist. With the CloudGuard Controller, the Security
Operation Center (SOC) can configure the security policy to automatically
detect changes in Workloads, and push these changes directly to the
Gateway.
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APl issues mvnlves executmg CLI cnmmands on the SMS to perform status
checks and to modify the system. The following table reflects the commands
relevant to examining the API status:

Command <\ &% Operation
tail -f $FWDIR/loa/api elg |Investigates system issues with API calls
api status Performs a system check of the API status.
api restait Restarts the API.
api reconf Reconfigures the APl instead of restarting it.

APl Troubleshooting Commands
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Adaptive Security Policy

Creating a Security Policy for public cloud environments requires an adaptive
framework that responds to the dynamic changes of the Workload. An
adaptive Security Policy uses the CloudGuard Coniroller to establish a unified
policy that granularly defines cloud-based resources. This policy format
broadens the scope of network security by protecting resources created from

one or more CSPs. . CheCk P0|n |

An adaptive Security Policy assists Security and DeVeto piiiefteams with HNOLOGIES L
streamlining their operations. Administrators may import cloud objects at

any time and without the need to schedule a formal system change request

to implement a new policy installation to update the rulebase enforced on the
Security Gateway. As a result, application owners gain control of their

application deployments since they can add and remove resources without

impacting security.
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Acquiring Cloud Accounts

Cloud Security Posture Management must complete an acquisition process
once it connects to a public cloud in order to collect inventory data. During
this process, CSPM incorporates cloud resources.such as regions, Security
Groups, and instances from the cloud serviceprovider. Administrators may
acquire account data from AWS, Azure,and GCP public clouds.

To begin acquiring data from a publie cloud, Cloud Security Posture
Management must assign an operational mode to the cloud account.
Administrators may assign one of the following operations to the cloud
account:

« Read Only - Monitors and visualizes cloud accounts through Cloud
Security Posture Management.
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Posture Management Tools

Cloud Security Posture Management operates as a SaaS-based platform that
uses continuous software updates (o maintain advanced security protections.
This form of SaaS architecture supports an open framework that flexibly

integrates with public clouds. Cloud Security Posture Management uses APls

BB @F‘J Qku ti'n'ﬂerte, and collect information from cloud accounts and
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